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In this section:

Typographical Conventions

[T o | o= T3 QTP 8

Typographical Conventions

The following kinds of formatting in the text identify special information.

Fomatting convention Type of Information Example

Special Bold Items you must select, such as | Go to the QoStab.
menu options, command
buttons, or items in a list.

Titles of chapters, sections, Read the Basic Administration
and subsections. chapter.

Italics Used to emphasize the The system supports the so
importance of a point, to called wildcard character
introduce a term or to search.
designate a command line
placeholder, which is to be
replaced with a real name or
value.

Monospace The names of style sheet The license file is called
selectors, files and directories, |license.key
and CSS fragments.
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Preformatted Bold What you type, contrasted with | nix/Linux:

on-screen computer output.
# cd /root/rpms/php

Windows:
>cd %myfolder%

Preformatted On-screen computer output in - | Unis/Linux:

your command-line sessions; o
source code in XML, C++, or |#1Is Tal/files
other programming languages. |total 14470

Windows:

>ping localhost
Reply from 127.0.0.1:
bytes=32 time<lms
TTL=128

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback using the online form at
http://www.parallels.com/en/support/usersdoc/. Please include in your report the guide's title,
chapter and section titles, and the fragment of text in which you have found an error.
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CHAPTER 1

About Parallels Plesk Panel

Parallels Plesk Panel is a hosting automation solution that gives hosting providers full
control over the managed Web hosting servers and simplifies setup and management
of user accounts, Web sites, and e-mail accounts.

Parallels Plesk Panel is stable, secure and reliable, and the main benefit of using
Parallels Plesk Panel is that it will save you and your technical staff much time and
effort: all your customers (and customers of your resellers) will have personal isolated
control panel environments and will be able to manage their sites and e-mail accounts
on their own.

In this chapter:

Overview of Business Model, User Accounts and Permissions .........ccccoveeuveen.. 10
Overview of Software Components Managed by Parallels Plesk Panel............. 10
What's NEW iN ThiS VEeISION.....cocun i 11
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Overview of Business Model, User
Accounts and Permissions

User accounts hierarchy of Parallels Plesk Panel is limited to five user levels:

A
A

A

A

A

Server administrator account.

Reseller accounts. These accounts are created for the customers who need to
resell hosting services and host their own Web sites.

Client accounts. These accounts are created for the customers who do not need to
resell hosting services, but need to host Web sites.

Domain administrator accounts. These accounts can be created to allow access to
the Panel for site administrators. One domain administrator account per one site.

E-mail user accounts. These accounts can be created to allow access to the Panel
for e-mail users.

All permissions for operations performed in the panel you define for a reseller allow the
reseller to further assign them to his or her customers. The resource allotments you
define for a reseller can be further redistributed among reseller's customers. For a full
list of permissions and resource usage limits you can define, refer to the chapter
Managing User Accounts (on page 144).

Overview of Software Components
Managed by Parallels Plesk Panel

Parallels Plesk Panel for Linux/UNIX platforms works in cooperation with the following
software components and services:

Dy >y By D Dy By D D P D

Bind DNS server

Apache Web server

ProFTPd FTP server

MySQL and PostgreSQL database servers
Qmail mail server

Courier-IMAP IMAP/POP3 server

Mailman mailing list server

Spamassassin anti-spam software

Dr.Web and Kaspersky antivirus programs
Webalizer and AW Stats statistical packages
Tomcat Java applications run-time environment
Parallels Plesk Panel Billing

Parallels Plesk Panel for Windows platforms works in cooperation with the following
software components and services:
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Microsoft IIS Web server or Apache Web Server *

Microsoft FTP server

Geneb6 FTP Server 3.4.0.16 and Serv-U FTP Server **

Bind DNS server

Microsoft DNS server and Simple DNS Plus DNS server **

MySQL, Microsoft Access and Microsoft SQL database servers ***
Acronis True Image Enterprise Server backup system

MailEnable mail server

Merak, MDaemon, SmarterMail, hMailServer, CommuniGate Pro mail servers **
Courier-IMAP IMAP/POP3 server

SpamAssassin anti-spam software

SiteBuilder

Dr.Web and Kaspersky Antivirus antiviruses

ClamAV and Merak Antivirus antiviruses **

Webalizer and AW Stats statistical packages

Urchin and SmarterStats statistical packages **

Microsoft FrontPage

Horde IMP H3 web mail client

MailEnable Web Client, IceWarp Web Mail 5, SmarterMail Web Client **
Apache Tomcat

DBy Py D D DD DD Dy Dy D> By D D> D

>

After installation of the Parallels Plesk Panel package, all essential services, such as
DNS, Web, FTP and Mail are configured to run with the default optimal settings, so you
can start serving your customers right away. However, we recommend that you review
the default settings to make sure that they satisfy your needs, and create user account
templates and domain templates, which will simplify further setup of hosting accounts.

What's Newn This Version

Parallels Plesk Panel 9 for Windows and Linux/Unix platforms offer you the following
new features and enhancements:

Resellers

Parallels Plesk Panel supports reseller accounts. Resellers can sign up new users and
resell Web hosting services to them.

APS catalog

Now you can easily add Web applications from the APS catalog at
http://www.apsstandard.com/app/ to the server application vault.

Alternative webmaiil

Users can now select Atmail as their webmail tool.


http://www.apsstandard.com/app/

12 About Parallels Plesk Panel

New backup and restore tools

The redesigned backup and restore solution provides the options for selective data
backup and restore.

Parallels Plesk Panel billing bundle

Parallels Plesk Panel now comes integrated with a billing solution, formerly known as
ModernBill.

The following features were added only to Parallels Plesk Panel for Linux/Unix
platforms:

Postfix support

A long awaited alternative to Qmail on Unix servers is now available. The system
allows on-line transition from Qmail to Postfix on all Unix/Linux installations.

PHP over Fast CGI

Web applications based on PHP implementation will now be executed faster and safer
with PHP running in the Fast CGl mode. This enhancement allows running several
PHP versions simultaneously.



CHAPTER 2

Getting Started

This chapter describes the first actions you need to perform after installation of the
Parallels Plesk Panel.

In this chapter:

Logging In to Parallels Plesk Panel
Becoming Familiar with Parallels Plesk Panel ............cccccooiii, 16
Changing Your Password and Contact Information ................ccceevviieiiiieeneinnnn, 22
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Logging In to Parallels Plesk Panel

To log ina your Parallels Plesk Panel:

Open your Web browser, and in the address bar type the URL where
your Parallels Plesk Panel is located.

For example, https://your-domain.com:8443, where your-domain.com is the domain
name of your Web host.

2 Press ENTER. Parallels Plesk Panel login screen will open.

3 Type the user name 'admin' and your password into the Loginand
Passwordooxes, respectively. If this is your first login to the freshly
installed Parallels Plesk Panel, use the default password 'setup’.

4 If you log in for the first time, select the language for your Panel from
the Interface languagmenu. If you had previously specified the interface

language and saved it in your interface preferences, leave the User
defaut value selected.

5 Click Login

After your first login, you should accept the license agreement and then specify the
host name and IP addresses to assign to the server.

6 Read carefully the terms of the License Agreement and, if you agree
to all the terms, select the | agree to the terms of this license agreemedt
Do not show it agarheck boxes.

7 Click Acceptto proceed to the post-install configuration.

8 In the Full hostnamdield, enter your server's host name. This should be
a fully qualified host name but without a trailing dot (for example,
host.domain.tld).

9 Specify the IP address that will be used as the default address of your
server. You have the following two options:

A Select one of your existing IP address from the drop-down box. This list is
populated automatically and contains all IP addresses available on the server.

OR

A Click the Add IP Addressption button, select the network interface and enter the
new IP address and subnet mask in the IP addres$ox.

Note: With Parallels Plesk Panel, you can mark all your IP addresses as shared or
dedicated before you assign them to your customers. This allows the control panel
to distinguish between them and not to let you assign a dedicated IP address to
several customers at once. A dedicated IP address can be assigned to a single
customer, while a shared IP address can be shared among several user accounts.

10 In the Shared IBection, specify the type for existing addresses: shared
or exclusive. Click the Sharedand Exclusivebuttons to change the types
of IP addresses.
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You can skip this stage and define the type of IP addresses later (Home> IP
Addresses)

11 In the Administrator's preferencegction, change the default
administrator password.

Change the default administrator's password. Enter the new password and confirm
it in the New passwordnd Confirm passwortields. The password can have up to 14
symbols. Note that the password is case sensitive.

Note: Do not forget to change the administrator's password from the default one to
your own personalized password; otherwise, access to the Parallels Plesk Panel
under the administrator account will be available with the default password 'setup’,
which is known to many users of Parallels Plesk Panel.

12 Click OK

13Fi | | in administratoroés contact i nf or me
14 Click OK

In this section:

If YOU FOrgot YOUr PasSSWOId ..........coouiiiiiiiiiiie et 16
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If You Forgot Your Password

You can retrieve your forgotten password in any of the following ways:

A Look it up in the /etc/psa/.psa.shadow file on the server's file system (Linux
Hosting).

A Use the password reminder in Parallels Plesk Panel.

To use the password reminder:

I n your Web browserdés address bar, type
Parallels Plesk Panel is located (for example, https://your-
domain.com:8443)

2 Press ENTER.
Parallels Plesk Panel login screen will open.
3 Click the Forgot your passwordik.
4 Specify your login name and e-mail address registered in the system.
5 Click OK

Your password will be sent to your e-mail. If your password cannot be sent by e-
mail because it was stored by the system in encrypted form, you will be prompted to
set up a new password using a secret code that will be generated for that purpose
and sent to you.

6 Once you received the e-mail from the password reminder, click the
link in the message body.

A new browser window will open.

7 Specify your login name and a new password. The Secret Codéeld of
the form should be automatically filled by the system, and if it is not,
copy the secret code from the message you received to the clipboard
and paste it to the form.

8 Click OKto submit.

Note: You should use the secret code within 24 hours after its generation, otherwise it
will expire and you will need to go through the whole process again.

Becoming Familiar with Parallels Plesk
Panel

When you log in to Parallels Plesk Panel, it shows your Home page with shortcuts to
the operations you frequently perform.
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The top banner area provides access to the following functions:

A

A

A

My accountThis is where you can select a language and theme for your control
panel and change your contact information.

Switch userThis is where you can switch between user accounts. This shortcut is
shown only when single sign-on technology is enabled on the server.

Log out.This is where you close your session when you have finished working with
control panel.

The navigation pane on the left provides access to the following sets of functions:

A

A

Search aredJse it when you need to find user accounts and domains hosted on
your server.

Home This is where you start working with the control panel. Most of the operations
you might need to perform are accessible from this area.

ResellersThis is where you perform operations on reseller accounts. Resellers can
use hosting services and resell the services to end users. Resellers cannot create
reseller accounts for other users. You can accomplish the following tasks from this
area of the control panel:

A Create, modify, remove user accounts for resellers and their customers (referred
to as clients).

A Create, modify, remove reseller account templates
A View traffic usage reports

Clients.This is where you perform operations on user accounts. Clients are end
users of hosting services; they cannot resell hosting services. You can accomplish
the following tasks from this area of the control panel:

A Create, modify, remove user accounts

A Create, modify, remove user account templates (referred to as client account
templates)

A View traffic usage reports

Domains.This is where you perform operations on Web sites. You can accomplish
the following tasks from this area of the control panel:

A Add Web sites (set up DNS zones, configure Web hosting settings and resource
usage limits), modify Web hosting settings, remove Web sites.

A Create, modify, remove Web site hosting templates (referred to as domain
templates).

ApplicationsThis is where you select which applications will be available for
installation on users' sites.

Settings.This is where you configure and manage the server and program
components used by Parallels Plesk Panel.

ModulesThis is where you manage the additional modules that extend Parallels
Plesk Panel capabilities, such as Firewall, Game Server, VPN, and others.

MasterThis shortcut gives you access to centralized management of Parallels Plesk
Panel-enabled servers.
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A Global AccountThis shortcut appears in your Parallels Plesk Panel when the single
sign-on capabilities are switched on on the hosting server. Single sign-on
technology allows you to log in to different Parallels products using a single global

login name and password. This shortcut is used for changing the global login
settings.

A Help DeskThis is the help desk system integrated with your control panel. You can
use it to view and solve the problems reported to you by your customers.

A Help.Provides context sensitive help with search function.

To see information about a tool or an item on the page, hover the cursor over an item,

without clicking it, and a small hover box appears with supplementary information
regarding the item being hovered over.

/@| YirugPratection

Configure wirus protection far a mail
account
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If you install Sitebuilder component and configure it as described in Enabling
Integration with Sitebuilder (on page 85), the following shortcuts are also shown in your
control panel's navigation pane under the Sitebuilder Administratigroup:

A

Desktop This provides shortcuts to the task-oriented wizards. Here you can perform
any operations on your account and Web sites through the Sitebuilder system. For
more information, see
http://download1.parallels.com/SiteBuilder/4.5.0/doc/reseller/en_US/html/using_des
ktop _interface.htm.

Users Here you can add and manage user accounts and service plans for your
customers. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/reseller/en _US/html/signing u
p_customers.htm.

Sites Here you can add and manage sites. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/reseller/en_US/html/managing
sites.htm.

Server Here you can view and manage the following system settings:

A Trial Sites Setting$lere you can configure settings for trial sites created by your
prospective customers. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/reseller/en_US/html/setting

up_sitebuilder_wizard for_anonymous Vvisits.htm

A Branding Here you can configure the logo and title setting for your prospective
customers. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/reseller/en _US/html/setting

up_logo and title bar text.htm

A NotificationsHere you can configure settings for notifications sent by Sitebuilder
to your users. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/reseller/en US/html/config
uring_email message sent at trial site publishing attempt.htm.

A ModulesHere you can view the list of available modules. For more information,
see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/reseller/en US/html/viewin
g _and configuring_sitebuilder wizard presets and modules.htm.

A Page SetsHere you can view the list of available page sets. For more
information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/reseller/en _US/html/viewin
g_and_configuring_sitebuilder wizard presets and modules.htm.

A Site Familieddere you can view the list of available templates that combine
design templates and page sets. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/reseller/en_US/html/viewin
g_and _configuring_sitebuilder_wizard presets and modules.htm.

The main working area on the right provides access to the tools available for the
current section of the control panel selected in the navigation pane. Additional
operations are accessible from drop-down menus that open when you click group titles.
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To navigate through Parallels Plesk Panel, you can use a path bar: a chain of links that
appears in the right part of the screen, below the banner area.

Home » Domains » example.com » Mail &ccounts »

To the right of the path bar, there are Favoritesand Visited Pagemenus. The Visited
Pagesmenu keeps the shortcuts to the recently visited control panel screens. These
shortcuts are added automatically. The Favorits menu keeps the shortcuts to the
screens that you manually add to favorites. For information about working with
shortcuts in the Favoritesnenu, see the section Customizing Your Home Page (on
page 37).

To return to a previous screen, use the shortcuts in the path bar, or the Up Levelcon in
the upper-right corner of the screen.

When changing settings for a user account, domain name, or e-mail account, you can
quickly select another user account, domain name, or e-mail account whose settings
you also want to change. To do this, click a small arrow icon located to the right of the
user name, domain name, or e-mail address.

Home » Domains b example.com » Mail Accounts »

mail @example.com (x)

3

This will open a list of user accounts, domain names or e-mail addresses that you can
select.

Home » Domains » example.com » Mail Sccounts »

mail @example.com ':E’::' Gao to another mail account:

wiebrmaster@exarmple.com
Tools

To sort a list by a certain parameter in ascending or descending order, click on the
parameter's title in the column heading. The order of sorting will be indicated by a small
triangle displayed next to the parameter's title.
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Changing Your Password and Contact
Information

U To update your contact information:

1 On your Home page, click Personal Data

2 Update your information as required, and click OK

U To clange your password:

1 On your Home page, click Change Password

2 Enter your old and new passwords.

3 Click OK

U If you forgot your password:

11 n your Web browserods address bar, type
Parallels Plesk Panel is located.

2 For example, https://your-server.com:8443.

3 Press ENTER. Parallels Plesk Panel login screen will open.

4 Click the Forgot your passwordthk.

5 You will be prompted to specify your login name and e-mail address

registered in the system. Type your login name into the Loginbox, type
your e-mail address registered in the system into the E-mailbox, and
click OK

6 If your password cannot be sent by e-mail because it was stored by
the system in encrypted form, you will be prompted to set up a new
password using a secret code that will be generated for that purpose
and sent to your e-mail.

7 Once you received the e-mail from the password reminder, click the
link in the message body. A new browser window will open.

8 At this step, specify your login name and a new password.

The Secret Codéeld of the form should be automatically filled by the system, and if
it is not, copy the secret code from the message you received to the clipboard and
paste to the form.

9 Click OKto submit.

The instructions on how to restore your password will be sent to your e-mail
address.



CHAPTER 3

Configuring Your Parallels Plesk Pan

This chapter discusses the configuration steps required to set up and manage your
Parallels Plesk Panel.

In ths chapter:

Upgrading License Key for Your Panel...........cccoovviiiiiiiiiiiiiiieeeeeecie e 24
Securing Your Parallels Plesk Panel ............ccooiiiiiiiiiiiiiiii e 27
Setting Up GIobal ACCOUNL .......ouviiiiiii i e e e eeaees 32
Rebranding Your Parallels Plesk Panel...........cccccccoviiiiiiie, 36

Adjusting SesSioN PreferenCesS. ... 49
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Upgrading License Key for Your Panel

Parallels Plesk Panel comes with a trial license key, which is automatically installed to
the control panel. This license key allows you to create one user account, host one
Web site and one mail box. Therefore, to fully use the Parallels Plesk Panel as you
need, you should obtain a license key from Parallels or one of its resellers and install it
to the control panel.

Parallels Plesk Panel license keys have a built-in expiration date. This has been
implemented to help prevent fraud and theft. It requires the Parallels Plesk Panel
software to check with Parallels licensing server during a 10 day grace period (prior to
the expiration date) to verify that the key has not been reported stolen and is being
used in accordance with the End User License Agreement (that is, installed on only
one server). Once this is verified, the expiration date is prolonged.

Parallels Plesk Panel will attempt to connect over TCP/IP to the licensing server
through port 5224. Please make sure that this is not blocked by a firewall. The update
process runs automatically and the Parallels Plesk Panel administrator does not need
to do anything unless there is a problem. Should the Parallels Plesk Panel key expire,
check your firewall and then go to Home> License Managemeand click Retrieve Keydf
the key cannot be updated, contact your reseller or Parallels (if you purchased the
license key directly from Parallels).

You can test the connection to the licensing server anytime by going to Home> License
Managemerand clicking Retrieve Keys

In this section:

Upgrading the Trial LICENSE KY.......oiii i i e e 25
Installing Additional License Keys for Parallels Plesk Panel Add-ons................ 26
Upgrading Your LICENSE KBY .......uuuuiiiii ittt e e e eeaees 26

Rolling Back to Your Previously Used License Key .......ccccoeiieeeiiiiiiiiiiiiiieeeeceennns 27
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Upgrading the Trial License Key

To upgrade the trial license key:

Go to Home> License Managemeiatnd click Order Parallels Plesk Panel
Upgrales

2 The Parallels online store will open in a separate browser window. In
this window, select the items and features you want to include into
your Parallels Plesk Panel license and click Submit In the next steps,
indicate the currency, number of license keys, provide contact details,
billing address, and payment method, and submit the form. The new
key will be sent to the specified e-mail address.

3 Save the new key to the hard drive on your local machine.

4 Open again the License Managemestreen in Parallels Plesk Panel
(Home> License Managemerand click Upload Key

5 Enter the path to the key file that you saved on your local machine or
click Browseto locate it.

6 Select the Replace the currently installed license key with the selecteti@cle
box to confirm that you really want to replace the current license key
with the new one.

If this check box is not selected, the new license key will not be installed and
installation will be aborted.

7 If your new license key allows hosting fewer sites than you already
host on the server, Parallels Plesk Panel will stop working. However,
to prevent Parallels Plesk Panel panel from comparing the amount of
the resources used and those covered by the new key, select the Allow
the resources usage overricleeck box.

This might be helpful if you want to temporarily install a license key that covers less
resources and then upgrade it through the control panel interface.

8 Click OKto install the new key to the control panel.
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Installing Additional License Keys for PasdHigsk
Panel Adabns

To install an additional license key for anadBarallels Plesk Panel component:
Go to Home> License Management.
Click Order Parallels Plesk Panel Autts

The Parallels online store page listing available add-ons will open in a
separate browser window. On this page, select the add-ons you want
to order and click Submit

4 Because Parallels Plesk Panel add-ons are added to the license keys
that already exist, the Parallels Plesk Panel Number Checking System
page will open. Enter the number of your license key to which you add
this feature and click Submit

5 In the next steps, indicate the currency, number of keys, provide
contact details, billing address, and payment method, and submit the
form. You will be notified by e-mail when your order is processed.

6 When you receive the e-mail notification, return to the License
Managemergcreen (Home> License Managemerand click Retrieve Key$o
retrieve the ordered license key. Parallels Plesk Panel License
Manager will retrieve the upgraded license key from the Parallels
licensing server and automatically install it to your control panel.

w N =R

Upgrading Your License Key

If you are planning to expand your customer base and host more sites on the server
than your current license allows, you need to upgrade your license key.

To upgrade the license key:
Go to Home> License Management.
Click Order Parallels Plesk Panel Upgrades

On the Parallels online store page, select the desired upgrade option
and click Submit

4 In the next step, indicate purchase details and submit the form. You
will be notified by e-mail when your order is processed.

5 After you receive the e-mail notification, return to the License
Managemergcreen (Home> License Manageme@rand click Retrieve Keyso
retrieve the ordered license key. Parallels Plesk Panel License
Manager will retrieve the purchased license key from the licensing
server and automatically upload it to your control panel.

w N -
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Rolling Back to Your Previously Used License Key

To roll back to the license key you mesiy used:
Go to Home> License Management.

2 Click Roll Back KeyThe previously installed license key will be
restored.

Securing Your Parallels Plesk Panel

In this section:

Restricting Administrative Access to Parallels Plesk Panel..............ccccoooeeeieees 28
Securing Communication to Server with SSL Encryption...........cccccceeeeiiiieeinnnnn, 29
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Restricting Administrative Access to Parallels Plesk
Panel

To alleviate security concerns, you may want to restrict administrative access to your
control panel from specific IP addresses.

i

To allow administrative access to control panel only from specific IP addresses or
networks:

Go to Home> Control Panel Access

Click Add New Netwodnd specify the required IP addresses. Click OK
To specify subnets, you can use wildcard symbols (*) and subnet masks.

Select the Denied from the networks that are not listetilon, and click Set
When prompted to confirm the operation, click OK

To prohibit administrative access from dpet® addresses or networks:

Go to Home> Control Panel Access

Click Add New Networknd specify an IP address. Click OK

To specify subnets, you can use wildcard symbols (*) and subnet masks.

Select the Allowed, excluding the networks in thedgtion, and click Set
When prompted to confirm the operation, click OK

By default Parallels Plesk Panel allows multiple simultaneous sessions for several
users logged into the control panel using the same login and password combination.
This can be useful when delegating management functions to other users or in case if
you accidentally close your browser without logging out, thus becoming unable to log in
again until your session expires. You may want to switch off this capability, if you do
not need it.

To dsallow concurrent sessions for your administrative control panel:

On your Home page, click the Servergroup title. A drop-down menu
opens. In this menu, select Server Settings

Clear the Allow multiple sessions under administrator's logieck box and
click OK
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Securing Communication to Server with SSL
Encryption

For security reasons, you can access your control panel only through a secure
connection provided by Secure Sockets Layer-enabled hypertext transfer protocol. All
data you exchange with the Parallels Plesk Panel-managed server are encrypted, thus
preventing interception of sensitive information. The SSL certificate used in the data
encryption process is automatically generated and installed on the server during
installation of the control panel. This is the so-called self-signed certificate: it is not
signed by a recognized certification authority (CA), therefore, upon attempt to connect
to your control panel, you and your customers will see warning messages in Web
browsers.

To gain customer confidence, you should purchase an SSL certificate from a reputable
certification authority, and install it to the control panel.

You can either:

A use the facilities for purchasing SSL certificates from Comodo, GeoTrust, Inc. or
GoDaddy provided by your control panel,
OR

A create a certificate signing request (CSR) from the control panel and submit it to the
certification authority of your choice, which will create an SSL certificate for you.

Note: If you are going to use the control panel's facilities for purchasing a certificate
through MyPlesk.com online store, you should not use command line tools for
creating the certificate signing request.

0 To purchase an SSL certificate from Comodo, GeoTrust, Inc. or GoDaddy through
MyPleskCom online store and secure youragranel:

1 On your Home page, click the Securitygroup title. A drop-down menu
opens. In this menu, select SSLCertificatesA list of SSL certificates
that you have in your repository will be displayed.

2 Click Add SSL Certificate
3 Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the host name for which you wish to purchase an SSL certificate. For
example: your-domain.com

A Enter your e-mail address.

4 Make sure that all the provided information is correct and accurate, as
it will be used to generate your private key.

5 Click Buy SSL Certificate
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Your private key and certificate signing request will be generated. Do not delete
them. MyPlesk.com login page will open in a new browser window.

6 Register or log in to an existing MyPlesk.com account and you will be
taken step by step through the certificate purchase procedure.

7 Choose the type of certificate that you wish to purchase.

8 Click Proceed to Bugind order the certificate. In the Approver E-Mail
drop-down box, please select the correct Approver e-mail.

The approver e-mail is an e-mail address that can confirm that certificate for
specific domain hame was requested by an authorized person.

9 Once your certificate request is processed, you will be sent a
confirmation e-mail. After you confirm, the certificate will be sent to
your e-mail.

10 When you receive your SSL certificate, save it on your local machine
or network.

11 Return to the SSL Certificates repository (Home> Securitygroup title
menu > SSL Certificatgs

12 Click Browsein the middle of the page and navigate to the location of
the saved certificate. Select it, and then click Send FileThis will upload
the certificate to the repository.

13 Select the check box corresponding to the certificate you just added,
and click 2/ Secure control panel

To secure your control panel with an SSL certificate from other certificate authorities:

On your Home page, click the Securitygroup title. A drop-down menu
opens. In this menu, select SSLCertificatesA list of SSL certificates
that you have in your repository will be displayed.

2 Click Add SSL Certificate
3 Specify the certificate properties:

A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the host name for which you wish to purchase an SSL certificate. For
example: your-domain.com

A Enter your e-mail address.

4 Make sure that all the provided information is correct and accurate, as

it will be used to generate your private key.

5 Click RequestYour private key and certificate signing request will be

generated and stored in the repository.

6 In the list of certificates, click the name of the certificate you need. A

page showing the certificate properties opens.
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7 Locate the CSR sectiomon the page, and copy the text that starts with
the line ----BEGIN CERTIFICATE REQUESInd ends with the line ----END
CERTIFICATE REQUESTO the clipboard.

8 Visit the Web site of the certification authority from which you want to
purchase an SSL certificate, and follow the links on their site to start a
certificate ordering procedure. When you are prompted to specify CSR
text, paste the data from the clipboard into the online form and click
Continue The certification authority will create an SSL certificate in
accordance with the information you supplied.

9 When you receive your SSL certificate, save it on your local machine
or network.

10 Return to the SSL Certificates repository (Home> Securitygroup title
menu > SSL Certificatgs

11 Click Browsein the middle of the page and navigate to the location of
the saved certificate. Select it, and then click Send FileThis will upload
the certificate to the repository.

12 Select the check box corresponding to the certificate you just added,
and click #/ Secure control panel

c:

In case you need to generate asglied certificate, follow this procedure:

Go to Home> Securitygroup title menu > SSL CertificatesA list of SSL
certificates that you have in your repository will be displayed.

2 Click Add SSL Certificate
3 Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the host name for which you wish to purchase an SSL certificate. For
example: your-domain.com

A Enter your e-mail address.

4 Click the SeltSignedbutton. Your certificate will be generated and
stored in the repository.
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Setting Up Global Account

Global Account is a single sign-on (SSO) technology feature that allows you to log in to
different Parallels products using a single global login and password. If you have
several accounts in Parallels Plesk Panel, you can connect them all to a global account
and switch between these accounts without entering a password every time. You can
also connect all your accounts in other Parallels products to your global account and
switch between them without providing credentials.

To switch on support for single sigmon a Linux/Unix server, do the following:

Find out the IP address of the SSO server that you will be using. It
can be provided by your hosting company, or you can set up the SSO
server on any machine that is accessible over the Internet, including
your Parallels Plesk Panel server. For installation instructions, refer to
the Parallels Plesk Panel Installation Guide.

2 Register your server with the single sign-on server: issue the

command
<parallels_plesk_panel_installation_directory>/admin/
sbin/sso - server  https://idp -

master.example.com:11443

3 Switch on single sign-on: issue the command
<parallels_plesk_panel_installation_directory>/admin/
sbin/sso - e.

To switch on support for single sigmon a Windows server, do the following:

Find out the IP address of the SSO server that you will be using. It
can be provided by your hosting company, or you can set up the SSO
server on any machine that is accessible over the Internet, including
your Parallels Plesk Panel server. For installation instructions, refer to
the Parallels Plesk Panel Installation Guide.

2 Register your server with the single sign-on server: issue the
command <parallels_plesk_panel_installation_directory>\sso.exe -
server https://idp-master.example.com:11443.

3 Switch on single sign-on: issue the command
<parallels_plesk_panel_installation_directory>\sso.exe -e.
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Changing Global ACCOUNt PASSWOIT ............uuuuuuumimiiiiiiiiiiiiiiiiiieieieieeeneneeneeennennes 35
Disconnecting Local Accounts From Global Account..............cccovvvviiieiiiieeeeennnn, 35

Creating A Global Account

After you create a global account and connect local accounts to it, you will be able to
choose from any account connected to your global account when logging in under your
global account.

U To create a global account:
Log in to Parallels Plesk Panel, go to Global Accounand click Connect To
Global Account

2 Select Create new global accowarid provide the login and password for
your global account.

3 Click OK

Your global account is active now, so you can proceed with connecting other accounts

to it. Refer to the section Connecting Local Accounts to Your Global Account (on page
34) for more information.
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Connecting Local Accounts To Your Global Account

To connect a local Parallels Plesk Panel account tglgbaf account:

Log in to Parallels Plesk Panel under the local account you want to
connect.

2 Go to Global Accounand click Connect To Global Account

3 Make sure that Use existing global accowtion is selected and provide
the login and password for the global account you want to connect to.

4 Click OK

Repeat steps 1-4 for other local accounts as necessary.

To connect an account in another product with SSO support to your global account:

Log in to software product with SSO support under the account you
want to connect.

2 Follow the instructions on connecting to a global account in respective
software product documentation. Make sure that you provide the
credentials for the existing global account when you are asked to.

Repeat steps 1-2 for other accounts or products as necessary.

Note. Different software products may use different names for the Global Account
feature, such as Federated Identity or Global Login. Refer to respective software
product documentation for more information.

After you have connected all required accounts to your global account, you can log in
under your global account all the time in any product where you have a local account
connected to your global account. You will be shown the list of local accounts
connected to your global account every time you log in under it, so you can choose
which account you would like to use now. You can switch to another account any time
you want. Refer to the section Switching Between Accounts for more information.
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Switching Between Accounts

To switch to @other account:
Click Switch Usemn the upper right corner.
2 Select the account you want to switch to:

A Choose the required local account from the list of accounts connected to your
global account

or

A Select Specify credentials for another accaamd provide login and password for a
local account not connected to your global account or to another global account.
You can also specify the language for your control panel from the Interface
languagemenu. If you had previously specified the interface language for that
account and saved it in its interface preferences, leave the Defaultvalue
selected.

3 Click OK

Changing Global Account Password

To change password of your global account:

Log in to Parallels Plesk Panel under your global account or any local
account connected to it.

2 Go to Global Accounand click Change Password
3 Enter your old and new passwords, and click OK

Disconnecting Local Accounts From Global Account

To disconnect a local account from your global account:

Log in to Parallels Plesk Panel under the local account you want to
disconnect.

2 Go to Global Accounand click Disconnect From Global Accaunt
3 Confirm the disconnection and click OK

Repeat steps 1-3 for other local accounts as necessary.
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Rebranding Your Parallels Plesk Panel
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Customizing Your Home Page

N

c:

To add or remove items from the Home page:
Go to Home> Interfacegroup title menu > Customize Home page

Specify what server information and statistics should be shown on the
Home page by selecting the corresponding items check boxes.

Specify what actions should be shown on the Home page. The Selected
actionslists show the tasks for which shortcuts are already placed on
the Home page. The Avaihble actiondists show the tasks for which you
do not yet have shortcuts on your Home page.

A To add a shortcut to the Home page, select the required tasks in the Available
actionslist and click Add >>

A To remove a shortcut from the Home page, select the task that you do not need
in the Selected actionkst and click << Remove

Specify what actions should be shown in the drop-down menus on the
Home page by selecting the corresponding check boxes.

Click OK

To add shortcuts to Parallels Plesk Panel scteghgFavoritemenu on the Home
page:

Navigate to the control panel screen you need.

In the Favoritesmenu, select Add to Favorites

To edit shortcut descriptions in thavoritemenu on the Home page:
On your Home page, open the Favoritesmenu.

Place the mouse pointer over the shortcut you need and click Edit
favorite's name

Type the shortcut title and description and click Save

To remove shortcuts from thavoritemenu:
On the Home page, open the Favoritesmenu.

Place the mouse pointer over the shortcut you want to remove and
click Remove from favorites
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Changing Interface Language and Skin (Linux Hosting)

To change the interface language for your customers, follow these steps:
Go to Home> Interfacegroup title menu > Languages

2 Select the interface language that will be set as default for new
control panel users and click Make Default

To change the interface skin for your customers, follow these steps:
Go to Home> Interfacegroup title menu > Skins

2 Select the interface skin (theme) that will be set as default for new
control panel users and click Make Default

To change the interface language and skin for your control panel, follow these steps:
Go to Home> Accountgroup title menu > Interface Preferences
2 Specify the following:
a Administradr's interface languag8elect the language for your control panel.
b Administrator's interface ski@elect the skin (theme) for your control panel.
3 Click OK

Note that on that control panel screen, there are also the following settings, which
you might want to review (we recommend leaving their default values for most
users):

a Button label lengtff.o prevent lengthy button captions in languages other than
English from overlapping in the control panel, you may want to specify a limit
here. Any button caption longer than the defined limit will be shortened and
ended with ellipsis (...).

b Prevent users from working with the control panel until interface screens are completely
loaded Leave this selected to avoid errors that might occur when users try to
interact with control panel before is it ready.

c Default interface customization templ@tece you customize the control panel and
save the settings in a template as described in Using Interface Customization
Templates, you will be able to select your template here.

d Home page presédnce you customize the Home page and save the settings in a
template, you will be able to select your template here.

e Administrator's interface customization temp@tee you customize the control
panel and save the settings in a template as described in Using Interface
Customization Templates, you will be able to select your template here.
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Allow multiple sessions under administrator's I@®@yrdefault Parallels Plesk Panel
allows multiple simultaneous sessions for several users logged into the control
panel using the same login and password combination. This can be useful when
delegating management functions to other users or in case if you accidentally
close your browser without logging out, thus becoming unable to log in again
until your session expires. You may want to switch off this capability, if you do
not need it.

Full host name.

Apache restart intervi@vailable only for Linux hosting). Any changes to hosting
account settings made through control panel take effect only when Web server
is restarted. By default, Web server is set to restart not more than once in every
15 minutes. This value is optimal for most cases, and we recommend leaving
this default setting. Note that when there are no changes in hosting account
settings, the Web server is not forced to restart.

Web and traffic statistics retention per@ygdefault, statistics are kept for three
months. You may want to specify another period here.

Items that statistical utilities should count when calculatinghsle and bandwidth
usage

Do not let users create DNS subzones in other users' DNS sup@itzisragsion
forbids users to create new subdomains and domain aliases in the DNS zones
belonging to other users. We recommend that you select this check box,
otherwise, users will be able to create subdomains under domains belonging to
other users, and set up Web sites and e-mail accounts which could be used for
spamming or even phishing or identity theft.
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Changing Interface Language and Skin (Windows
Hosting)

To change the interface language for your customers, follow these steps:
Go to Home> Interfacegroup title menu > Languages

2 Select the interface language that will be set as default for new
control panel users and click Make Default

To change the infiace skin for your customers, follow these steps:
Go to Home> Interfacegroup title menu > Skins

2 Select the interface skin (theme) that will be set as default for new
control panel users and click Make Default

To change the interface language andfekiypour control panel, follow these steps:
Go to Home> Accountgroup title menu > Interface Preferences
2 Specify the following:
a Administrator's interface langua§elect the language for your control panel.
b Administrator's interface ski@elect the skin (theme) for your control panel.
3 Click OK

Note that on that control panel screen, there are also the following settings, which
you might want to review (we recommend leaving their default values for most
users):

a Button label lengtf.o prevent lengthy button captions in languages other than
English from overlapping in the control panel, you may want to specify a limit
here. Any button caption longer than the defined limit will be shortened and
ended with ellipsis (...).

b Home page presédnce you customize the Home page and save the settings in a
template, you will be able to select your template here.

¢ Administrator's interface customization temp@tee you customize the control
panel and save the settings in a template as described in Using Interface
Customization Templates, you will be able to select your template here.

d Allow multiple sessions under administrator's |&yrdefault, Parallels Plesk Panel
allows multiple simultaneous sessions for several users logged into the control
panel using the same login and password combination. This can be useful when
delegating management functions to other users or in case if you accidentally
close your browser without logging out, thus becoming unable to log in again
until your session expires. You may want to switch off this capability, if you do
not need it.
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e Prevent users from working with the control panel until interface screens are completely
loaded Leave this selected to avoid errors that might occur when users try to
interact with control panel before is it ready.
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Setting a Custom Logo

You can replace the default Parallels Plesk Panel logo banner in the top frame with
your own logo. It will be visible to your customers when they log in to their control
panels. You can also make your logo a clickable hyperlink.

You should use a GIF, JPEG or PNG format file for your logo, preferably not larger
than 100 kilobytes to minimize the download time. It is recommended that you use an
image of 50 pixels in height.

w N -
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To set up your logo image:
Go to Home> Parallels Plesk Panel Branding
Specify the path to file or click Browseto locate it. Click Open

To make the logo a clickable hyperlink that refers users to your
corporate Web site, type the desired URL into the Enter new URL for logo
box.

To change the text that is shown in the browser's title bar (only on
Windows hosting), clear the Use defaulcheck box and type your
company name or any other text into the Parallels Plesk Panel title bar text
box.

Click OKto submit.

When you wish to restore the default Parallels Plesk Panel logo, click the Default Logo
button.

Adding and Removing Custom Hyperlink Buttons

i

To add a custom hyperlink button to your control panel and specify whether your
customers will see it in their control panels:

Go to Home> Custom Bttons,and click Create Custom Button
Specify properties of the button:
A Type the text that will show on your button in the Button labebox.

A Choose the location for your button. To place it in the navigation pane, select
the Navigation paneption from the Locationmenu. To place it on each client's
Home page, select the Client's Home pagmtion. To place it on each domain
administrator's Home page, select the Domain administrator's Home pag#gon.

A Specify the priority of the button. Parallels Plesk Panel will arrange your custom
buttons on the control panel in accordance with the priority you define: the lower
the number i the higher is priority. Buttons are placed in the left-to-right order.

A To use an image for a button background, type the path to its location or click
Browseto browse for the desired file. It is recommended that you use a 16x16
pixels GIF or JPEG image for a button to be placed in the navigation pane, and
32x32 pixels GIF or JPEG image for buttons placed in the main frame or
desktop.

A Type the hyperlink of your choice to be attached to the button into the URLbox.
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A Using the check boxes, specify whether to include the information, such as
domain name, FTP login, FTP password and other data to be transferred within
the URL. These data can be used for processing by external Web applications.

A In the Context help tip contenitsput field, type in the help tip that will be displayed
when you hover the mouse pointer over the button.

A Select the Open URL in the control pacleéck box if you wish the destination URL
to be opened in the control panel's right frame, otherwise leave this check box
unchecked to open the URL in a separate browser window.

A If you wish to make this button visible to your customers, your resellers and their
customers with access to control panel, select the Visible to all sulbginscheck
box.

Click OKto complete creation.

To remove a hyperlink button from your Parallels Plesk Panel:
Go to Home> Custom Buttons

Select a check box corresponding to the button that you wish to
remove and click Remove



44 Configuring Your Parallels Plesk Panel

Installing and Removing Parallels Plesk Panel Themes

(Skins)

You can develop and use custom skins for your control panel. Be aware that use of
skins created by third parties can be dangerous, as the skin packages can contain
malicious code. We strongly recommend that you use only the skins received from the
trusted sources.

U To view currently installed skins:

On your Homepage, click Skins

To set a new default skin:
Go to Home> Skins
2 Select the skin you wish to set as default:
Click a skin you wish to set as default and click Set Skiror
A Select the corresponding check box and click Default

To download a skin package to your local computer:
Go to Home> Skins

2 Click the appropriate &l icon, or click a skin title, and then click
Download Skin

3 Select the type of archive you would like to have the skin files packed
into, and click OK

Once the skin is prepared for downloading, a file download dialog window appears.

4 Click Save specify the location and file name for the downloaded skin
package file to be saved, and then click Save

You can now prepare your own skin by modifying the contents of the downloaded
archive file. To learn how to create custom skins for Parallels Plesk Panel, see the
Creating And Installing Custom Parallels Plesk Panel Skins guide, which is accessible
from the control panel (Home> Skins > Custom Parallels Plesk Panel Skins Refgerence

To install a new skin to control panel:
Go to Home> Skins
Click Add New SkinSpecify the skin package file location and click OK

N =
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To update the contents of an already installed skin:
Go to Home> Skins

2 Click a skin title and then click Update SkinSpecify the skin package
file location and click OK

U Toremovene or several skins from the repository:
Go to Home> Skins
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2 Select the corresponding check box and click Remove Then, confirm
removal and click OK

Note: When you remove a skin, which is currently
panel environment, t he user és contr ol panel appearance
the default skin. You cannot remove the default control panel skin.

Installing and Removing Interface Languages

You can download new language packs from Parallels site and install them to the
control panel. The number of languages you can use with your control panel depends
on the license key you purchased. The control panel will alert you when you attempt to
install more languages than allowed.

To view the interface languages installedercdimtrol panel:

Go to Home> LanguagesThe following information is displayed:

A Language status icon shows the current status of the language pack: Q
language pack is accessible to users, 3 not accessible, 'Y the language pack
is not available to users because the limit on the number of language packs
supported by your current license is exceeded.

Note: you can make a language unavailable to control panel users. To do this,
click an icon &'. To make a language available to users, click an icon (<]}

Language codeontains the four-letter language code;
Languageshows the name of the language;

Countrydisplays the countries where this language is native;

> > > >

Useddisplays the number of control panel users at all levels that use this
language in their interface.

U To select a new default language for the control panel:

Go to Home> Languages

Select the check box corresponding to the language you wish to set
as default and click MakeDefault

To install a new language pack thatdmunloaded from Parallels Web site:
Go to Home> Languages

Click the Add Localébutton.

Enter the path to the language pack file or use the Browsebutton to
locate it.

If you use an RPM-based system, use language pack files with the .rpm file name
extension.

w N -

If you use a DEB-based system, use the language pack files with the .deb file name
extension.

If you use a FreeBSD system, use language pack files with the .tgz or .tbz file name
extension.
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If you use a MacOS system, use language pack files with the .sh file name
extension.

4 Click OKto install the language to the system.

U To uninstall a language pack from the control panel:
Go to Home> Languages

2 Select the appropriate check box and click Remove On the next page,
confirm the removal operation.

If the language pack you have just removed is used by some other users, their
interface language will be automatically set to the default language. The default
language of the Parallels Plesk Panel distribution package (en-US) cannot be
removed.

Hiding and Unhiay Sets of Buttons

You can easily hide predefined groups of buttons from the Parallels Plesk Panel
interface. In this case, users do not see the controls they are not allowed to operate or
the features that are not supported (services not installed).

To hde groups of buttons:

On your Homepage, open the Interfacegroup title menu, and select
Interface controls visibility

2 Select the check boxes to hide the following groups of controls:

A Buttons unavailable to users. Originally, unavailable (grayed out) icons in the
control panel interface show services or components that are not installed and,
hence, cannot be managed through the control panel. You can hide these
buttons to prevent users from being disappointed that some services are
unavailable. To hide all unavailable buttons, select the Hide all unavailable buttons
check box.

A Limit management controls. To prevent users from viewing grayed out limit
management controls they are not allowed to operate, select the Hide all
unavailable limitsheck box.

A Permission management controls. To prevent users from viewing grayed out
permission management controls they are not allowed to operate, select the
Hide all unavailable permissiamgck box.

3 Under Button setsselect the check boxes to hide the following sets of
buttons:

A Buttons related to services provided by MyPlesk.com online store. If you are
reselling domain registration services and SSL certificates, select the check
boxes Hide buttons for domain registratibtide buttons for certificate purchasiagd
Hide buttons for extra servicégl buttons related to MyPlesk.com will be removed
from the control panel at all user levels.

A Mail bounce controls. If you wish to prohibit your users from using their own mail
bounce policies for e-mail addressed to nonexistent e-mail recipients within their
domains, select the Hide mail bouncing contratheck box.

4 Click OK
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To make groups of hidden buttons visible in the interface:
On your Homepage, open the Interfacegroup title menu, and select
Interface controls vlsility.

Clear the corresponding check boxes to make the hidden groups of
buttons again visible in the interface, then click OK
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Customizing Home Pages for Your Customers

To customize the Home page of a reseller:
Go to Home> Resellers> Accountgroup title menu > Customize Home page

2 Specify what reseller information and statistics should be shown on
the Home page by selecting the corresponding items check boxes.

3 Specify what actions should be shown on the Home page. The Selected
actionslists show the tasks for which shortcuts are already placed on
the Home page. The Available actionists show the tasks for which you
do not yet have shortcuts on your Home page.

A To add a shortcut to the Home page, select the required tasks in the Available
actionslist and click Add >>

A To remove a shortcut from the Home page, select the task that you do not need
in the Selected actionkst and click << Remove

4 Specify what actions should be shown in the drop-down menus on the
Home page by selecting the corresponding check boxes.

5 Click OK

To customize the Home page of a client:
Go to Home> Clients> Accountgroup title menu > Customize Home page

2 Specify what client information and statistics should be shown on the
Home page by selecting the corresponding items check boxes.

3 Specify what actions should be shown on the Home page. The Selected
actionslists show the tasks for which shortcuts are already placed on
the Home page. The Available actionfists show the tasks for which you
do not yet have shortcuts on your Home page.

A To add a shortcut to the Home page, select the required tasks in the Available
actionslist and click Add >>

A To remove a shortcut from the Home page, select the task that you do not need
in the Selected actionkst and click << Remove

4 Specify what actions should be shown in the drop-down menus on the
Home page by selecting the corresponding check boxes.

5 Click OK

To customize the Home page of a domain owner:
Go to Home> Domains> Domaingroup title menu > Customize Home page

2 Specify what domain information and statistics should be shown on
the Home page by selecting the corresponding items check boxes.
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3 Specify what actions should be shown on the Home page. The Selected
actionslists show the tasks for which shortcuts are already placed on
the Home page. The Available actionists show the tasks for which you
do not yet have shortcuts on your Home page.

A To add a shortcut to the Home page, select the required tasks in the Available
actionslist and click Add >>

A To remove a shortcut from the Home page, select the task that you do not need
in the Selected actionkst and click << Remove

4 Specify what actions should be shown in the drop-down menus on the
Home page by selecting the corresponding check boxes.

5 Click OK

Adjusting Session Prefeiees

You can adjust the allowed idle time for any session in Parallels Plesk Panel as
required.

To adjust session security parameters:
Go to Home> Session Idle Time

2 Specify the required Session idle timen minutes in the appropriate field.
Should a user session remain idle for the time period exceeding the
one specified as the Session idle timethe control panel terminates this
session.

3 Click OK

To allow IP changes during one client session (available only on Windows Hosting):
Go to Home> Sessiondle Time

2 Select the Allow IP changes during one sessitveck box. This option will
allow customers with dynamic IP addresses and unstable Internet
connection to work with Parallels Plesk Panel at the cost of increasing
the security risks.

3 Click OK

U To eset all parameters back to their default values:

Go to Home> Session Idle Timand click Make DefaultThe default session
idle time will be set to 30 minutes.

2 Click OK
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Configuring and Maintaining Youn/ge

After you have installed and configured Parallels Plesk Panel software on your server,
you need to configure your system and set up all services required for its operation. To
configure your Parallels Plesk Panel managed server, follow the instructions provided
in this chapter.

In this chapter:
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HOSHING) .. 54
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Adding and Removing IP Addresses

After installation, Parallels Plesk Panel reads all your IP addresses from the network
configuration files and can then use these IP addresses for hosting DNS domains and
Web sites.

When you obtain a new IP address that you would like to use on the server, you should
add the address through the control panel, as Parallels Plesk Panel might not
recognize manual modifications you make to the network configuration files.

With Parallels Plesk Panel you can mark all your IP addresses as shared or dedicated
before you assign them to your customers. This allows the control panel to distinguish
between them and not to let you assign a dedicated IP address to several customers at
once. A dedicated IP address can be assigned to a single customer, while a shared IP
address can be shared among several user accounts.

Note that SSL protection with authentic digital certificates and Anonymous FTP
services are available only to dedicated hosting accounts on a dedicated IP address.
Shared hosting accounts can also have SSL protection, but visitors to such protected
sites will get error messages in their browsers.

Note: in this version of Parallels Plesk Panel, dedicated IP addresses are referred to
as Exclusive IP addresses.

U To view the IP addresses you have at your disposal:
1 Go to Home> IP Addresses
Your IP addresses are listed and the following supplementary information is given:

A Anicon in the S (Status) column shows @ if your IP address is properly
configured on the network interface. If your IP address was removed from the

network interface, an icon will show @.

A Anicon in the T (Type) column shows 7 if an address was allocated to a single

customer as a dedicated IP address, and “# if an address is shared among
many customers.

A The IP addressSubnet Masknd Interfacecolumns show which IP addresses are
on which network interfaces.

A The Userscolumn shows the number of user accounts who you assigned a
given IP address. To view the users by names, click the respective number in
the Userscolumn.

A The Hostingcolumn shows a number of web sites hosted on an IP address. To
view the domain names of these web sites, click the respective number in the
Hostingcolumn.

2 To update the list of IP addresses and their status, click Reread IP

U To add a new IP address to the server:
1 Go to Home> IP Addresseand click Add IP Address
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Select the network interface for the new IP from the Interfacedrop-
down box. All network cards installed on your server are shown in this
drop-down box.

Enter the IP address and subnet mask in the corresponding box (e.g.,
123.123.123.123/16).

Select the type of the new IP address, shared or exclusive, using the
IP typeradio button.

From the drop-down box, select the SSL certificate for the new IP
address. You can select the following certificates:

A Default certificatethe certificate that comes with the Parallels Plesk Panel
distribution package. However, this certificate is not recognized by web
browsers as it is not signed by a Certificate Authority (a warning message
appears). The default certificate is used to provide access to the control panel
via the https protocol (https://<Parallels Plesk Panel server name or IP
address>:8443/).

A Other certificatesthe certificates (self-signed or signed by a Certificate Authority)
that you added to the repository of SSL certificates (about adding certificates,
see the section Securing Sites with SSL encryption (on page 197)).

If your server is running Windows operating system, select the FTP over
SSLcheck box if you want to enable the ability to use secure FTP
connection (FTP over SSL) for the domain on an exclusive IP

address.

Note. To enable secure FTP connection, the FTP server installed on your Parallels
Plesk Panel server must support FTP over SSL.Currently, only Gene6 and Serv-U
FTP servers support FTP over SSL.

Click OK

To remwee an IP address from the server:

Go to Home> IP Addresses

Select the respective check box and click Removeconfirm removal and
click OK

To assign an IP address to a user:

Go to Home> IP Addresseand click the respective number in the Clients
column, then click Assign

Select the user account you need and click OK

To revoke an IP address from a user:

Go to Home> IP Addresseand click the respective number in the Clients
column.

Select the respective check box and click Remove
Confirm removal and click OK
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To specify what Web site will open when users refer to the Web resource on your
server by an IP address:

Go to Home> IP Addresseand click the respective number in the Hosting
column. All sites hosted on this IP address will be listed.

Select the site you need and click “f Set as Default

To change an IP address allocation type (shared, exclusive) or assign another SSL
certificate to an IP address:

Go to Home> IP Addressesnd click the IP address you need.

Select the IP address allocation type and SSL certificate you need,
and click OK
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Selecting and Configuring Software
Components Used on the Server
(Windows Hosting)

Parallels Plesk Panel supports a variety of third-party software components, from
antivirus solutions to Web mail servers. You can choose the components that should
be used on your server.

U To see the list of available components and to select the software components that
should be used by Parallels Plesk Panel:

1 Go to Home> Server Components

All available components are displayed in the list. The current state of a component
is marked by an icon:

A @ means that Parallels Plesk Panel is using this component, and the
component is working.

A @ means that Parallels Plesk Panel is not using this component (usually
because a license key has expired or missing), but the component is working.

A means that Parallels Plesk Panel is not using this component, because the
component is stopped.

A ) means that Parallels Plesk Panel is not using this component, but the
component is installed in the system and available.

2 Click the component name (for example, Mail Servgrand select the
required component from the list of available components supported
by Parallels Plesk Panel.

3 Click OK Parallels Plesk Panel will start the selected component.

Some components (for example, Merak Mail Server) can be configured by clicking
their name in the Component versiamble. Individual component settings depend on
the component. After finishing the configuration of a component, click OK

To refresh the list of available components, click Refresh

Configuring DNS Services

Your Parallels Plesk Panel works in cooperation with a DNS server, which enables you
to run DNS service on the same machine where you host Web sites.

Setup of DNS zones for newly added domains is automated: When you add a new
domain name to control panel, a zone file is automatically generated for it in
accordance with the server-wide DNS zone template and registered in the name
server's database, and name server is instructed to act as a primary (master) DNS
server for the zone.
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You can:

A Add resource records to and remove from the template.

A Override the automatic zone configuration with custom settings on a per-domain
basis.

A Select another DNS server (for example, switch to Microsoft DNS server from BIND
DNS server).

A Switch off the domain name service on this machine if your provider or another
organization is running DNS service for your sites.

U To view the default records in the sewide DNS template:

Go to Hane > DNS Settingall resource record templates will be displayed. The <ip>
and <domain> templates are automatically replaced in the generated zone with real IP
addresses and domain names.

To add a new resource record to the sevide DNS template:
Go to Home> DNS Settings

Click Add DNS Recaord

Select the resource record type and specify the record properties as
desired.

w N R

Note that you can use <ip> and <domain> templates that will be replaced in the
generated zone with real IP addresses and domain names. You can use a wildcard
symbol (*) to specify any part of the domain name, and you can specify the exact
values you need.

4 Click OK

To remove a resource record from the sevider DNS template:
Go to Home> DNS Settings

2 Select a check box corresponding to the record template you wish to
remove, and click Remove

3 Confirm removal and click OK

Parallels Plesk Panel updates automatically t
e-mail address, and serial number, and writes the default values for the rest of Start of

Authority record parameters to the zone files it maintains. If you are not satisfied with

the default values, you can change them through the control panel.

U To change the Start of Authority (SOA) record settings in thevade/&NS
template

1 Go to Home> DNS Settings
2 Click SOA Records Template
3 Specify the desired values:

A TTL This is the amount of time that other DNS servers should store the record in
a cache. Parallels Plesk Panel sets the default value of one day.
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A RefreshThis is how often the secondary name servers check with the primary
name server to see if any changes have been made to the domain's zone file.
Parallels Plesk Panel sets the default value of three hours.

A Retry This is the time a secondary server waits before retrying a failed zone
transfer. This time is typically less than the refresh interval. Parallels Plesk
Panel sets the default value of one hour.

A Expire This is the time before a secondary server stops responding to queries,
after a lapsed refresh interval where the zone was not refreshed or updated.
Parallels Plesk Panel sets the default value of one week.

A MinimumThis is the time a secondary server should cache a negative response.
Parallels Plesk Panel sets the default value of three hours.

Click OK The new SOA record parameters will be set for the newly
created domains.

Usage of serial number format recommended by IETF and RIPE is mandatory for many
domains registered in some high-level DNS zones, mostly European ones. If your
domain is registered in one of these zones and your registrar refuses your SOA serial
number, using serial number format recommended by IETF and RIPE should resolve
this issue.

Parallels Plesk Panel servers use UNIX timestamp syntax for configuring DNS zones.
UNIX timestamp is the number of seconds since January 1, 1970 (Unix Epoch). The
32-bit timestamp will overflow by July 8, 2038.

RIPE recommends using YYYYMMDDNN format, where YYYY is year (four digits), MM
is month (two digits), DD is day of month (two digits) and NN is version per day (two
digits). The YYYYMMDDNN format won't overflow until the year 4294.

i

To change the Start of Authority (SOA) serial number format to YYYYMMDDNN for the
serverwide DNS template:

Go to Home> DNS Settings
Click SOA Records Template
Select the Use se@al number format recommended by IETF anddREUK box.

Note: See the sample of SOA serial number generated with the selected format. If
the resulting number is less, than the current zone number, the modification may
cause temporary malfunction of DNS for this domain. Zone updates may be
invisible to Internet users for some time.

Click OK

To restore the default Start of Authority (SOA) serial number format (UNIX timestamp)
for the servewide DNS template:

Go to Home> DNS Settings
Click SOA Recordsemplate
Clear the Use serial number format recommended by IETF andRIEEboxX.
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Note: See the sample of SOA serial number generated with the selected format. If
the resulting number is less, than the current zone number, the modification may
cause temporary malfunction of DNS for this domain. Zone updates may be
invisible to Internet users for some time.

4 Click OK

By default, transfer of DNS zones is allowed only for name servers designated by NS
records contained within each zone. If your domain name registrar requires that you
allow transfer for all zones you serve:

1 Go to Home> DNS Settings

2 Click Transfer Restrictions Templafescreen will show all hosts to which
DNS zone transfers for all zones are allowed.

3 Specify the registrar's IP or network address and click Add Network

U If you are using thigdarty DNS servers, and are not running your own DNS server,
you should switch off your control panel's DNS server:

1 Go to Home> DNS Settings
2 Click Switch Off

To restore the original configuratafrserveiwide DNS template:
Go to Home> DNS Settings
2 Click Restore Defaults

You can specify whether your DNS server should provide recursive service for queries.

With recursive service allowed, your DNS server, when queried, performs all the lookup
procedures required to find the destination IP address for the requestor. When
recursive service is not allowed, your DNS server performs minimal number of queries
only to find a server that knows where the requested resource resides and to redirect
the requestor to that server. Therefore, recursive service consumes more server
resources and makes your server susceptible to denial-of-service attacks, especially
when the server is set to serve recursive queries from clients outside your network.

After your install Parallels Plesk Panel, the built-in DNS server defaults to serving
recursive queries only from your own server and from other servers located in your
network. This is the optimal setting. If your upgraded from earlier versions of Parallels
Plesk Panel, your DNS server defaults to serving recursive queries from any host.

U If you want to change the settings for recursive domain name service:
1 Go to Home> DNS Settings > DNS Recursion
2 Select the option you need:



58

Configuringand Maintaining Your Server

3

A To allow recursive queries from all hosts, select Allow for all requests

A To allow recursive queries from your own server and hosts from your network,
select Allow for local requests only

A To allow recursive queries only from your own server, select Deny
Click OK

By default, users can create new subdomains and domain aliases in the DNS zones
belonging to other users. This means that they can set up Web sites and e-mail
accounts which could be used for spamming, fishing or identity theft.

i

To prevent users from setting up domains and domain atidkesDNS zones
belonging to other users:

Go to Settings> Restrict Creation of Subzones

Select the Do not let users create DNS subzones in other users' DNS superzones
check box.

Click OK

If you need to assign a new host name to your server:
Go to Setings > Change Hostname
Type the new host name and click OK
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Configuring Parallels Plesk Panel to Run
Behind a Router with Firewall and
Network Address Translation

If you are running Parallels Plesk Panel behind a standalone router or firewall that
handles network address translation (NAT), you might encounter certain problems with
resolution of domain names served by Parallels Plesk Panel: when you set up a new
DNS domain in the control panel, its zone file includes a resource record that
associates the domain name with the IP address your Parallels Plesk Panel server is
on, i.e. an internal network address like 192.168.1.1. As the 192.168.x.x IP addresses
are reserved by the Internet Assigned Numbers Authority (IANA) for use by private
networks, this domain name will not be accessible to the Internet users. To work
around this, you would have to associate this domain name with the IP address of the
router/ firewall / NAT mac hDamainsidomain haene xIDN@®iai nds z
Settings.

We recommend using the DNS zone template (Home> DNS Settingdo automate
association of the newly added domain names with appropriate IP addresses.

Letbébs consider setting up a Parallels Plesk P
private network protected by a firewall, which is running on 11.22.33.44:

1 Go to Home > DNS Settings

2 Locate all resource records of A type. As you cannot edit any of these
records, you should delete them and then create the new records: be
sure to leave the values in the Namecolumn unchanged for each A
record, but replace the <ip> templates in the Valuecolumn with the IP
address of your firewall host i 11.22.33.44.

3 Configure your routing device so as to ensure the proper address
translation.

In this section:

Setting Up Parallels Plesk Panel's Firewall (Windows HOStING)............cccvvvveeeee. 60
Configuring Port Range for Passive FTP Mode (Windows Hosting) ................... 64
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Setting Up Parallels Plesk Panel's Firewall (Windows
Hostng)

Parallels Plesk Panel comes with a firewall, which you can use to protect your server
from incoming network connections that could be used to compromise the server. The
firewall comes with a set of predefined rules that allow connections to the services
required for the proper functioning of a hosting server, such as Web, mail, and FTP. By
default, the firewall is switched off.

Read this chapter to learn how to:

A Switch on the firewall

A View the currently allowed inbound connections

A Allow and block inbound connections

A Allow and block ICMP communications

A Restore the default configuration of the firewall

A Switch off the firewall
In this section:
Switching the Firewall ON...........oouiiiiiiii e e eeaens 61
Viewing the Currently Allowed Inbound Connections .............ccccceeeeeeeeeeieeeiiinnnnn. 61
Allowing and Blocking Inbound ConNNECtiONS..........ccooeieieeiieeeeeeeeeeeeeeeeeeeeeee e 62
Allowing and Blocking ICMP CommuniCatioNS ..........ccooveeeeeeeeeieeeeeeeeeeeeeeee e 62
Restoring the Default Configuration of the Firewall ............ccccccoooiiiiiiiiiieenl. 63
Closing Down All Connections to the Server Using the Panic Mode .................. 63

Switching the Firewall Off..........oooiiiiiiiiiie 63
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Switching the Firewall On

w N R

To switch on the firewall:
Go to Home> IP Addresses Firewall
Under Tools click Switch On

To switch on the firewall for a specific network interface, if you have a

number of network interfaces, in the list of interfaces, click the
interface name you need.

The list of applied filtering policies (rules) opens. The S (status) column shows the

(] icon if the firewall blocks the packets that match the rule, and the @ icon if the
firewall allows the packets that match the rule to pass through.

Note. Configuring firewall for specific network interfaces is only available under
Microsoft Windows Server 2003.

Viewing the Currently Allowed Inbound Connections

By default, all inbound connections that are not explicitly allowed are blocked.

i

To view the currently applied firewall rules for inbound connections:

1 Go to Home> IP Addresses Firewall
2 Click the network interface you need.

All currently defined rules are listed. The S (status) column shows the & icon if the
firewall blocks the packets that match the rule, and the @ icon if the firewall allows

the packets that match the rule to pass through.

Note. Configuring firewall for specific network interfaces is only available under
Microsoft Windows Server 2003. If you are using Microsoft Windows Server 2008,
go to the Firewall Ruletab.

Do any of the following:
A To view or change the properties of

save any changes you have made to the rule, click OK To return to the previous

screen without saving any changes, click Cancelor click Up Level

A To allow connections to a service, click Add Firewall Rulspecify the rule name
for future reference, specify the port and the protocol for which incoming

connections must be allowed. Leave the Switch on ruleheck box selected, if you

wish to apply the rule immediately. Click OK

A To allow connections to a service that you previously made inaccessible, click
the respective & icon in the S column.

A To temporarily block connections to a service, click the respective @ icon in the

Scolumn.

A To permanently block connections to a service, select the check box

corresponding to the rule that allows connections to the respective service, and
click RemoveRemoving a rule blocks the connections that were specified in that

rule.

a

rul e
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Allowing and Blocking Inbound Connections

By default, all inbound connections that are not explicitly allowed are blocked.

i

To allow inbound connections to a service:
Go to Home> IP Addresses Firewall
Click the network interface you need.

Note. Configuring firewall for specific network interfaces is only available under
Microsoft Windows Server 2003. If you are using Microsoft Windows Server 2008,
go to the Firewall Ruletab.

Click Add Firewall Rulend specify the following properties:
A The rule name for future reference

A The port or port range and the protocol for which inbound connections must be
allowed

Leave the Switch on ruleheck box selected, if you wish to apply the
rule immediately.

Click OK

To block the previously allowed inbound connections to a service:
Go to Home> IP Addresses Firewall

Click the network interface you need.

Note. Configuring firewall for specific network interfaces is only available under
Microsoft Windows Server 2003. If you are using Microsoft Windows Server 2008,
go to the Firewall Ruletab.

Select the check box corresponding to the rule that allows
connections to the respective service, and click Remove

Removing a rule blocks the connections that were specified in that rule.

Allowing and Blocking ICMP Communications

ICMP communications are used for network troubleshooting purposes. By default, all
ICMP communications are allowed. For the detailed description of ICMP messages,
please refer to:

http://msdn.microsoft.com/library/default.asp?url=/library/en-

us/xpehelp/html/xeconconfiguringicmpsettingsinwindowsfirewall.asp

i

If you need to block or to allow ICMP communications, follow these steps:

1 Go to Home> IP Addresses Firewall> ICMP Protocol

The predefined rules for ICMP communications are listed. The S (status) column

shows the @ icon if the firewall blocks the packets that match the rule, and the L
icon if the firewall allows the packets that match the rule to pass through.

2 Do any of the following:


http://msdn.microsoft.com/library/default.asp?url=/library/en-us/xpehelp/html/xeconconfiguringicmpsettingsinwindowsfirewall.asp
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/xpehelp/html/xeconconfiguringicmpsettingsinwindowsfirewall.asp

Configuring and Maintaining Your Server 63

A To allow ICMP requests of a specific type, click the respective & iconinthe S
column.

A To block ICMP requests of a specific type, click the respective @ iconinthe S
column.

A To block all ICMP requests, click Panic Mode
A To restore the default settings for ICMP requests, click Default

Restoring the Dafilt Configuration of the Firewall

U To restore the initial configuration:
Go to Home> IP Addresses Firewall
2 Click the network interface you need.

Note. Configuring firewall for specific network interfaces is only available under
Microsoft Windows Server 2003. If you are using Microsoft Windows Server 2008,
go to the Firewall Ruletab.

3 Under Tools click Restore Defaults

Closing Down All Connections to the Server Using the Panic
Mode

If your server is compromised and Web sites defaced, you may want to make the
server unavailable over the Internet and keep it down until all vulnerabilities are
patched and customers' web sites are restored from backups.

U To close all connections to the server:
1 Go to Home> IP Addresses Firewall
2 Click Panic Mode

Note. Configuring firewall for specific network interfaces is only available under
Microsoft Windows Server 2003. If you are using Microsoft Windows Server 2008, go
to the Firewall Ruletab.

Switching the Firewall Off

U To switch off the firewall:
1 Go to Home> IP Addresses Firewall.
2 Under Tools click Switch Off
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Configuring Port Range for Passive FTP Mode
(Windows Hosting)

U To set a specific port or port range that can be used for passive FTP mode
connections on all domains hosted on your server:

1 On your Home page, open the Servergroup title menu, and select FTP
Settings

2 Specify the required port or port range in the Port or port range for passive
FTP mode connectiofi€ld and click OK
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Configuring Mail Services

Your control panel works in cooperation with a mail server, which provides mail
services for your domains. After installation the mail server is configured automatically
and is ready to serve, however, we recommend that you review the default settings to
make sure that they satisfy your needs:

1

Go to Home> Mail Server Setting$he server-wide mail preferences
screen will open on the Preferencesab.

If you wish to limit the size of an e-mail message that can be sent
through your server, type the desired value in kilobytes into the
Maximum messagezsibox, otherwise, leave this field blank.

If you wish to protect your users from dictionary attacks by not
allowing them to use simple passwords, select the Check the passwords
for mailboxes in the dictionapyption.

A dictionary attack is when someone tries to find out a valid user name and
password by running a program that tries different combinations of dictionary words
in different languages. Dictionary attacks can be successful because many users
choose their passwords carelessly.

Note for Windows ho sting users: To make this function work properly on

Windows platforms, make sure that the Password must meet complexity requirements
option is switched on in your server's Local Security Policy settings (the option is
located in Start> Administrative Tosb> Local Security Policy Account Policies
Password poligy

To protect your server against unauthorized mail relaying or injection
of unsolicited bulk mail, select the Enable message submissioneck box
to allow your customers to send e-mail messages through the port
587.

Also notify your customers that they need to specify in their e-mail programs'
settings the port 587 for outgoing SMTP connections, and be sure to allow
connections to this port in your firewall settings.

Select the mail relay mode.

With closed relay the mail server will accept only e-mail addressed to the users who
have mailboxes on this server. Your customers will not be able to send any mail
through your outgoing SMTP server, therefore, we do not recommend closing mail
relay.

With relay after authorization, only your customers will be able to receive and send
e-mail through your mail server. We recommend that you leave the authorization is
requiredoption selected, and specify allowed authentication methods:

A POP3 lock tim&Vith POP3 authorization, once a user has successfully
authenticated to the POP server, they are permitted to receive and send e-mail
through the mail server for the specified period of time.

A SMTPWith SMTP authorization, your mail server requires authorization if the e-
mail message must be sent to an external address.
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Note for Windows hosting users:  If you do not wish to use relay restrictions
for networks that you trust, specify the network IP and mask in the Use no
relay restrictions for the following netwofiedd (e.g., 123.123.123.123/16) and
click the & icon. To remove a network from the list, click the & icon
corresponding to the network you wish to remove.

The relay hosts on the networks in the list are considered not to be potentially
operated by spammers, open relays, or open proxies. A trusted host could
conceivably relay spam, but will not originate it, and will not forge header
data. DNS blacklist checks will never query for hosts on these networks.

There is also an option to allow open relay without authorization, which, by default,
is hidden from the user interface. Opening mail relay without authorization is not
recommended because it allows spammers to send unsolicited mail through your
server. If you want to set the open relay, log in to the server's file system, locate the

file root.controls.lock in your Parallels Plesk Panel installation directory
(PRODUCT_ROOT_Dl/var/root.controls Jock on Unix and
PRODUCT_DATA_D/var/root.controls.lock on Windows platforms) and
remove the line /server/mail.php3:relay_open from this file. The open relay

option will show in your control panel.

Select the webmail program that should be available to the users.
Select the antivirus program that should be used on the server.
Select the spam protection option that should be used on the server.
Select the mail account name format.

Selecting the Use of short and full names is allowption will allow users to log in to
their mail accounts by specifying only the left part of e-mail address before the @
sign (for example, username), or by specifying the full e-mail address (for example,
username@your-domain.com).

To avoid possible authorization problems for e-mail users who reside in different
domains but have identical user names and passwords, we recommend that you
choose the Only use of full mail account names is allavpsion.

Once you have set your mail server to support only full mail account names, you
will not be able to switch back to supporting short account names until you make
sure there are no encrypted passwords for mailboxes and user accounts with
coinciding user names and passwords residing in different domains.

10 Click OKto submit any changes.

Note: If you wish to set up spam protection systems, such as SpamAssassin spam
filter, or protection systems based on DomainKeys, DNS blackhole lists or Sender
Policy Framework (SPF), proceed to the section Setting Up Spam Protection (on
page 67).

In this section:

Setting Up Spam ProteCtion ..........uueii i e e 67
Setting Up Virus Protection (LINUX HOStING) «.....ooieeieiiiiiiiiiie e 75
Setting Up Virus Protection (Windows HOSEING) .......ccovvvviiiiiiiiiiiiiiiiiiiiiiiiieeceeee 77
Configuring Mailman Mailing List Software (Linux HOStING)..........ccevviiiiieeennnenes 77

Preventing Your Customers From Sending Mass E-mail (Linux Hosting)........... 77
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Setting Up Spam Protection

To protect your users from spam, you can use the following tools with your control
panel:

A SpamAssassin spam filtdtris a powerful spam filter that uses a wide variety of local
and network tests to identify spam signatures.

You can configure the spam filter so as to either delete suspicious messages when
they come to your mail server, or change the subject line and add "X-Spam-Flag:
YES" and "X-Spam-Status: Yes" headers to the messages. The latter can be useful
for users who prefer to filter mail with mail filtering programs installed on their own
computers.

To learn more about SpamAssassin, visit http://spamassassin.apache.org.

To configure and switch on the SpamAssassin filter, proceed to the section Setting
Up SpamAssassin Spam Filter (on page 69).

A DomainKeysDomainKeys is a spam protection system based on sender
authentication. When an e-mail claims to originate from a certain domain,
DomainKeys provides a mechanism by which the recipient system can credibly
determine that the e-mail did in fact originate from a person or system authorized to
send e-mail for that domain. If the sender verification fails, the recipient system
discards such e-mail messages. To configure the DomainKeys system on your
server, refer to the section Switching on Spam Protection Based on DomainKeys
(on page 71).

A DNS blackhole list¥his spam prevention system is based on DNS queries made by
your mail server to a database, which contains known and documented sources of
spam, as well as an extensive listing of dynamic IP addresses. Any positive
response from this database should result in your mail server returning a '550' error,
or rejection of the requested connection.

To configure your mail server for working with DNSBL databases, proceed to the
section Switching On Spam Protection Based on DNS Blackhole Lists (on page 73).

A Sender Policy Framework (SAM)s spam prevention system is also DNS query-
based. It is designed to reduce the amount of spam sent from forged e-mail
addresses. With SPF, an Internet domain owner can specify the addresses of
machines that are authorized to send e-mail for users of his or her domain.
Receivers that implement SPF then treat as suspect any e-mail that claims to come
from that domain but fails to come from locations that domain authorizes.

To learn more about SPF, visit http://www.openspf.org/howworks.html.

To enabile filtering based on SPF, proceed to the section Setting Up Support for
Sender Policy Framework System (on page 73).

A Serveswide black and white lisBlack and white lists are standard mail server
facilities. You can use the black list to specify the domains from which mail must not
be accepted, and white list to specify the IP addresses of machines or networks
from which mail must always be accepted.

To set up server-wide black and white lists, proceed to the section Setting Up
Server-wide Black and White Lists (on page 74).


http://spamassassin.apache.org/
http://www.openspf.org/howworks.html
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In this section:
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Setting Up SpamAssassin Spam Filter

To switch on SpamAssassin spam filter:

On your Home page, open the Severgroup title menu, and select Spam
Filter Settings

2 To allow server wide filtering based on the settings you define, select
the Use servewide settingsheck box.

3 To let your users set their own spam filtering preferences on a per-
mailbox basis, select the Allow personal settingsheck box.

4 If you wish to adjust the amount of system resources the spam filter
should use (available only for Linux hosting), type the desired value
from 1 to 5 into the Maximum number of worker spamd processes to-B)n (1
box (1 is the lowest load, and 5 is the highest). We recommend that
you use the default value.

5 If you wish to adjust the spam filter's sensitivity, type the desired
value in the The number of points a message must score to be considered spam
box.

SpamAssassin performs a number of different tests on contents and subject line of

each message. As a result, each message scores a number of points. The higher

the number, the more likely a message is spam. For example, a message

containing the AGRA AT ri@oW mMMBIUYE!IVI! 06 i n Subj
message body scores 8.3 points. By default, the filter sensitivity is set so that all

messages that score 7 or more points are classified as spam.

A When your users receive lots of spam messages with the current setting, to
make filter more sensitive, try setting a lesser value in the The score that a
message must receive to qualify as spar) for example, 6.

A When your users are missing e-mails because your spam filter thinks they are
junk, try reducing filter sensitivity by setting a higher value in the The score that a
message must receive to qualify as spar

6 To reduce the load on your Windows server, you can select the Do not
filter if mail size exceeds specified siheck box and specify the maximum
size of the message that the spam filter will test. Recommended mail
size limit is 150 - 250 Kbytes, which is usual for mail messages in
HTML format with images. The size of the mail is considered critical
for filter and server overload when it exceeds 500 Kbytes, which is
usual for mail messages containing attachments.

7 To make sure that the spam filter on your Windows server is not
leaving some e-mail messages unchecked (this can happen if the
amount of incoming mail is very large), limit the number of e-mail
messages that can be checked simultaneously in the Number of threads
that spam filter can credield.

8 Specify how to mark messages recognized as spam.
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At the server level, you cannot set the server-wide spam filter to automatically

delete spam: you can do it only on a per-mailbox basis. So, for the server-wide

policy, you can choose onl y-SpanaFlka g:g YWES® agred
i XSpam-St at us: YesoO headers are added to the me
you want, the spam filter will additionally include a specific text string to the

beginning of Subject line. To include a desired combination of symbols or words to

the message subject, type it into the Add the following text to the beginning of subject of

each message recognized as sfix If you do not want the spam filter to modify

message subject, leave this box blank. If you want to include into the subject line

the number of points that messages score, type _SCORE_ in this box.

9 If you use Parallels Plesk Panel for Windows, define the language
characteristics of mail that should always pass the filter by specifying
trusted languages and locales.

A Select the required items from the boxes under Trusted languagesnd Trusted
localesand click Add >>

A Letters written in the specified languages and with the defined character sets
will not be marked as spam.

10 If you do not want your users to receive e-mail from specific domains
or individual senders, click the Black Listtab, and then add the
respective entries to the spam filter6s

A To add entries to the black list, click Add Addressedf you have a list of entries
stored in a file, click Browseto specify it, and then click OK Otherwise, select the
From Lisboption, and type the e-mail addresses into the E-mail addressebox.
Place each address in one row, or separate addresses with a coma, a colon, or
a white space. You can use an asterisk (*) as a substitute for a number of
letters, and question mark (?) as a substitute for a single letter. For example:
address@spammers.net, user? @spammers.net, *@spammers.net. Specifying
*@spammers.net will block the entire mail domain spammers.net. To save the
entries you added, click OK then confirm adding, and click OKagain.

A To remove entries from the black list, under the Black Listab, select the entries
and click RemoveConfirm removal and click OK

11 If you want to be sure that you and your users will not miss e-mail
from specific senders, click the White Listab, and then add e-mail
addresses or entire domains to the spar

A To add entries to the white list, click Add Addressedf you have a list of entries
stored in a file, click Browseto specify it, and then click OK Otherwise, select the
From Lisboption, and type the e-mail addresses into the E-mail addressebox.
Place each address in one row, or separate addresses with a coma, a colon, or
a white space. You can use an asterisk (*) as a substitute for a number of
letters, and question mark (?) as a substitute for a single letter. For example:
address@mycompany.com, user?@mycompany.com, *@mycompany.com.
Specifying *@mycompany.com will add to the white list all e-mail addresses that
are under the mycompany.com mail domain. To save the entries you added,
click OK then confirm adding, and click OKagain.

A To remove entries from the white list, under the White Listab, select the entries
and click RemoveConfirm removal and click OK

12 Once finished with setting up the spam filter, click Switch Onand then
click OK
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Now all the incoming mail will be filtered on the server side. By default, spam filter
does not delete spam mail, it only adds the "X-Spam-Flag: YES" and "X-Spam-
Status: Yes" headers to the message, and "****SPAM*****" text string to the
beginning of Subject line of each message recognized as spam.

If you have enabled the Allow personal settingsption, then your users will be able to
set their spam filters so as to automatically delete junk mail. They will also be able
to set up their personal black and white lists of correspondents that will override the
server settings, and teach the spam filter on a per-mailbox basis.

If you wish to adjust spam filtering settings for a specific mailbox, proceed to the
section Protecting Mailboxes From Spam (on page 244).

Setting Up Spam Protection Based on DomainKeys

3

To switch on spam protection based on DomainKeys:

In Parallels Plesk Panel for Linux, go to Home> Mail Server Setting
Parallels Plesk Panel for Windows, go to Home> Mal Server Settings
Spam Filteringab.

Under the DomainKeyspam protectioigroup, select the following options:

A Allow signing outgoing maflelecting this option allows you and your customers to
switch on support for DomainKeys e-mail signing on a per-domain basis through
the domain administration screens of the control panel (Domains dlomain namg
Mail > Preferences > Use DomainKeys spam protection system to sign ouigibing e
message®ption). It does not automatically switch on signing of outgoing e-mail
messages.

A Verify incoming maiBelecting this option will configure the DomainKeys system
to check all e-mail messages coming to e-mail users under all domains hosted
on the server.

Click OK

Now your mail server will check all incoming e-mail messages to ensure that they come
from the claimed senders. All messages, sent from the domains that use DomainKeys
to sign e-mail, which fail verification will be discarded. All messages, sent from the
domains that do not participate in the DomainKeys program and do not sign e-mail, will
be accepted without verifying.

i

To switch on signing outgoingrail messages for a single domain:
Go to Domains ®lomain name Mail > Preferences.

Select the Use DomainKeys spam protection system to sign outgoiad e
messagesheck box.

Click OK

To switch on signing outgoingr&il messages for a number of domains at once:
Click Domains

Select the check boxes to the left of the domain names you need. To
select all domains in the list, select the upper left check box in the
column heading.

Click Group Operations
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4 Under Preferencesselect the Switch onoption next to the Use DomainKeys
spam protection system to sign outgoirgal messageteld.

5 Click OK
Now, the following will happen for the selected domains:

A Private keys are generated and placed in the server's database.

A Public keys are generated and placed in the TXT resource records created in the
domains' DNS zones.

A The sender's policy advertised in the DNS TXT resource records is set to "all e-mail
messages sent from this domain must be cryptographically signed; if someone
receives an e-mail message claiming to originate from this domain, which is not
signed, then this e-mail must be discarded.”

A Outgoing e-mail messages are digitally signed: the "DomainKeys-Signature"
header containing a signature based on a private key is added to the message
headers.
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Switching On Spam Protection Based on DNS Blackhole Lists

You can use free and paid subscription blackhole lists with your server. Visit
http://spamlinks.net/filter-dnsbl-lists.htm and choose a DNSBL server you want to use.

To switch on spam protection based on DNSBL.:
Go to Home> Mail Server Settings
Select the Switch on spam protection based on DE&khble listscheck box.

In the DNS zones for DNSBL seniigeut box, specify the host name that
your mail server should query, for example: sbl.spamhaus.org.

4 Click OK
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Now, e-mail messages from known spammers should be rejected with an error code
550 (connection refused).

Setting Up Support for Sender Policy Framework System

U To set up support for Sender Policy Framework on your server:

1 Go to Home> Mail Server Setting3 he server-wide mail preferences
screen will open on the Preferencesab.

2 Select the Switch on SPF spam protectiomeck box and specify how to
deal with e-mail:

A To accept all incoming messages regardless of SPF check results, select the
Create only Received SfFaders, never blodption from the SPF checking mode
drop-down box. This option is recommended.

A To accept all incoming messages regardless of SPF check results, even if SPF
check failed due to DNS lookup problems, select the In case of DNS lookup
problems, generate temporary erason from the SPF checking modkop-down
box.

A To reject messages from senders who are not authorized to use the domain in
guestion, select the option Reject mail if SPF resolves toffaim the SPF checking
modedrop-down box.

A To reject the messages that are most likely from senders who are not authorized
to use the domain in question, select the option Reject mail if SPF resolves to softfail
from the SPF checking modiop-down box.

A To reject the messages from senders who cannot be identified by SPF system
as authorized or not authorized because the domain has no SPF records
published, select the option Reject mail if SPF resolves to nelitoah the SPF
checking moddrop-down box.

A To reject the messages that do not pass SPF check for any reason (for
example, when sender's domain does not implement SPF and SPF checking
returns the "unknown" status), select the option Reject mail if SPF does not resolve
to passfrom the SPF checking modkop-down box.

3 To specify additional rules that are applied by the spam filter before
the SPF check is actually done by the mail server, type the rules you
need in the SPF local rulebox.


http://spamlinks.net/filter-dnsbl-lists.htm
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6

We recommend that you add a rule for checking messages against the open
database of trusted senders, for example, 'include:spf.trusted-forwarder.org'. For
more information on SPF rules, visit http://www.ietf.org/internet-drafts/draft-schilitt-
spf-classic-02.txt.

To specify the rules that are applied to domains that do not publish
SPF records, type the rules into the SPF guess rulelsox.

Specifying a/24 mx/24 pgives good results for spam filters scoring Received-SPF
lines.

To specify an arbitrary error notice that is returned to the SMTP
sender when a message is rejected, type it into the SPF explanen text
box.

If no value is specified, the default text will be used as a notification.
To complete the setup, click OK

Setting Up Servavide Black and White Lists
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To block mail from specific domains:
Go to Home> Mail Server Settings
Click the Blad Listtab.

Click Add Domain

Specify the name of the domain from which you do not want to
receive e-mail. For example, 'evilspammers.net'.

Click OK
Repeat steps from 3 to 5 to add as many domains as required.

To allow mail reception from specific domaingetworks:
Go to Home> Mail Server Settings

Click the White Listab.

Click Add Network

Specify an IP address or range of IP addresses from which mail must
always be accepted.

Click OK
Repeat steps from 3 to 5 to add as many addresses as required.


http://www.ietf.org/internet-drafts/draft-schlitt-spf-classic-02.txt
http://www.ietf.org/internet-drafts/draft-schlitt-spf-classic-02.txt

Configuring and Maintaining Your Server 75

Setting Up Virus Protection (Linux Hosting)

To provide your e-mail users with anti-virus protection, you can use either the Dr. Web
or Kaspersky Antivirus solutions. Both Dr. Web and Kaspersky Antivirus can scan
server's mail traffic in real time, however, only Kaspersky Antivirus allows fine tuning
and filtering of specific file types from attachments.

The both programs require an additional license key with annual renewal. Check the
current prices with your provider or visit Parallels site.

To install DWeb or Kaspersky Antivirus:
Go to Home > Updates.
Click your Parallels Plesk Panel version.

In the list of components, select either Dr.Web antivirus or Kaspersky
antivirus.

4 Click Install.

After the installation is completed, obtain and install a license key for the selected
antivirus program, as described in the following steps.

5 Go to Home > License Management.

6 Click Order New Key. The Parallels online store page listing available
add-ons opens in a new browser window.

7 On this page, select the check box next to the Dr. Web antivirus or
Kaspersky Antivirus item and click ADD TO MY BASKET.

8 Because Parallels Plesk Panel add-ons are added to the license keys
that already exist, the Parallels Plesk Panel Number Checking System
page will open. Enter the number of your license key to which you add
this feature and click Submit.

9 In the next steps, indicate the currency, number of keys, provide
contact details, billing address, and payment method, and submit the
form. You will be notified by e-mail when your order is processed.

10 When you receive the e-mail notice, return to the License
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Management screen (Home > License Management) and click '?"'
Retrieve Keys to retrieve the ordered license key. Parallels Plesk
Panel License Manager will retrieve the upgraded license key from the
Parallels licensing server and install it to your control panel.

11 Go to Settings > Virus Protection Settings.

12 Under Antivirus preferences, select the antivirus you need and click
OK.

If you installed Dr.Web, you can switch on antivirus protection only on a per-mailbox
basis, and only after you have set up mailboxes. By default, virus definitions are
retrieved every 5 hours from Dr.Web site, and this setting is not changeable through
the control panel.
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To set up anti-virus protection for a mailbox, proceed to the section Protecting
Mailboxes From Viruses (on page 249).

If you installed Kaspersky Antivirus, for instruction on setting up and using antivirus,
see the Kaspersky Antivirus Module Administrator's Guide at
http://www.parallels.com/en/products/plesk/docs/.



http://www.parallels.com/en/products/plesk/docs/
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Setting Up Virus Protection (Windows Hosting)

To protect your users from viruses and other malicious software that spreads itself
through e-mail, you may want to switch on antivirus service that comes with your
control panel.

To set up and switch on antivirus for all users' mailboxes:
Go to Settings> Virus Protection Settings

Select the desired scanning mode.

To allow users to adjust scanning settings for incoming and outgoing
mail, select the respective check boxes.

4 Click OK.
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The antivirus is now switched on. It will scan mail and delete all infected messages.

Configuring Mailman Mailing Ssfftware (Linux
Hosting)

To provide your customers with capabilities to run their own mailing lists or newsletters,
you should install the GNU Mailman package on your server (you could have done so
during installation of Parallels Plesk Panel), and set up the mailing list administrator's
account, otherwise it will not work.

To set up the mailing list administrator's account from your control panel:

Go to Settings> Set Up Mailing Lists Server

2 Specify the user name and password that you will use for
administration of mailing lists and their settings.

3 Click OK
Once you have set up the Mailman administrator's account, you can configure the

mailing list software or change your administrative login and password by visiting the
URL: http://lists.yourservername.tld/mailman/admin/mailman

Note: After you have set up Mailman administrator's account, the Set Up Mailing Lists
Servericon will be no longer be accessible from the control panel.

Preveting Your Customers From Sending MassiE
(Linux Hosting)

U To prevent your users from sending maswg#, do the following:

1 Create a file named maxrcpt in the directory
$QMAIL_ROOT_D/gmail/control/
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where $QMAIL_ROOT_D is the location defined in the file /etc/psa/psa.conf
file.

2 Type the number of allowed recipients in this file and save it.

Note that this number also affect sending of messages to mailing list or mail group
subscribers. That is, if you set the value to 100, then only 100 subscribers will receive
the message sent to the mailing list or mail group.

When you no longer need to restrict the number of recipients, delete the maxrcpt file.

Configuring Parallels Plesk Panel for
Database Hosting

You can host users' databases either on a single server or on a number of different
servers. Having the user databases on a remote server can be useful in multi-server
installations, where centralized database hosting can be preferable for administration,
backup, and resource utilization. However, if you have a single Parallels Plesk Panel
server, you are advised to keep all databases on it.
U To use remote database servers with your hosting server, you need to:
1 Set up a remote database server:

1. Install MySQL, PostgreSQL, or Microsoft SQL software.

2. Set up database administrator's account.

3. Enable network access to the database server.

2 Configure Parallels Plesk Panel for working with your remote
database server.

In this section:

Setting Up Remote Database HOSEING ..........ovveiiiiiiiiiiiicie e 79
Managing Database SErVerS.........oooiiiiii e 81
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Setting Up Remote Database Hosting

After you have set up the required remote database server, you need to register this
database server in Parallels Plesk Panel.

To register a dabase server with Parallels Plesk Panel:
Log in to Parallels Plesk Panel.
Go to Home> Database Serverand click Add Database Server

Specify the properties of the database server:
A Specify database server engine in the Database server typeenu.
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A Specify hostname or IP address of the database server.

A Specify the port number the database server is listening on. This option is
available only for MySQL. By default, MySQL servers listen on port 3306. You
can leave the Port numbebox blank, if your MySQL database server is listening
on the default port.

Note: Do not enter the value for MySQL server port equal to 8306, because it is
used by Parallels Plesk Panel for communication with its internal database.

A Specify which database type is running on the database server.

A To make this database server default for
the Use this server as default for Mys@ck box. If you have a MS SQL database
server, select the check box Use this server as default for MS &Qeled.

A Specify the database server administrator's login name and password.
4 Click OK

U To set up database hosting preferences that will affect all databases created through
Parallels Plesk Panel:

1 Go to Home> Database Servets Preferences

2 To simplify maintenance of customers' databases, select the Add
client's login name and underscore to beginning of database claewsbox. All
names of newly created databases will look like client's login
name_database name. This will allow you to locate databases related
to a particular Parallels Plesk Panel user. Note that even if you do not
select this check box, on creation of a new database, Parallels Plesk
Panel will add client's login name to the database name input box,
and you will be able to edit it or remove it.

3 You can also set up Parallels Plesk Panel to add client's login names
to corresponding database user names, further simplifying the
maintenance of customers' databases. To do so, select the Add client's
login name and underscore to the beginning of database useratenksox. All
names of newly created database users will look like client's login
name_database user name. This will allow you to locate database
users related to a particular Parallels Plesk Panel user.
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4 Specify whether creation of databases is allowed on your Parallels
Plesk Panel server. Some applications do not support remote
databases and can work only with databases hosted on the same
server. We recommend leaving the default option Allow local hosting of
databases for these Web applicatisekected, otherwise, you will not be
able to use such applications.

5 Click OK

If you want to back up databases hosted on a remote MS SQL Database Server you
set up earlier, you need to configure the backup settings for that MS SQL Database
Server.

To configure bacip settings for remote MS SQL Database Server:

Go to Home> Database Serveend click the required remote MS SQL
Database Server name.

2 Specify the temporary directory for remote MS SQL Database Server
in the Temporary network directdigld.

This directory can be located anywhere in your network and it is required for
backing up and restoring MS SQL databases. This directory must be accessible
over the network by both the Parallels Plesk Panel server and the MS SQL server:
both Parallels Plesk Panel and the user that is running remote MS SQL Database
Server must have read/write access to this directory.

3 Provide username and password required for accessing the temporary
network directory.

4 Click OK
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Managing Database Servers

To manage a database server:

Go to Home> Database Servers

Click the & icon corresponding to the database server you need. A
Web interface of a database management tool will open in a separate
browser window.

To change the ddiase server administrator's password:

Go to Home> Database Servers

Click the host name of a database server.

Click Change Password

Type the new password and click OK
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To unregister a database server from Parallels Plesk Panel:

Go to Home> Database Seevs

Select the check box to the right of
Click Remove

Confirm the operation and click OK
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To unregister a database server that has databases or is assigned as default for
hosting customers' databases from Parallels Plaskl:

c:

1 Delete databases from the database server:
1. Go to Home> Database Servers

2. Click the host name of a database server that you wish to
unregister from Parallels Plesk Panel.

3. Select the check box in the upper left corner of the list to
select all databases.

4. Click Remove
5. Confirm removal and click OK
2 Make another database server default:

1. Click the Database servehortcut in the path bar at the top of
the screen.

2. Click the host name of a database server that you wish to
make default. This should be the same database server type
(MySQL or MS SQL) as the one you are going to delete.

3. Click Preferences and Select the Use this server as default for
MySQlcheck box. If you have a MS SQL database server,
select the Use this server as default for MS 8kck box.

4. Click OK
3 Return to the list of database servers (Home> Database Servers
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4 Select a check box corresponding to the database server that you no
longer need.

5 Click Remove
6 Confirm the operation and click OK

Important: You cannot remove Web applicationsd dat abases this way.

them, you should first remove the respective Web applications from the domains that
use them.

For instructions on managing databases, refer to the Deploying Databases (on page
183) section of this guide.

Configuring the Connection to External
Database Management Systems
(Windows Hosting)

If you want your users to access the data from an external database management
system, you should use Open Database Connectivity (ODBC) drivers. For example,
you can install a Microsoft Access ODBC driver, creating a connection to external
Microsoft Access database, and let Web applications use this database for storing their
data.

In this section:

Creating New Connections to External Databases (Windows Hosting).............. 83
Changing Settings Of Existing ODBC Connections (Windows Hosting)............. 83
Removing Connections to External Databases (Windows Hosting) ................... 83
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Creating New Connections to External Databases
(Windows Hosting)

To let web applications of your clients use external databases for storing the data, you
need to create connections to these external databases by installing appropriate ODBC
drivers.

To install a new ODBC driver, creating a connection to an external database:
Go to Home> Servergroup title menu > ODBC Data Sources
Click Add New ODBC DSN

Specify the ODBC connection name and description in the
corresponding fields.

Select the required driver in the Driverfield.
Click OK

6 Choose the appropriate options on the driver configuration screen.
Typically, you should specify the path to the database, user
credentials and other connection options, depending on the selected
driver.

7 Click Testto check whether the connection will function properly with
provided settings. Click Finishto complete the creation.
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Changing Settings Of Existing ODBC Connections
(Windows Hosting)

To change settings of an existing ODBC connection:

Go to Home> Servergroup title menu > ODBC Data Sources
Click the required connection name in the list.

Change the settings as needed.

Click Testto check whether the connection will function properly with
new settings. Click Finishto save changes.
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Removing Conneaghs to External Databases
(Windows Hosting)

To remove a redundant ODBC connection:
Go to Home> Servergroup title menu > ODBC Data Sources

2 Select a check box corresponding to the connection you want to
remove.

3 Click Removeconfirm the removal and click OK
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Enabling Support for Adobe ColdFusion
(Linux Hosting)

If you want to support ColdFusion scripts on the server, you should obtain a distribution
package from Adobe and then install it on the server. Parallels Plesk Panel supports
Adobe ColdFusion versions 6,7, and 8.

After you have installed Adobe ColdFusion on your server, do the following:
Login to Parallels Plesk Panel as administrator.

Go to Home> Updates

Click a link corresponding to the appropriate release version.

Select the check box corresponding to the ColdFusion support for Parallels
Plesk Panatem, and click Install Confirm the installation when
prompted.

5 Once the selected components are installed, go to Home> ColdFusion
Settings

Specify the path to ColdFusion installation directory and click OK
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Enabling Integration with Sitebuilder (Linux
Hosting)

Sitebuilder is a Web site creation and content management system developed by Parallels. It
has proven to be highly popular with site administrators because it enables users without any
technical skills and knowledge of markup languages to create professionally looking Web
sites.

U To allow your Web hosting customers to create and publish their sites using Sitebuilder, do
the following:

1 Install Sitebuilder on the same server where Parallels Plesk Panel is
installed, if you did not install it during installation of Parallels Plesk Panel
software. This version of Parallels Plesk Panel supports only connections
to locally installed Sitebuilder systems.

2 Install a license key for Sitebuilder. Log in to Sitebuilder at URL http://your
server's ip address or hostnadmin, go to Home > License Management > Upload
License KeySelect the license key file in XML or ZIP format and click OK

3 Log in to Parallels Plesk Panel, go to Home> Sitebuilder Settings

4 Specify the server administrator's username and password that you
specified in Sitebuilder during installation. They will be used by Parallels
Plesk Panel for authorization in the Sitebuilder system.

5 Click OK

Now Parallels Plesk Panel is connected to Sitebuilder, and the Sitebuilder section appears in
Parallels Plesk Panel's navigation pane providing the following shortcuts to the Sitebuilder
administration panel:

A Desktop This provides shortcuts to the task-oriented wizards. Here you can perform any
operations on your Sitebuilder system. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en_US/html/using desktop in
terface.htm.

A Users Here you can add and manage user accounts and service plans for your
customers. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en _US/html/signing _up custo
mers.htm.

A Sites Here you can add and manage sites. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en US/html/managing_sites.h
tm.

A Server Here you can view and manage the following system settings:

A Hosts Here you can add and manage hosts. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en US/html/specifying ho
sts used for publishing sites.htm.
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License Managementere you can upload and retrieve your Sitebuilder license. For
more information, see

http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en _US/html/updating _upg
rading_and_restoring your license.htm.

IntegrationHere you can review single sign-on settings for Parallels products installed
on the server. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en _US/html/viewing siteb
uilder _sso_settings.htm.

BackupHere you can back up data from the Sitebuilder system on demand. For more
information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en_US/html/backing up a
nd_restoring_sitebuilder data.htm.

Trial Sites Settingslere you can configure settings for trial sites created by your
prospective customers. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en_US/html/setting _up_sit
ebuilder_wizard for anonymous_visits.htm.

Branding Here you can configure the logo and title setting for your prospective
customers. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en _US/html/setting up lo
go_and title bar text.htm.

Log SettingsHere you can adjust how much information about system errors
Sitebuilder writes to log files. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en _US/html/specifying _act
ions _to be logged.htm.

NotificationsHere you can configure settings for notifications sent by Sitebuilder to
your users. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en_US/html/configuring e
mail_message sent_at trial_site publishing attempt.htm.

LanguagesHere you can view the list of available languages. For more information,
see

http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en US/html/obtaining add
itional language packs.htm.

Skins Here you can view the list of available skins. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en US/html/choosing lan
quage skin and number of items shown per page.htm.

TemplatesHere you can view the list of available site design templates. For more

information, see

http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en _US/html/manaing_site
design _templates.htm.

ModulesHere you can view the list of available modules. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en US/html/viewing and
configuring available modules.htm.

Page SetsHere you can view the list of available page sets. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en US/html/managing_sit
e structure templates.htm.
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A Site Familiesdere you can view the list of available templates that combine design
templates and page sets. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en_US/html/managin_site

templates.htm.

A Logs Here you can view system and security logs. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/admin/en_US/html/configuring_siteb
uilder_logs.htm.

You can provide your customers with access to site creation and management services on a
per user or per site basis: there are individual settings that you can adjust for a user account
(Clients> client name> Preferencgsand for a Web site (Domains dlomain name Hosting Settings

All customers who were given access to site creation and management services will be able
to create and update their sites by following the Sitebuilder Wizarshortcut which will appear in
the domain management screens of their Parallels Plesk Panels (domain name Sitebuilder
Wizardl. Also, in users' control panels, the following shortcuts will appear in the navigation
pane to allow them to manage their own accounts and sites through Sitebuilder: Desktop
Users Sites, Servefclient's control panel); Desktopand Sites(domain administrator's control
panel).
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Enabling Support for Mivac&Bmmerce
Applications (Linux Hosting)

To allow your customers use Miva e-commerce solutions, you need to install on the server
the Miva Empresa package shipped with Parallels Plesk Panel distribution (if you did not
install it during installation of Parallels Plesk Panel), and then enable support for Miva
applications for the respective hosting accounts.

The Miva Fasttrack and Miva Merchant online store applications are shipped with Parallels
Plesk Panel as standard Web applications, which you or your customers can install from the
control panel 6s Ap pomainsaelornam mame a \Wdb tApplications * lostall (
Application. Note that your customers will need to obtain a license either from Miva or from
Parallels and specify its serial number during installation of Miva applications.

To learn more about Miva solutions, refer to http://docs.smallbusiness.miva.com/en-
US/merchant/WebHost/webhelp/web host resources.htm

To install the Miva Empresa package:
Go to Home> Updates

2 Click the shortcut corresponding to your version of Parallels Plesk Panel.
For example, ParallelsPlesk Panel 9.0

3 Locate the Miva Empresa Supparém and select the check box on the left.
4 Click Install Now the Miva Empresa server environment is installed.

U To enable support for Miva applications for all newly created hosting accounts using domain
templates:

1 Go to Domains> Domain Templates
2 Click the template name you need.
3 Select the Miva supportheck box and click OK.

U To enable support for Miapplications for existing hosting accounts:
Click the Domainsshortcut in the navigation pane.

2 Select the check boxes corresponding to the domain names you need, and
click Modify

3 Under the Hostinggroup, select the Switched oroption to the left of the Miva
supportfield.

4 Click OK


http://docs.smallbusiness.miva.com/en-US/merchant/WebHost/webhelp/web_host_resources.htm
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U To enable support for Miva applications for an individual hosting account:
1 Go to Domains> domain name Hosting Settings
2 Select the Miva supportheck box and click OK

To install Miva Fasttrack or Miva Merchant on a site, follow the instructions provided in the
Installing Applications chapter.
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Enabling Support for Mivac&Bmmerce
Applications (Windows Hosting)

To allow your customers use Miva e-commerce solutions, you need to install the Miva
Empresa package on your server and enable support for Miva applications for the respective
hosting accounts. Note that your customers will need to obtain a license from Miva and
specify its serial number during the installation of Miva applications.

To install the support for Mivac&@nmerce applications on your server:

Download and install the Miva Empresa package from Miva web site on
your server. The installation instructions can be found here:
http://docs.smallbusiness.miva.com/en-
US/merchant/WebHost/webhelp/web _host resources.htm

2 Run Parallels Plesk Panel Reconfigurator and run the Correct disk permissions
task.

U To enable support for Miva applications for all newly createtraacounts using domain
templates:

1 Go to Domains> Domain Templatend click the template name you need.
2 Select the Miva supportheck box and click OK

U To enable support for Miva applications for existing hosting accounts:

Go to Domainsselect the check boxes corresponding to the domain names
you need, then click Modify

2 Under the Hostinggroup, select the Switched oroption to the left of the Miva
supportfield.

3 Click OK

U To enable support for Miva applications for an individual hosting account:
Go to Domains> domain name Hosting Settings
2 Select the Miva supportheck box and click OK

After Miva support is enabled for an individual hosting account, the hosting owner can install
and use the required Miva applications. The installation instructions for Miva applications can
be found here: http://docs.smallbusiness.miva.com/en-

US/merchant/WebHost/webhelp/web _host resources.htm

To learn more about Miva solutions, refer to http://smallbusiness.miva.com/
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Configuring ASP.NET (Windows Hosting)

ASP.NET is a flexible set of tools and web development technologies that allows you to
employ a number of applications based on ASP.NET framework. Parallels Plesk Panel
supports both 1.1.x and 2.0.x versions of the .NET framework and allows configuring most of
its settings. Most ASP.NET configuration settings that commonly need to be customized in
order for ASP.NET applications to function in a desirable way can be edited through Parallels
Plesk Panel.

U To configure the servalide ASP.NET settings:

1 Go to Home> ASP.NET Setting$he settings for ASP.NET 1.1.x and
ASP.NET 2.0.x are located under the corresponding tabs.

Set up the strings that determine database connection data for ASP.NET
applications which use databases. This option is available only for
ASP.NET 2.0.x.

2

A

A

When you open the ASP.NET configuration page for the first time, sample connection
parameters with common constructions are displayed. You can then delete them and
specify your own strings.

To add a string, enter the required data into the Nameand Connection Parametergput
fields and click & next to them.

To remove a string, click (=] next to it.

Set up custom error messages that will be returned by ASP.NET
applications in the Custom Error Settingeeld:

A

A

To set the custom error messages mode, select an appropriate option from the Custom
error modemenu:

A On- custom error messages are enabled.
A Off- custom error messages are disabled and detailed errors are to be shown.

A RemoteOnly custom error messages are displayed only to remote clients, and
ASP.NET errors are shown to the local host.

To add a new custom error message (which will be applied unless the Off mode was
selected), enter the values in the Status Codand Redirect URfields, and click +]

A Status Codedefines the HTTP status code resulting in redirection to the error page.

A Redirect URHefines the web address of the error page presenting information
about the error to the client.

Due to possible conflicts, you cannot add a new custom error message with an error
code that already exists, but you can redefine the URL for the existing code.

To remove a custom error message from the list, click @ next to it.

Configure compilation settings in the Compilation and Debuggifigld:

A

A

To determine the programming language to be used as default in dynamic compilation
files, choose an entry from Page default languadst.

To enable compiling retail binaries, leave the Enable dbuggingcheck box empty.
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A To enable compiling debug binaries, select the Enable debuggincheck box. In this
case, the source code fragments containing error will be shown in a diagnostic page
message.

Note. When running applications in debug mode, a memory and/or performance
overhead occurs. It is recommended to use debugging when testing an application and to
disable it before deploying the application into production scenario.

5 Configure encoding settings for ASP.NET applications in the Globalization
Setings section:

A To set an adopted encoding of all incoming requests, enter an encoding value into the
Request encodiniield (default is utf-8).

A To set an adopted encoding of all responses, enter an encoding value into the
Response encodirfgeld (default is utf-8).

A To set an encoding which must be used by default for parsing of .aspx , .asmx , and
.asax files, enter an encoding value into the File encodindield (default is Windows-
1252).

A To set a culture which must be used by default for processing incoming web requests,
select an appropriate item from the Culturelist.

A To set a culture which must be used by default when processing searches for a
locale-dependent resource, select an appropriate item from the Ul Culturdist.

6 Set a code access security trust level for ASP.NET applications in the Code
Access Securityield.

CAS trust level is a security zone to which applications execution is assigned, defining
what server resources the applications will have access to.

Important. When an assembly is assigned a trust level that is too low, it does not function
correctly. For more information on the permissions levels see
http://msdn.microsoft.com/library/en-
us/dnnetsec/html/THCMCh09.asp?frame=true#c09618429 010.

7 Set client session parameters in the Session SettingGeld:

A To set up the default authentication mode for applications, select an appropriate item
from the Authentication modest. Windowsauthentication mode should be selected if
any form of 1S authentication is used.

A To set up time that a session can idle before it is abandoned, enter appropriate
number minutes into the Session timeodteld.

8 o | i @Kko apply all changes.

Note: Parallels Plesk Panel supports separate configurations for different versions of the
.NET framework (1.1.x and 2.0.x).
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Configuring 1IS Application Pool (Windows
Hosting)

[IS Application Pool contains all Web applications on domains hosted on your server.
Dedicated IIS application pool allows your clients to have a level of isolation between web
applications used by their domains. Since each dedicated application pool runs
independently, errors in one application pool belonging to one client will not affect the
applications running in other application pools belonging to other clients.

By default, Parallels Plesk Panel offers a shared application pool for all your clients and their
customers. However, clients and domains can use dedicated application pools if
administrator and client policy permit this.

IIS application pool can work in three modes:

A Shared pool is always used for all clients and domains.
A Dedicated pool is always used for every client and domain.

A Shared pool is used for clients and domains by default; clients are allowed to assign
dedicated pools for their customers.

To change the 1IS application pool working mode:
Go to Home> 1IS Application Paol

Select Global Settingsab.

Select the required mode and click OK

w N -

To limit the amount of CPU resources thatShapplication pool can use:

c:

Go to Home> IS Application Pool

2 Select the Switch onCPU monitoringheck box and provide a number (in
percents) in the Maximum CPU use (fi@ld.

3 Click OK

To stop all applications running in the server application pool:
Go to Home> |IS Application Paol
2 Click Stop

To start all applications in the application pool:
Go to Home> IIS Application Paol
2 Click Start
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To restart all applications running in the application pool:
Go to Home> 1IS Application Paol

2 Click Recyte. This can be handy if some applications are known to have
memory leaks or become unstable after working for a long time.
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Configuring Shared SSL (Windows Hosting)

Shared SSL is a means of securing access to a site with SSL (Secure Sockets Layer) for site
owners without having them purchase their own SSL certificate. Web sites that employ
shared SSL are, in fact, using the certificate shared by another domain. The domain that
shares its SSL certificate with others is called Master SSL Domain.

You can pick any domain that belongs to you, switch on SSL support in Web hosting account
settings, install a valid SSL certificate on that domain, and make it act as a Master SSL
domain for all other domains hosted on the server. Or you can pick a domain that belongs to
one of your users (reseller or client account), switch on SSL support in Web hosting account
settings, install a valid SSL certificate on that domain, and make it act as a Master SSL
domain for all domains of this user.

Once the Master SSL domain is assigned, you or your customers need to add shared SSL
links for each domain that needs secure access.

To configure the Master SSL Domain and enable shared SSL on your server:
Go to Home> Securitygroup title menu > Shared SSL
Select the Switch on sharedSk check box.

Select the required domain name from the Domain namdrop-down menu.
Only those domains that are hosted on your server and have SSL enabled,
are present in the list.

4 Click OK

w N -

U To configure the Master SSL Domain and enable shared SSleffor a us

For a reseller account, go to Resellers> reseller's name Shared SSLFor a
client account, go to Clients> client's name> Shared SSL

2 Select the Switch on shared SSiheck box.

3 Select the required domain name from the Domain namdrop-down menu.
Only those domains that are hosted by this user and have SSL enabled,
are present in the list.

4 Click OK

For information about adding shared SSL links for domains, refer to the section Using SSL
Certificate Shared by Another Domain (on page 203).

To disable shared SSL on your server:

Go to Home> Securitygroup title menu > Shared SSL

Clear the Switch on shared SSiheck box.

Click OK

w N -
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To disable shared SSL for a user:

For a reseller account, go to Resellers> reseller's name SharedSSL For a
client account, go to Clients> client's name> Shared SSL

2 Clear the Switch on shared SSlheck box.
3 Click OK
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Configuring Statistics

After installation, the control panel's statistical utility is set up to:

A Count the inbound and outbound traffic

A Count the disk space occupied by Web content, log files, databases, mailboxes, Web
applications, mailing list archives, and backup files

A Keep the Web statistics and traffic statistics gathered by Webalizer or AWstats programs
only for the last three months

To review or adjust these settings:
Go to Settings> Server Statistics Settings

2 Under the System preferencagoup, specify the term during which the
bandwidth usage statistics should be kept for your customers.

3 Specify the items that should be considered when disk space and
bandwidth usage is calculated.

4 Click OK

Note: In addition to the settings related to statistics, this screen provides the means to
rename your server's hostname, and the option to allow or forbid users to create new
subdomains and domain aliases in the DNS zones belonging to other users (the Do not let
users create DNS subzones in other users' DNS supetheakdox). We recommend that you
select this check box, otherwise, users will be able to create subdomains under domains
belonging to other users, and set up Web sites and e-mail accounts which could be used for
spamming or even phishing or identity theft.

For instruction on viewing statistics, refer to the chapter Viewing Statistics (on page 283).

Corfiguring Email Notification System

The control panel notifies you and your customers of disk space and bandwidth overage by
sending e-mail notifications. With the default settings, however, domain (Web site) owners
are not notified. We recommend that you enable resource overage notification for domain
(Web site) owners because they need to know what happens to their domains and Web
sites.

Apart from resource overage, the control panel can notify the appropriate users when:

A New user accounts are created
A New domains are added

A Hosting accounts are expired (expiration date is defined for user accounts and Web sites
separately)

A There are new requests for assistance (trouble tickets) from your customers in Help Desk
A The requests are fulfilled and the trouble tickets are closed in Help Desk
A New comments are posted to the existing trouble tickets
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The closed trouble tickets are reopened because the customer has encountered the
same problem again

To view or modify the notification system settings:

Go to Home> Notifiations

By selecting the check boxes in the Notificationgable, specify the types of
control panel users or external e-mail users who should receive notices on
events.

We recommend that you also select all check boxes in the domain administrat@olumn in
order to let your resellers' customers know what happens to their Web sites.

To view or edit the default notice text, click the respective / icon in the
Textcolumn.

In notices you can use tags that will be replaced with actual data (see the table below).

Specify when to send the user account and domain (Web site) hosting
account expiration notices. By default, such notices are sent 10 days in
advance. Click OK

Table. Tags used in notification messages

Event type Tags that can be used in noticq The data that tags denote

Creation of a <client_contact_name> user's first and last name
user account

<reseller_contact_name>

<user_contact_name>

<client_login> user name for authorization
in the control panel
<reseller_login>

<user_login>

<password> user's password for
authorization in the control
panel

<client_company_name> |company name
<reseller_company_name>

<user_company_name>

<client_cr_date> user account creation date
<reseller_cr_date>

<user_cr_date>
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<client_phone>
<reseller_phone>

<user_phone>

phone number

<client_fax> fax number
<reseller_fax>

<user_fax>

<client_country> country

<reseller_country>

<user_country>

<client_state_province>
<reseller_state province>

<user_state_province>

state or province

<client_city>
<reseller_city>

<user_city>

city

<client_postal_ZIP_code>

<reseller_postal ZIP_code
>

<user_postal_ZIP_code>

postal or ZIP code

<client_address>
<reseller_address>

<user_address>

address

<client_id>
<reseller_id>

<user_id>

unique identifier assigned
by the system

<hostname>

host name for access to
control panel
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Expiration of a
user account

<client_login>
<reseller_login>

<user_login>

user name for authorization
in the control panel

<client_contact_name>
<reseller_contact_name>

<user_contact_name>

user's first and last name

<client_expiration_date>
<reseller_expiration_date>

<user_expiration_date>

user account expiration
date

Addition of a <domain_name> domain name
new domain
name to the <client_login> user name for authorization
server in the control panel
<reseller_login>
<user_login>
<client_contact_name> user's first and last name
<reseller_contact_name>
<user_contact_name>
<dom_id> unique identifier assigned
by the system
<ip> IP address the domain is
hosted on
Domain (Web  [<domain_name> domain name
site) hosting
account <client_login> user name for authorization
expiration in the control panel

<reseller_login>

<user_login>

<client_contact_name>
<reseller_contact_name>

<user_contact_name>

user's first and last name
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<dom_id>

unique identifier assigned
by the system

<domain_expiration_date>

domain hosting account
expiration date

Resource <domain_name> domain name
overage
<client_login> user name for authorization
in the control panel
<reseller_login>
<user_login>
<client_contact_name> user's first and last name
<reseller_contact_name>
<user_contact_name>
<disk_usage> information about disk
space usage
<disk_space_limit> information about the
amount of disk space
allocated to the account
<resource_table> information about all
resource limits that were or
will soon be reached
<traffic> information about
bandwidth usage
<traffic_limit> information about the
bandwidth amount allotted
to the account
Help Desk <ticket_id> trouble ticket identification
events number automatically
assigned by the system
<reporter> returns user name for

requests submitted by
resellers or multi-domain
customers, a domain name
for requests submitted by
domain owner, and e-malil
address if the request was
submitted by e-mail.

<server>

host name
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<ticket_comment> the contents of a ticket, or a
comment posted
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Note: If you upgraded Parallels Plesk Panel from an earlier version, then all custom notice
templates you previously used remain in effect. Because of changes in user accounts
hierarchy and addition of resource overuse scheme, now any type of resource can be
overused. Therefore, to show information about all overused resources in notice templates,
we recommend using a single variable <resource_table> instead of the variables
<disk_usage>, <disk_space_limit>, <traffic>, and <traffic_limit>.

Configuring Help Desk

Help Desk is a convenient way for your customers to reach you when they need your
assistance. After you set it up and switch on, the Help Desk becomes accessible to all users
who were granted access to control panel, including your resellers, domain owners, and e-
mail users. Additionally, you can allow submission of problem reports by e-mail.

Your Help Desk shows all reports posted by your resellers and their customers. Your
reseller's Help Desk shows only reports posted by himself or herself and his or her
customers. The domain owner's Help Desk shows only reports posted by himself or herself
and by e-mail users under his or her domain.

U To configure Help Desk and allow your customers post problem reports through the control
panel:

1 Go to Help Desk General Settings
2 Select the Allow customers to submit ticketheck box.

3 Select the trouble ticket queue, priority and category that will be offered to
your customers as the default choice.

When users post a new ticket, they can specify the order in which they would prefer their
problems to be resolved (queue), the priority of their requests (priority), and the category
to which the problem is related (category). The queue, priority and category are abstract
entities: they have no effect on the system, but they can help you decide what problems
to resolve in the first place. There are three predefined queues and priority levels and

nine predefined categories including DatabaseDNS FTR GenerglHosting Mai| Mailing Lists
Web Applicationgand Tomcat Javayou can remove these items and add your own.

4 Click Switch Onin the Toolsgroup, then click OK

If you wish to allow users to subnmglgem reports by-mail:

Create a POP3 mailbox with an e-mail address like helpdesk@your-
domain.com or anything you like.

2 Configure the Help Desk to periodically retrieve problem reports from that
mailbox and post them to your Help Desk.

3 Inform your customers of the Help Desk's e-mail address.
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U To allow users to submit problem reports to Help Desknay.e
1 Go to Help Desk Mail Gate Settings
2 Specify the following settings:

A Notification sender's narreind Notification sender's return addre@sce a report has been
retrieved by e-mail and posted to the Help Desk, the Help Desk sends a notice to the
report sender. This allows the report sender to subsequently add comments to the
report by replying to the message. Therefore, we recommend that you specify your
Help Desk's e-mail address in the Notification sender's return addréss, and type a
phrase like "<company name> Help Desk" into the Notification sender's narbex. Be
sure to specify your organization name in place of <company name> and omit the
guotation marks.

A POP3 servePOP3 server the mail should be fetched from.
POP3 loginuser name for authentication to the mail server.

« >

A New POP3 passwoghssword that will be used for authentication to the mail server
and retrieving problem reports from the mailbox.

A Confirm POP3 passworétype password for confirmation.

« >

Query mail once:ispecify how often Help Desk should check for new reports.

A Ticket subject must start wipecify the combination of symbols the subject line of e-
mail messages (problem reports) must start with. This can help filter out spam. All e-
mail messages that do not have the specified combination of symbols in the subject
line will be deleted.

3 Click Switch Orin the Toolsgroup and click OK

U To view, add, edit, or remove queues:
Go to Help Desk Queues The queues will be presented in a list.

A To add a new queue, click Add New Queutype the desired number into the Titlebox,
leave the Switched oncheck box selected, and click OK

A To edit a queue, click its title in the Titlecolumn. Edit it as required, and click OK

A To temporarily disallow your users to select a queue when posting new reports, click
its title in the Titlecolumn, clear the Switched ortheck box, and click OK

A To delete a queue, select the respective check box and click Remove

U To view, add, edit, or remove priorities:
Go to Help Desk Priorities The priorities will be presented in a list.

A To add a new priority, click Add New Prioritgype the desired combination of symbols
into the Titlebox, leave the Switched ortheck box selected, and click OK

A Toedita priority, click its title in the Titlecolumn. Edit it as required, and click OK

A To temporarily disallow your users to select a priority when posting new reports, click
its title in the Titlecolumn, clear the Switched ortheck box, and click OK

A To delete a priority, select the respective check box and click Remove
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To view, add, edit, or remove categories:
Go to Help Desk CategoriesThe categories will be presented in a list.

A To add a new category, click Add New Categqrype the desired combination of
symbols into the Titlebox, leave the Switched ortheck box selected, and click OK

A To edit a category, click its title in the Titlecolumn. Edit it as required, and click OK

A To temporarily disallow your users to select a category when posting new reports,
click its title in the Titlecolumn, clear the Switched orheck box, and click OK

A To delete a category, select the respective check box and click Remwe.

To disallow customers to send reports to Help Desknlayl:e
Go to Help Desk Mail Gate Settings
2 Click Switch offin the Toolsgroup.

To disallow use of Help Desk for all your customers and resellers:
Go to Help Desk General Settings
2 Click Switd offin the Toolsgroup.

See also the section Using Help Desk for Resolving Your Customers' Issues (on page 266).

Adjusting System Date and Time

You can manually set the server date and time through the interface and enable server time
synchronization with a Network Time Protocol (NTP) server.

To adjust the system date and time settings:

Go to Settings> System Time
2 Change the time and date settings as desired, and select your time zone.

You will need to restart your Parallels Plesk Panel server for the time zone change to take
effect.

Note for users of Parallels Plesk Panel for Windows: Clear the Automatically adjust
clock for daylight saving changeseck box, if you do not want Parallels Plesk Panel to
automatically adjust the server clock.

3 To synchronize your server time with that of a server running the Network
Time Protocol, select the Synchronize system tineheck box, and specify a
valid IP address or a domain name. For a list of available NTP servers,
visit
http://ntp.isc.org/bin/view/Servers/WebSearch?search=open+access&scop
e=text

4 Click OK



http://ntp.isc.org/bin/view/Servers/WebSearch?search=open+access&scope=text
http://ntp.isc.org/bin/view/Servers/WebSearch?search=open+access&scope=text
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Note. Enabling the Synchronize system timfignction will override any time and date you
manually enter in the System Date and Tirfields. It is also important to be sure the domain
name or IP address you enter for synchronization is a valid NTP server. If not, this function
will not work and your server will continue running with its current time settings.
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Starting, Stopping and Restarting Services

You can monitor, start, stop, restart and disable various Parallels Plesk Panel services, and
also change their startup type from the control panel (available only for Windows hosting).

w N =

To see the stas of a service:
Go to Home> Services Management.

Click Show Alto show all services from the service groups. To hide all
services, click Hide All The current state of a service or a group of services
iIs marked by an icon:

& means that the service or all services in a group are running,
€ means that the service or all services in a group are stopped,

Y means that several services in a group are running and some are stopped,

> > > >

() means that the service is not installed or its management capabilities are not
supported by the license key.

A Inthe Startup Typéield you can see whether the service is started automatically or
should be started manually.

To start a service:
Go to Home> Services Management.
Click the &4 icon corresponding to the service you wish to start.

To restart a service:
Go to Home> Services Management.
Click the @ icon corresponding to the service you wish to restart.

To stop a service:
Go to Home> Services Management.
Click the H icon corresponding to the service you wish to stop.

To set service startup type:

Go to Home> Services Management.

Select the check box corresponding to the required service in the list.
Select the required startup type:

A Click & Manuato start selected services manually upon Parallels Plesk Panel startup.
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A Click & Autoto start selected services automatically upon Parallels Plesk Panel
startup.

To disable a service:

Go to Home> Services Management.

Select the check box corresponding to the required service in the list.
Click = Disable

w N -

To make changes to a group of services:
Go to Home> Services Management.
Select the check boxes corresponding to the required services in the list.

Click the button corresponding to the action you want to perform on the
selected services:

w NN R

1. Click i Startto start selected services.
Click &4 Stopto stop selected services.
Click =i Restarto restart selected services.
Click = Disableto disable selected services.

ok~ WD

Click “® Manuato start selected services manually upon Parallels
Plesk Panel startup.

6. Click & Autoto start selected services automatically upon Parallels
Plesk Panel startup.

Enabling Piped Logs fdfeb Server to
Reduce the Risk of Web Service Disruption
(Linux Hosting)

If you are going to host more than 300 domains or Web sites on your server, you should
switch on support for piped logs in the Apache Web server. To do this, follow these steps:

1 Login to the server shell.

2 Issue the command mysqgl -uadmin -p cat /etc/psal/.psa.shadow” -D psa -e
"replace into misc (param,val) values (‘apache_pipelog’, 'true');"

3 Rebuild Apache configuration by issuing the command
/usr/local/psa/admin/sbin/websrvmng -a -v

This will allow to host about 900 domains/Web sites. If you need to host more than 900
domains/Web sites, then you will need to recompile Apache and some other system
packages, as described in the online knowledge base article at
http://kb.parallels.com/en/260.
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Monitoring Mail Server Message Queue and
Troubleshooting Mail Congestion (Linux
Hosting)

If your customers complain that they cannot send e-mail through your mail server, this can
mean that your mail server is overloaded and cannot cope with the amount of received
messages. This can happen when somebody is sending spam through your mail server, or
the gmail-send daemon responsible for sending mail is down.

To return your mail server to an operable state, delete the unwanted messages from the mail
server6s message queue.

To see the messages in the message queue and to delete them:

1 Go to Home> Mail Server Settings Mail Queug¢ab. The following information
will be presented:

A Total number of undelivered messages. When messages come to your mail server
they are first added to the main queue. Then, the mail server preprocesses them in
order to find out whether they should be delivered to a local e-mail account on the
same server or sent further to aremote reci p i e nmailtaddress. After
preprocessing, the messages directed at local mail recipients are put to a local queue,
and the messages directed at remote recipients are put to a remote queue. Once
delivered, the messages are removed from the queues.

A Message properties: subject, sender, recipient, queue type (local, remote, not
preprocessed), date the message was sent fron
since the moment when message was put to queue (age), and message size.

2 To find a message with specific subject, select the queue in the Queues
drop-down box, type the desired combination of symbols into the Subject
box, and click Search The messages matching your search criteria will be
listed at the bottom of the screen. To reset the filter, click Show Al.

3 To find a message from a specific sender, click the Show Advancelink, type
t he s e n-nhalraddsessento the Envelope Senddrox, and click Search
The messages matching your search criteria will be listed at the bottom of
the screen. To reset the filter, click Show All

4 To find a message addressed to a specific recipient, click the Show Advanced
link, type the recipient's e-mail address into the Recipientdox, and click
Search The messages matching your search criteria will be listed at the
bottom of the screen. To reset the filter, click Show All

5 To find a message by date, age, or size, click the Show Advancelink, type
the required values into the Date Age or Sizeboxes, respectively, and click
Search The messages matching your search criteria will be listed at the
bottom of the screen. To reset the filter, click Show All
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6 To delete a message from the queue, select the corresponding check box
and click RemoveTo delete all messages from the queue, select the check
box in the upper-right corner of the messages list, and click Remove
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Scheduling Tasks with Crontab (Linux
Hosting)

If you need to run scripts on your server at specific time, use the task scheduling facility on
your server to make the system automatically run the scripts for you.

Important: To prohibit control panel users from scheduling tasks on behalf of user "root",
create on the server's file system an empty file with name root.crontab.lock in the
location /parallels_plesk _panel_installation_directory/var/

During installation of Parallels Plesk Panel, the following tasks are automatically created:

A autoreport.php i delivers daily, weekly and monthly reports on clients and domains (three
separate tasks)

A backupmng i initiates scheduled backing up of domains once every 30 minutes

A statistics T generates statistics on the limits imposed on domains, such as traffic, disk
usage, and so on

A mysqgldump.sh - creates a backup copy of three MySQL databases: psadump, MySQL,
and Horde databases

As all these tasks are related to domain statistics, databases and reports, it is strongly
recommended that you neither change nor remove these tasks.

Note. You can also schedule tasks on a per-domain basis. To do so, follow the same
procedures listed below, but instead of going to Settings> Scheduled asks go to Domains>
domain name Scheduled Tasks

To schedule a task:

Go to Settings> Scheduled Tasks

Select the system user account on whose behalf the task will be executed.
Click Schedule New Task

Specify when to run your command:

A Minute- enter the value from 0 to 59

A WON PP C

A Hour- enter the value from 0 to 23

A Day of the Monthenter the value from 1 to 31

A Month- enter the value from 1 to 12, or select the month from a drop-down box

A Day of the Weekenter the value from 0 to 6 (0 for Sunday), or select the day of the
week from a drop-down box

You can schedule the time using the UNIX crontab entry format. In this format, you can

A enter several values separated by commas. Two numbers separated by a hyphen
mean an inclusive range. For example, to run a task on the 4th, 5th, 6th, and 20th of a
month, type 4-6,20.
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A insert an asterisk to specify all values allowed for this field. For example, to run a task
daily, type * in the Day of the Monttext box.

To schedule the task to run every Nth period, enter the combination */N, where N is the
legal value for this field (minute, hour, day, month). For example, */15 in the Minutefield
schedules the task to start every 15 minutes.

You can type the contracted names of months and days of the week, which are the first
three letters: Aug, Jul, Mon, Sat, etc. However, the contracted names cannot be
separated with commas or used together with numbers.

Specify which command to run. Type it into the Commandnput box.

For example, if you want to run the backup creation task at the specified time and have
the backup file sent to your e-mail, you need to specify the following command in the
Commandnput box:

{usr/local/psa/admin/sbin/backupmng
Click OK

To temporarily suspend execution of a scheduled task:

Go to Settings> Scheduled Tasks

Select the system user account on whose behalf the task is executed.
Locate the task that you want to suspend and click on the command name.
Clear the Switched ortheck box and click OK

To resume execution of scheduled task:
Go to Setting > Scheduled Tasks
Select the system user account on whose behalf the task is executed.

Locate the task whose execution you want to resume and click the
command name.

Select the Switched oncheck box and click OK

To cancel a task:

Go to Settings> Scheduled Tasks

Select the system user account on whose behalf the task is executed.
Select a check box to the left of the task that you want to cancel.
Click Remove

Confirm removal and click OK
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Scheduling Tasks with Windows Task
Scheduler (Windows Hog)

If you need to run scripts on your server at specific time, use the task scheduler facility on
your server to make the system automatically run the scripts for you.

During installation of Parallels Plesk Panel the following tasks are automatically created:

A Update Dr.Web Antivirus database i updates Dr.Web virus database
A Statistics calculation - generates statistics on resource usage, such as traffic and disk
space.

As all these tasks are related to domain statistics, databases and reports, it is strongly
recommended that you neither change nor remove these tasks.

Note. You can also schedule tasks on a per-domain basis. To do so, follow the same
procedures listed below, but instead of going to Settings> Scheduled Taskgo to Domains>
domain name Scheluled Tasks

To schedule a task:
Go to Settings> Scheduled Tasks
Click Schedule New Task

Leave the Switched orcheck box selected if you want your scheduled task to
be active immediately after the creation.

Type a name for your task in the Descriptiorfield.

5 In Scheduler notificatiorspecify whether the scheduler should notify you
when it runs this task. The following options are available:

A Switched off do not notify you.
A Send to the defaulireail- send the notification to your default e-mail address.

w N
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A Send to the-mail | specify send the notification to the e-mail specified in the
corresponding field. After selecting this option, you need to input the required e-mail in
the field on the right.

Click Setto save scheduler notifications settings.

6 Specify which command to run. Type it into the Path to executable fileput
box. If you need to run the command with certain options, type them in the
Argumentdield.

A For example, if you want to run the statistics calculation task to count disc space and
see more detailed information for the example.com and example.net domains, you
need to specify the following path in the Path to executable fileput box:

C:\ Program Files \ Parallels \ Plesk \ admin\ bin \ statistics.exe

and the following options in the Argumentdield:

-- disk -usage -- process -domains=example.com, example.net |
verbose
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A If you want to run your own php script using the task scheduler, you need to specify
the following path in the Path to executable filgput box:

C:\ Program Files
(x86) \ Parallels \ Plesk \ Additional \ PleskPHP5 \ php.exe

and specify the script location in the Argumentdield:
C:\Inetpub \vhosts \ mydomain.tid \ httpdocs \ myscript.php

Select the appropriate priority in the Task priorityfield. Task priority can be
set to Low, Normalor High

Specify when to run your command by selecting the appropriate check
boxes in the Hours Days of MonthMonthsor Days of Weekelds.

Click OKto schedule the task or click Run Nowo schedule the task and
immediately run it.

To temporarily suspend execution stlaeduled task:

Go to Settings> Scheduled Tasks

Choose a task that you wish to suspend and click on the command name.
Clear the Switched orcheck box.

To resume execution of scheduled task:
Go to Settings> Scheduled Tasks

Choose a task whose execution you wish to resume and click on the
command name.

Select the Switched orcheck box.

To cancel a task:

Go to Settings> Scheduled Tasks

Select a check box to the left of the task that you want to cancel.
Click Remove

Confirm removal and click OK
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Extending Parallels Plesk Panel Capabilities
with Modules (Linux Hosting)

In this version of Parallels Plesk Panel, you can extend the functionality of your control panel
without upgrade. This can be done by installing additional functional components, available
as modules developed by Parallels or third parties.

The modules can be easily installed, removed, and configured directly from the control panel.

The modules come as a single RPM package, a self-extracting shell script, or in any other
form suitable to your operating system. If you wish, you can also install the module from the
command line. When you install the module on server using the control panel, you are taken
to the modul ebs configuration screen.

The following modules are available for Parallels Plesk Panel 9:

Acronis True Image Server management module - Allows to create server disk backup
images without interrupting server operations and perform easy and fast recovery of the
entire system. This module is free, however, the Acronis True Image Server application
requires a license key, which you can purchase and install through Parallels Plesk Panel.

*Battlefield 2 Game Server module - Allows to install and manage Battlefield 2 game
servers.

*Counter -Strike Game Server module - Allows to install and update Half-Life: Counter-
Strike game server, to create and manage games.

Firewall module - Helps you protect your host and private network from unauthorized
access.

Kaspersky Antivirus module - Scans mail traffic for viruses and provides filtering of e-mail
attachments.

Samba Fileserver Configuration module - Helps you share your directories in SMB
network.

Virtual Private Networking module - Builds a secure network over insecure channels.

Watchdog module - Monitors Parallels Plesk Panel services and scans your server for
security vulnerabilities.

Parallels Plesk Panel modules marked with asterisk (*) require installing additional license
keys for being used.

When you install Parallels Plesk Panel on FreeBSD systems, all modules are installed by
default. During installation of Parallels Plesk Panel on RPM/Deb package-based systems
you are prompted to choose the modules you would like to install.
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In this section:

Installing Modules..

Configuring and Managing MOAUIES ..........ccoiiiiiiiiiiiiii e

Removing Modules
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Installing Modules

You can install a module to the Parallels Plesk Panel server in two ways: from the control
panel (recommended), and from the command line.

To install modules from the control panel:

Login as administrator to the control panel.
Select the Modulesshortcut in the navigation pane
Click Manage Modules

Click Add new module
Select a module package file, and click OK

gaa b~ W N Pk o

To install modules from the command line:

c:

Login as root to the server, where Parallels Plesk Panel is installed.

2 Run the command
/parallels_plesk_panel_installation_directory/admin/bin/
modulemng -- install -- file=<module_filename> , Where
'‘parallels_plesk_panel_installation_directory' is the directory you installed
Parallels Plesk Panel to.

Example:

/usr/local/psa/admin/bin/modulemng -- install -- file=cs -gs-1.0.0 -
rh9.build72041021.16.i586.rpm

Note: All modules that come with Parallels Plesk Panel are located in the directory
/opt/modules  in Parallels Plesk Panel distribution.

Configuring and Managing Modules

Before you begin to use the module, you should configure it. Configuration steps vary

depending on each module. Once you install a module on the server using the control panel,

you are taken to the modulebés configuration scre
command line, you need to configure it via Parallels Plesk Panel.

U To access the module configuration screen:

A Select the Modulesshortcut in the navigation pane, and then click the button labeled with
modul ebs name.

Or

A Select the Modulesshortcut in the navigation pane, and then click Manage Modules the
l' ist of modules, click the modul ebébs name prese
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Some modules might require you to install a license key in order to be able to use them. You

can check out the terms of usage on the modul e n
t he ¢ ont rModulesmamagemé&meen: for each module installed there is a

corresponding list entry accompanied by an icon, which shows whether license key is

required. There are three types of icon that indicate the following:

@ - the module does not require a license key
@ - the module requires a license key, and the key is installed

@ - the module requires a license key, but the key is not installed.

If a module is provided by Parallels and requires a license key, you can obtain it from
Parallels using the License Manager function. In other cases, you should obtain the
information on installation of license keys for modules from the module manufacturer.

Removing Miules

You can remove modules from Parallels Plesk Panel in two ways: from the control panel
(recommended), and from the command line.

To remove a module using a control panel:
Login as administrator to the control panel.
Select the Modulesshortcut in the navigation pane.

Click Manage Modules

Select a check box corresponding to the module you wish to remove, and
click Remove

A WODN PP C

To remove a module from the command line:
Login as root to the server, where Parallels Plesk Panel is installed.

2 Run the command
/parallels_plesk_panel_installation_directory/admin/bin/

modulemng -- remove -- module=<module_codename>

Example:
lusr/local/psa/admin/bin/modulemng -- remove -- module=cs - gs
You can |l ook up a modulebdés codename by running t
# echo "SELEC T name, display_name FROM psa.Modules;" | mysq| -uadmin i

p<admin_password> psa
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Delegating Administrative Privileges to
Technical Support Engineers (Windows
Hosting)

You can create additional Administrator level accounts for your technical support engineers,
enabling them to perform a virtually limitless variety of administrative tasks. All actions
performed by additional Parallels Plesk Panel administrator accounts are logged, which gives
the actual Parallels Plesk Panel administrator an unprecedented level of control over
additional administrator accounts' activities. Additional administrator level accounts have
virtually all the privileges that the actual server administrator has, except the following:

A View and manage additional administrator accounts belonging to other users
A View and manage administrator account settings
A Clear Action Log

In this section:

Creating Additional AdmINIStrator ACCOUNTS ...........uuvurrrruureieeiiiiinieiirnieeenneneeenenns 119
Modifying Additional Administrator ACCOUNES.........ccceeeeeeiiiiiiiiiiiiieeee e 120
Suspending And Unsuspending Additional Administrator Accounts .................. 120
Removing Additional Administrator ACCOUNTS...........cccovviiiiiiiiiiiiiiiiiiiiiiieeeeeeee 121

Creatng Additional Administrator Accounts

To create additional Administrator account:

Go to Home> Accountsgroup title menu > Additional Administrator Accounts
Click Add New Administrator Subaccount

Specify Administrator account properties:

A Specify account login, password and e-mail address in the corresponding fields.

w N =

A Specify the name of additional Administrator account user in the Contact naméeld.

A Use Commentsield to add your own comments about this particular additional
Administrator account and its user. This can be useful to differentiate between the
accounts: for example, you can create one account for a technical support engineer
who manages client accounts, and another account for a technical support engineer
who works with all mail-related issues. By adding appropriate commentary in the
Commentdield, you can always tell who's doing what, and avoid confusion.

4 Click OKto finish the creation of additional Administrator account.

Now you can tell account login and password to its owner.
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Modifying Aditional Administrator Accounts

To modify settings of additional Administrator account:

Go to Home> Accountsgroup title menu > Additional Administrator Accounts
Click the required additional administrator account login in the list

Specify new administrator account properties:

A Specify new account login, password and e-mail address in the corresponding fields.
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A Specify the new name of additional Administrator account user in the Contact name
field.

A Use Commentsield to add your own comments about this particular additional
Administrator account and its user. This can be useful to differentiate between the
accounts: for example, you can create one account for a technical support engineer
who manages client accounts, and another account for a technical support engineer
who works with all mail-related issues. By adding appropriate commentary in the
Commentdield, you can always tell who's doing what, and avoid confusion.

4 Click OKto update the information of additional Administrator account.

Suspending Andnsuspending Additional Administrator
Accounts

To suspend additional Administrator account:

Go to Home> Accountsgroup title menu > Additional Administrator Accounts
Click the required additional administrator account login in the list.
Clear the Allow &cess to control paneheck box and click OK

w N -

To unsuspend additional Administrator account:

Go to Home> Accountsgroup title menu > Additional Administrator Accounts
Click the required additional administrator account login in the list.
Select the Allow access to control pangheck box and click OK

w N -
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Removing Additional Administrator Accounts

To remove additional Administrator account:
Go to Home> Accountsgroup title menu > Additional Administrator Accounts

2 Select the check box corresponding to the additional Administrator account
you wish to remove and click Remove

3 Confirm removal and click OK



CHAPTER 5

Serving Your Customers

This chapter provides you with detailed instructions on setting up and managing user
accounts, Web sites, and e-mail accounts.

In this chapter:

Before You Start Providing Services To Your CUSIOMErS..........cccevvvviiiieeenreennns 123
Managing USEr ACCOUNLS ........coiviiiiiiiiiiiiieieiieeeee ettt 144
HOSHNG WED SItES.....coiiiiiii i e e e e eaens 160

Using Help Desk for Resolving Your CUuStOmMers' ISSUES.........ccovvvvvvvveiiieeeeneeennns 266



Serving Your Customers 123

Before You Start Providing Services To Your
Customers

This section explains the actions you are suggested to do before you start providing services
to your customers.

In this section:

Simplifying Setup of USEr ACCOUNES.........uuiiiiii et 124
Simplifying Setup of Domains and Web SItesS..............uuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiinnnes 133
Prepackaging Applications Your Customers Can US€ ...........cccovvvvviiieiieeeeeennnnn, 138
Predefining Content for New Web SIteS ........cceiiiiiiiiiiiiiiiii e, 142

Predefining Default Home Page Settings for Your Customers.........cccoevveeeveeenns 143
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Simplifying Setup of User Accounts

Before you start signing up new users for your services, you should create account
configuration presets, referred to as reseller account templates and client account templates.
They will simplify setting up user accounts for new customers. The templates cover all
resource usage allotments, permissions and limits that you can define for a user account.
There are predefined reseller account and client account templates: You can modify them as
required and use them, or you can create your own templates. The default templates cannot
be removed.

U To create a reseller account template:

1 Go to Resellers > Reseller Account Templates > Create Reseller Account.Template
2 Specify the following settings:

A

Template namé&pecify a name for this template. During setup of a new reseller
account, you will be prompted to select the required template by its name. Therefore,
we recommend that you choose a meaningful name that corresponds to one of your
hosting plans or describes the amount of allotted resources. For example, Reseller
account, 50 GB disk space, 100 domains

Make this template available to other ussgkect this option if you want your customers
to be able to use this template.

Access to control panebelect this to allow the reseller to access the control panel for
managing his or her account, users accounts, and sites.

Client account creatioBelect this to allow the reseller to create user accounts.

Domain cre#on and Physical hosting manageme®glect these two options to allow the
reseller to set up hosting accounts for new sites, modify hosting account features and
switch on or off support for programming and scripting languages.

Hosting performance managerh Specify whether the reseller will be able to limit
bandwidth usage and number of connections to his or her Web sites.

PHP safe mode managem@ntilable only for Linux hosting). Specify whether the
reseller will be able to switch the PHP safe mode off for his or her sites. By default,
PHP is configured to operate in safe mode with functional restrictions. To learn more
about PHP safe mode, refer to http://php.net/features.safe-mode. Some Web
applications may not work properly with safe mode enabled: If an application on a site
fails due to safe mode, switch the safe mode off by clearing the PHP 'safe_mode' on
check box in the hosting account properties (Domains> domain name Web Hosting
Settings.

Management of shell access to sefa®ailable only for Linux hosting) or Systemaccess
managemer(available only for Windows hosting). Specify whether the customer will be
able to upload securely Web content to the server through a Secure Socket Shell or
Remote Desktop connection, however, allowing access to the server also poses a
potential threat to the server security.

Hard disk quota assignmeBpecify whether the reseller will be able to assign hard
guotas on disk space for his or her own Web sites and for Web sites of his or her
customers.

Subdomains manageme8pecify whether the reseller will be able to set up additional
sites under his or her domains and allow his or her customers to do so.


http://php.net/features.safe-mode
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Domain aliases managemespecify whether the reseller will be able to set up additional
alternative domain names for his or her Web sites and allow his or her users to do so.

Log rotation managemepecify whether the reseller will be able to adjust the cleanup
and recycling of processed log files for his or her sites.

Anonymous FTP managemeecify whether the reseller will be able to have an FTP
directory where all users could download and upload files without the need to enter
login and password. A web site should reside on a dedicated IP address in order to
use anonymous FTP service.

FTP accounts manageméanly for Windows hosting). Specify whether the reseller will
be able to manage additional FTP accounts for Web sites.

Task schedulingspecify whether the reseller will be able to schedule tasks in the
system. Scheduled tasks can be used for running scripts or utilities on schedule.

Limits adjustmenSpecify whether the reseller will be able to adjust resource
allotments for his or her Web sites and user accounts. You must select this option,
otherwise the reseller will be able to set up new user accounts and Web sites only by
means of user account and domain templates predefined by the server administrator.

DNS zone manageme8Bpecify whether the reseller will be able to manage the DNS
zones of his or her domains.

Java applications managemespecify whether the reseller will be able to install Java
applications and applets on Web sites through the control panel.

Mailing lists manageme®pecify whether the customer will be able to use mailing lists
provided by the GNU Mailman software.

Spam filter managemeBpecify whether the reseller will be able to use SpamAssassin
spam filter and customize filtering settings.

Antivirus managemerpecify whether the reseller will be able to use server-side
antivirus protection for filtering incoming and outgoing mail.

Ability to use remote XML interfa8pecify whether the reseller will be able to remotely
manage his or her Web sites through custom applications. The XML interface can be
used for developing custom applications integrated with Web sites, which could be
used, for instance, for automating setup of hosting accounts and provisioning of
services for customers purchasing hosting services from a site. To learn more about
using Parallels Plesk Panel's XML interface (also referred to as Parallels Plesk Panel
APl RPC), refer to the documents:
http://downloadl.parallels.com/Plesk/Plesk9.0/Doc/en-US/plesk-9.0-api-rpc-
guide/index.htm and http://downloadl.parallels.com/Plesk/Plesk9.0/Doc/en-US/plesk-
9.0-api-rpc/index.htm.

Ability to use SitebuildeBpecify whether the reseller will be able to use Sitebuilder for
creating and editing his or her Web sites.

IIS application pool managem@wailable only for Windows hosting). Specify whether
the reseller will be able to manage his or her IIS application pool.

Web statistics manageme8pecify whether the reseller will be able to manage Web
statistics for his or her Web sites.


http://download1.parallels.com/Plesk/Plesk9.0/Doc/en-US/plesk-9.0-api-rpc-guide/index.htm
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A Additional write/modify permissions manageifasmailable only for Windows hosting).
Specify whether the reseller will be able to manage additional write/modify
permissions for their domains. These permissions are required if customer's Web
applications are using a file-based database (like Jet) located in the root of httpdocs
or httpsdocs  folders. Please note that selecting this option might seriously
compromise the Web site security.

A Shared SSL manageméatailable only for Windows hosting). Specify whether the
reseller will be able to manage shared SSL for his or her Web sites.

A Home page manageme®pecify whether the reseller will be able to customize his or
her Home page.

A Ability to select a database sen&pecify whether the reseller will be able to select a
database server of each type for creating his or her databases, not only use the
default database server.

A Allow backing upnd restoring data and uspecify whether the customer will be able to
use the control panel's facilities to back up and restore his or her sites. To allow
storing backup files on the server, select the Server repositorgheck box. To allow the
customer to use an arbitrary FTP server for storing backups, select the Personal FTP
repositorycheck box.

A Overuse and overselling poliS§pecify whether the reseller will be able to sell more
resources to the customers than his or her hosting plan actually provides. Overselling
is a marketing strategy based on the following scheme: a reseller, who was allotted,
for example, ten gigabytes of disk space, allocates five gigabytes of disk space for
each of his or her customers, assuming that none of them will actually use all of their
all ocated di sk space. When the amount of di sk
exceeds resellerbds disk space allotment (ten
happen depending on the overuse policy selected for this reseller account. If overuse
is allowed for this reseller, then the reseller will have to pay overage charges and
upgrade his or her hosting account to accommodate the increased needs of his or her
customers. If overuseis not allowed for this reseller, all Web sites and user accounts of
this reseller's customers will be suspended which can lead to customer dissatisfaction
and complaints since customers did not actually exceed their own limits. Due to this, it
is not generally recommended to allow overselling for reseller accounts. If you want to
allow overselling for a reseller account, it is recommended to also allow overuse for
this account.

A DomainsSpecify the total number of domain names (Web sites) that the reseller will
be able to host on the server. This includes Web sites hosted on this server, and
domain forwarders that point to Web sites hosted on other servers. Domain aliases
(additional domain names for a site hosted on this server) and subdomains are
counted separately and are not limited by this resource type.

A SubdomainsSpecify the total number of subdomains that the reseller will be able to
host.

A Domain aliasesSpecify the total number of additional alternative domain names that
the reseller will be able to use for his or her Web sites.

A Disk spaceSpecify the total amount of disk space in megabytes that is allocated to the
reseller. It includes disk space occupied by all files related to user accounts and sites:
Web site contents, databases, applications, mailboxes, log files and backup files.

A Trafft. Specify the total amount of data in megabytes that can be transferred from the
reseller's Web sites during a month.
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Web usersSpecify the total number of personal Web pages that the reseller can host
for other users under his or her domains. This service is mostly used in educational
institutions that host non-commercial personal pages of their students and staff.
These pages usually have Web addresses like http://your-domain.com/~username.
See the section Hosting Personal Web Pages (on page 225) for details.

DatabasesSpecify the total number of databases that the reseller can host on the
server.

MailboxesSpecify the total number of mailboxes that the reseller can host on the
server.

Mailbox quotaSpecify the amount of disk space in kilobytes that is allocated for storing
e-mail messages and autoresponder attachment files to each mailbox in a domain.

Mail redirectsSpecify the total number of mail forwarders that the reseller can set up.

AutorespondersSpecify the total number of automatic responses that the reseller can
set up.

Mail groupsSpecify the total number of mail groups that the reseller can set up.

Mailing lists Specify the total number of mailing lists that the reseller can host on the
server.

Total mailboxes quofavailable only for Windows hosting). Specify the total amount of
disk space in megabytes available for all mailboxes on all domains belonging to the
customer.

Databasegavailable only for Linux hosting). Specify the total number of databases that
the customer can host on the server.

MySQL databases quatad Microsoft SQL databasqgota(available only for Windows
hosting). Specify the maximum disk space amount in megabytes that MySQL and
Microsoft SQL Server databases respectively can occupy under domains belonging to
the reseller.

MySQL databasesd Microsoft SQL server databagagilable only for Windows
hosting). Specify the maximum number of MySQL and Microsoft SQL Server
databases respectively that the reseller can create under his or her domains.

FrontPage accounfavailable only for Windows hosting). Specify the maximum number
of additional Microsoft FrontPage accounts that the reseller can create under his or
her domains.

FTP account&@vailable only for Windows hosting). Specify the maximum number of
additional FTP accounts that the reseller can create on his or her domains.

Java applicationsSpecify the total number of Java applications or applets that can be
hosted on the server.

IIS appliations quotdavailable only for Windows hosting). Specify the total number of
dedicated IS application pools that the reseller can allocate between his or her
domains.

Shared SSL linKgavailable only for Windows hosting). Specify the total number of
shared SSL links that the reseller can use on his or her domains.

ODBC connectiorfavailable only for Windows hosting). Specify the total number of
ODBC connections that the reseller can use on his or her domains.
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A

ColdFusion DSN connectidasailable only for Windows hosting). Specify the total
number of ColdFusion DSN connections that the reseller can use on his or her
domains.

Expiration dateSpecify the term for a hosting account. At the end of the term, all
reseller's sites and sites of the reseller's customers will be suspended, their Web, FTP
and mail services will no longer be accessible to the Internet users, and the users will
not be able to log in to the control panel. Accounts cannot be automatically renewed,
therefore, in order to bring the hosted domain names (Web sites) back to operation,
you will need to manually renew the user account: go to Resellers »eseller's name
Resource Usagepecify another term in the Expiration datéox, click OK then click the
Unsuspend

IP addressesSpecify the shared IP addresses that you wish to allocate to the reseller.
If you wish to automatically provision dedicated IP addresses, select the Allocate
exclusive IP addresses to resetleeck box and specify the number of IP addresses that
should be taken from your IP range and assigned to the reseller.

Sitebuilder supparfo allow the reseller to create and manage Web sites using
Sitebuilder, select the Create a corresponding user account in Sitebuitshaak box.

Click OKto complete creation of a template.

During setup of a new reseller account, you will select the required template and the
account will be created and allocated the resources you defined.

To create a client account template:

Go to Clients> Client Account TemplatesCreate Client Accouhemplate

A

Specify the following settings:

Template namé&pecify a name for this template. During setup of a new user account,
you will be prompted to select the required template by its name. Therefore, we
recommend that you choose a meaningful name that corresponds to one of your
hosting plans or describes the amount of allotted resources. For example, Shared
hosting user account, 5GB disk space, 10 domains

Make this template available to other usskect this option if you want your customers
to be able to use this template.

Access to control panebpecify whether the customer will be able to access the control
panel for managing their account and sites.

Domain creatiorSpecify whether the customer will be able to set up hosting accounts
for new sites.

Physical hosting managemefpecify whether the customer will be able to set up
hosting accounts, modify hosting account features and switch on or off support for
programming and scripting languages.

Hosting performance managem@&pecify whether the customer will be able to limit
bandwidth usage and number of connections to his or her Web sites.

Management of shell access to sefaeailable only for Linux hosting) or Systemaccess
managemer(available only for Windows hosting). Specify whether the customer will be
able to upload securely Web content to the server through a Secure Socket Shell or
Remote Desktop connection, however, allowing access to the server also poses a
potential threat to the server security.
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Hard disk quota assignmeB8pecify whether the customer will be able to assign hard
guotas on disk space for his or her own web sites and for web sites of his or her
customers.

Subdomains manageme8pecify whether the customer will be able to set up additional
sites under his or her domains and allow his or her customers to do so.

Domain aliases managemespecify whether the customer will be able to set up
additional alternative domain names for his or her web sites and allow his or her users
to do so.

Log rotation managemepecify whether the customer will be able to adjust the
cleanup and recycling of processed log files for his or her sites.

Anonymous FTP managem@ecify whether the customer will be able to have an FTP
directory where all users could download and upload files without the need to enter
login and password. A web site should reside on a dedicated IP address in order to
use anonymous FTP service.

FTP accounts managemémtailable only for Windows hosting). Specify whether the
customer will be able to create and manage additional FTP accounts.

Scheduler manageme®pecify whether the customer will be able to schedule tasks in
the system. Scheduled tasks can be used for running scripts or utilities on schedule.

Limits adjustmentSpecify whether the customer will be able to adjust resource
allotments for his or her account and sites. This option must be selected if the
customer should be able to set up new Web sites.

DNS zone managemémailable only for Linux hosting). Specify whether the customer
will be able to manage the DNS zones of his or her domains.

Java applications managemespecify whether the customer will be able to install Java
applications and applets on web sites through the control panel.

Mailing lists managemefipecify whether the customer will be able to use mailing lists
provided by the GNU Mailman software.

Spam filter managemeBipecify whether the customer will be able to use
SpamAssassin spam filter and customize filtering settings.

Antivirus managemerpecify whether the customer will be able to use server-side
antivirus protection for filtering incoming and outgoing mail.

Ability to use remote XML interfa8pecify whether the customer will be able to remotely
manage his or her Web sites through custom applications. The XML interface can be
used for developing custom applications integrated with Web sites, which could be
used, for instance, for automating setup of hosting accounts and provisioning of
services for customers purchasing hosting services from a site. To learn more about
using Parallels Plesk Panel's XML interface (also referred to as Parallels Plesk Panel
API RPC), refer to the documents:
http://downloadl.parallels.com/Plesk/Plesk9.0/Doc/en-US/plesk-9.0-api-rpc-
guide/index.htm and http://download1.parallels.com/Plesk/Plesk9.0/Doc/en-US/plesk-
9.0-api-rpc/index.htm.

Abilityto use SitebuildeSpecify whether the customer will be able to use Sitebuilder for
creating and editing his or her Web sites.

IIS application pool managem@wailable only for Windows hosting). Specify whether
the customer will be able to manage his or her 1S application pool.
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Web statistics manageme8pecify whether the customer will be able to manage Web
statistics for his or her Web sites.

Additional write/modify permissions manageifasailable only for Windows hosting).
Specify whether the customer will be able to manage additional write/modify
permissions for their domains. These permissions are required if customer's Web
applications are using a file-based database (like Jet) located in the root of httpdocs
or httpsdocs  folders. Please note that selecting this option might seriously
compromise the Web site security.

Shared SSL managemé@tailable only for Windows hosting). Specify whether the
customer will be able to manage shared SSL for their domains.

Home page managemeBpecify whether the customer will be able to customize his or
her Home page.

Ability to select a database senf&pecify whether the customer will be able to select a
database server of each type for creating his or her databases, not only use the
default database server.

Allow backing up and restoring data and 8pecify whether the customer will be able to
use the control panel's facilities to back up and restore his or her sites. To allow
storing backup files on the server, select the Server repositorgheck box. To allow the
customer to use an arbitrary FTP server for storing backups, select the Personal FTP
repositorycheck box.

Overuse policySpecify what should be done to the client account and account owner's
Web sites when disk space and traffic limits are exceeded: To suspend client account
and block the Web sites select the Overuse is not allowexbtion. To allow the Web sites
to operate, select the Overusds allowedbption.

Domains Specify the total number of domain names (Web sites) your customer will be
able to host on the server. This includes Web sites hosted on this server, and domain
forwarders that point to Web sites hosted on other servers. Domain aliases (additional
domain names for a site hosted on this server) and subdomains are counted
separately and are not limited by this resource type.

SubdomainsSpecify the total number of subdomains that the customer will be able to
host.

Domain aliasesSpecify the total number of additional alternative domain names that
the customer will be able to use for his or her Web sites.

Disk spaceSpecify the total amount of disk space in megabytes that is allocated to the
customer. It includes disk space occupied by all files related to user's domains (Web
sites): Web site contents, databases, applications, mailboxes, log files and backup
files.

Traffic Specify the amount of data in megabytes that can be transferred from the
customer's Web sites during a month.

Web usersSpecify the total number of personal Web pages that your customer can
host for other users under his or her domains. This service is mostly used in
educational institutions that host non-commercial personal pages of their students and
staff. These pages usually have Web addresses like http://your-
domain.com/~username. See the Hosting Personal Web Pages (on page 225) section
for details.

Databasegavailable only for Linux hosting). Specify the total number of databases that
the customer can host on the server.
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MySQL databaséavailable only for Windows hosting). Specify the maximum number
of MySQL databases respectively that the customer can create on his or her domains.

MailboxesSpecify the total number of mailboxes that the customer can host on the
server.

Mailbox quotaSpecify the amount of disk space in kilobytes that is allocated for storing
e-mail messages and autoresponder attachment files to each mailbox in a domain.

Mail redirectsSpecify the total number of mail forwarders that the customer can set up.

Autorespondes. Specify the total number of automatic responses that the customer
can set up.

Mail groupsSpecify the total number of mail groups that the customer can set up.

Mailing lists Specify the total number of mailing lists that you customer can host on the
server. To provide users with mailing lists, you should install the GNU Mailman
software.

Java applicationsSpecify the total number of Java applications or applets that can be
hosted on the server.

MySQL databases quatad Microsoft SQL databasqgota(available only for Windows
hosting). Specify the maximum disk space amount in megabytes that MySQL and
Microsoft SQL Server databases respectively can occupy on a domains belonging to
the customer.

FrontPage accounfavailable only for Windows hosting). Specify the maximum number
of additional Microsoft FrontPage accounts that the customer can create on his or her
domains.

FTP account&vailable only for Windows hosting). Specify the maximum number of
additional FTP accounts that the customer can create on his or her domains.

Microsoft SQL Server databagagilable only for Windows hosting). Specify the
maximum number of Microsoft SQL Server databases respectively that the customer
can create on his or her domains.

Total mailboxes quofavailable only for Windows hosting). Specify the total amount of
disk space in megabytes available for all mailboxes on all domains belonging to the
customer.

IIS applications quotavailable only for Windows hosting). Specify the total number of
dedicated IS application pools that the customer can allocate between his or her
domains.

Shared SSL linKgvailable only for Windows hosting). Specify the total number of
shared SSL links that the customer can use on his or her domains.

ODBC connectiorfavailable only for Windows hosting). Specify the total number of
ODBC connections that the customer can use on his or her domains.

ColdFusion DSN connectidasailable only for Windows hosting). Specify the total
number of ColdFusion DSN connections that the customer can use on his or her
domains.
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Expiration dateSpecify the term for a hosting account. At the end of the term, all
customer's domains (Web sites) will be suspended, their Web, FTP and mail services
will no longer be accessible to the Internet users, and the user will not be able to log in
to the control panel. Accounts cannot be automatically renewed, therefore, in order to
bring the hosted domain names (Web sites) back to operation, you will need to
manually renew the user account: Click the Clientsshortcut in the navigation pane,
click the client name you need, click the Resource Usageon, specify another term,
click OK then click the Unsuspendhortcut.

IP addressesSpecify the shared IP addresses that you wish to allocate to the
customer. If you wish to automatically provision dedicated IP addresses, select the
Allocate exclusive IP addresses to the dtibatk box and specify the number of IP
addresses that should be taken from your IP range and assigned to the customer.

Sitebuilder supparfo allow the customer to create and manage Web sites using
Sitebuilder, select the Create a corresponding user account in Sitebuwitaak box.

Click OKto complete creation of a template.

During setup of a new user account, you will select the required template and the account
will be created and allocated the resources you defined.

To modify a template:

Click the Clientsshortcut in the navigation pane.
Click the Client Templatei€on in the Toolsgroup.
Click the template name you need.

Modify the settings as required and click OK

Note that modifying templates does not affect the existing user accounts that were
created by these templates.

To remove a template that you no longer need:

Click the Clientsshortcut in the navigation pane.

Click the Client Templatei€on in the Toolsgroup.

Select a check box corresponding to the template you no longer need.
Click Remove Confirm removal and click OK
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Simplifying Setup of Domains and Web Sites

Before you start hosting Web sites, you should create hosting configuration presets, referred
to as domain templates. The templates cover all resource usage allotments, permissions and
resource limits that you can define for a hosting account, plus mail bounce and Web statistics
retention settings. There is a predefined domain template available from the control panel:
You can modify it as required and use it, or you can create your own templates. The default
template cannot be removed.

To create a domain template:
Go to Domains> Domain Templates Create Domain Template
2 Specify the following settings:

A Template nam&pecify a name for this template. During setup of a new hosting
account, you will be prompted to select the required template by its name. Therefore,
we recommend that you choose a meaningful name that corresponds to one of your
hosting plans or describes the amount of allotted resources. For example, Mail hosting,
5GB disk space, 500 mailboxes

A Availability to other user you want your customers to be able to use this template,
select the check box Make this tenate available to other users

A Mail to nonexistent useBpecify the domain-wide mail bounce options: When somebody
sends an e-mail message to an e-mail address that does not exist under your domain,
the mail server on your domain accepts mails, processes it, and when it finds out that
there is no such a recipient under your domain, it returns the mail back to sender with
the Athis address no | onger accepts mail 0 not

A change the default notice if you do not like it (leave the Bouncewith messageption
selected and type another message into the input box),

A forward undelivered mail to another e-mail address (select the Forward to address
option and specify the e-mail address you need), or

A reject mail without accepting it (select the Discardoption). This setting can
decrease mail server load caused by a large amount of spam, which is often
directed at randomly generated user names. However, for spammers this can
somewhat speed up scanning your mail server for valid e-mail addresses.

A forward to external mail server (available only for Windows hosting). With this
setting, all mail addressed to nonexistent users will be forwarded to the specified
external mail server.

A WebmailSpecify whether the users of mailboxes in this domain should be able to read
their mail through a browser based webmail application, and select the application
that should be used.

A Overuse policySpecify what should be done to the site when disk space and traffic
limits are exceeded: To block the site, select the Oveuse is not allowedption. To allow
the site to operate, select the Overuseds allowedption.

A SubdomainsSpecify the number of subdomains that can be hosted under this domain.

A Domain aliasesSpecify the total number of additional alternative domain names that
the site owner will be able to use for his or her Web site.
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Disk spaceSpecify the total amount of disk space allocated to a hosting account
associated with the domain. This amount is measured in megabytes. It includes disk
space occupied by all files related to the domain/Web site: Web site contents,
databases, applications, mailboxes, log files and backup files.

Traffic Specify the amount of data in megabytes that can be transferred from the Web
site during a month.

Web usersSpecify the number of personal Web pages that the domain owner can host
for other users under his or her domain. This service is mostly used in educational
institutions that host non-commercial personal pages of their students and staff.
These pages usually have web addresses like http://your-domain.com/~username.
See the Hosting Personal Web Pages (on page 225) section for details.

Databasegavailable only for Linux hosting). Specify the number of databases that can
be hosted in a domain.

MySQL databaséavailable only for Windows hosting). Specify the number of
databases that can be hosted in a domain.

MailboxesSpecify the number of mailboxes that can be hosted in a domain.

Mailbox quotaSpecify the amount of disk space in kilobytes that is allocated for storing
e-mail messages and autoresponder attachment files to each mailbox in a domain.

Mail redirectsSpecify the number of mail forwarders that can be used in a domain.
Mail groupsSpecify the number of mail groups that can be hosted in a domain.

AutorespondersSpecify the number of automatic responses that can be set up in a
domain.

Mailing lists Specify the number of mailing lists that the domain owner can run in a
domain. The mailing lists are served by the GNU Mailman software, which may or
may not be installed on the server. If it is not installed and your customers would like
to use it, you may want to to install it. To allow the use of mailing lists, you should also
put a check mark into the Mailing listscheck box under the Preferences group.

Java applicationsSpecify the maximum number of Java applications or applets that the
domain owner can install under a domain.

MySQL databases quatad Microsoft SQL databasggota(available only for Windows
hosting). Specify the maximum disk space amount in megabytes that MySQL and
Microsoft SQL Server databases respectively can occupy under a domain.

FrontPage accoungsnly for Windows hosting). Specify the maximum number of
additional Microsoft FrontPage accounts that can be created under a domain.

FTP account&@vailable only for Windows hosting). Specify the maximum number of
additional FTP accounts that can be created under a domain.

Microsoft SQL Server databategilable only for Windows hosting). Specify the
maximum number of Microsoft SQL Server databases that can be hosted under a
domain.

Total mailboxes quofavailable only for Windows hosting). Specify the total amount of
disk space in megabytes available for all mailboxes on all domains belonging to the
customer.

Shared SSL linKawvailable only for Windows hosting). Specify the total number of
shared SSL links that can be used under a domain.
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ODBC connectiorfavailable only for Windows hosting). Specify the total number of
ODBC connections that can be used under a domain.

ColdFusion DSN connectiqasailable only for Windows hosting). Specify the total
number of ColdFusion DSN connections that can be used under a domain.

Expiration dateSpecify the term for a hosting account. At the end of the term, the
domain (Web site) will be suspended, its Web, FTP and mail services will no longer
be accessible to the Internet users, and domain owner will not be able to log in to the
control panel. Hosting accounts cannot be automatically renewed, therefore, in order
to bring the hosted domain name/web site back to operation, you will need to
manually renew the hosting account: click the Domainsshortcut in the navigation pane,
click the domain name your need, click the Resource Usageon, specify another term
in the Expiration dateox, click OK then click the Unsuspendghortcut.

Log rotationAll connections to the Web server and requests for files that were not
found on the server are registered in log files. These log files are analyzed by the
statistical utilities running on the server, which then present graphical reports on
demand. If you need to view the contents of these raw log files for debugging
purposes, go to Domains domain name Log Managgeand then click the log file name
you need. To prevent these log files from growing too large, you should enable
automatic cleanup and recycling of log files:

A select the Switch orlog rotationcheck box,

A specify when to recycle log files,

A specify how many instances of each log file processed by Parallels Plesk Panel's
statistical utilities to store on the server,

A specify whether they should be compressed,

A specify whether they should be sent to an e-mail address after processing.

Web and traffic statistics retenti@pecify the number of months during which the Web
and bandwidth usage statistics should be kept on the server.

DNS Specify whether the DNS server on your Web host should act as a master
(primary) or slave (secondary) name server for the domain name zone. A primary
name server stores locally the zone file it serves, while a secondary server only
retrieves a copy of this file from the primary. You would normally leave the Master
option selected.

Physical hosting accourf you are going to host not only domain names (DNS zone
settings), but also Web sites, select the Physical hostingheck box and specify the
hosting features:

A Hard disk quotdn addition to the soft quota, you can specify the so-called hard
guota that will not allow writing more files to the web space when the limit is
reached. At attempt to write files, users will get "Out of disk space” error.
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SSL supportSecure Sockets Layer encryption is generally used for protecting
transfer of sensitive data during online transactions on e-commerce Web sites that
run on dedicated IP addresses. SSL certificates that participate in the encryption
process are usually applied to a single domain name on a single IP address,
therefore, each site that needs SSL protection must be hosted on a dedicated IP
address. An exception to this is subdomains, which you can protect with a wildcard
certificate. Installing an SSL certificate on a Web server that hosts several web
sites with different domain names on a single IP address (shared or name-based
hosting) is technically possible, however, it is not recommended: the encryption
will be provided, but users will get warning messages on attempt to connect to the
secure site. To allow SSL encryption for Web sites, select the SSL supportheck
box.

Use a single directory for housing SSLramdSSL contenfavailable only for Linux
hosting). By default, when users publish their sites through their FTP accounts,
they need to upload the Web content that should be accessible via secure
connections to the httpsdocs directory, and the content that should be accessible
via plain HTTP, to the httpdocs directory. For the convenience of publishing all
content through a single location i httpdocs directory, select the Use a single
directory for housing SSL and non-SSL content check box.

Create Web sitesing SitebuildefThis will enable the site owner to create and
manage a Web site using Sitebuilder.

Microsoft FrontPage suppailable only for Windows hosting). Microsoft
FrontPage is a popular Web site authoring tool. To enable users to publish and
modify their sites through Microsoft FrontPage, select the Microsoft FrontPage
supportand FrontPage over SSL suppadhneck boxes and set the Remote Microsoft
FrontPage authorirgption to allowed

Support for programming and scripting languages widely used in development of
dynamic Web sites and server-side Web applications. Specify which of the
following programming and scripting languages should be interpreted, executed or
otherwise processed by the Web server: Active Server Pages (ASP), Server Side
Includes (SSI), PHP hypertext preprocessor (PHP), Common Gateway Interface
(CGlI), Fast Common Gateway Interface (FastCGl), Perl, Python, ColdFusion, and
Miva scripting required for running Miva e-commerce solutions.

Web statisticsTo allow domain (Web site) owner to view the information on the
number of people visited his or her site and the pages of the site they viewed,
select the statistical package you need from the Web statisticenenu, and select the
accessible via password protected directory /gliegkvebstatheck box. This will install
the statistical software of your choice, which will generate reports and place them
into the password-protected directory. The domain/web site owner will then be
able to access Web statistics at the URL.: https://your-domain.com/plesk-
stat/webstat using his or her FTP account login and password.

Custom error document®/hen visitors coming to your site request pages that the
web server cannot find, the web server generates and displays a standard HTML
page with an error message. If you wish to create your own error pages and use
them on your server or allow your customers to do that, select the Custom error
documentsheck box.
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A Shell access to the server witfPFuser's credentiafavailable only for Linux hosting).
This allows a site owner to upload securely Web content to the server through a
Secure Socket Shell or Remote Desktop connection, however, allowing access to
the server also poses a potential threat to the server security, so we recommend
that you leave the Forbidderoption selected.

A Additional write/modify permissigiasailable only for Windows hosting). This option
is required if customer's web applications are using a file-based database (like Jet)
located in the root of httpdocs  or httpsdocs  folders. Please note that selecting
this option might seriously compromise the Web site security.

A Use dedicated podvailable only for Windows hosting). This option enables the use
of dedicated IIS application pool for Web applications on a domain. Using
dedicated IS application pool dramatically improves the stability of domain Web
applications due to worker process isolation mode. This mode gives each Web site
hosted on the server the possibility to allocate a separate process pool for
execution of its Web applications. This way, malfunction in one application will not
cause stopping of all the others. This is especially useful when you are using
shared hosting package.

A Maximum CPU ugavailable only for Windows hosting). To limit the amount of CPU
resources that domain's 1S application pool can use, clear the Unlimitedcheck box
and type in the number (in percents).

A PerformanceTo avoid excessive usage of bandwidth, which can lead to resources
overage, you can set various performance limitations for a domain.

A Maximum bandwidth usade limit the maximum speed (measured in kilobytes per
second) that a domain can share between all its connections, clear the Unlimited
check box and type in a number in kilobytes.

A Connections limitingo limit the maximum number of simultaneous connections to
a domain, clear the Unlimitedcheck box and type in a number.

Click OKto complete creation of a template.

During setup of a hosting account for a new domain (Web site), you will select the
required template and the hosting account will be created and allocated the resources
and hosting services you defined.

To reflect the changes in your domain templates that will apply to the newly created Web site
hosting accounts:
Go to Domains> Domain Templates

Click the template name corresponding to the domain template you want to
update.

Modify the settings as required and click OK
Note that modifying templates does not affect the existing domains and Web sites.

To remove a&mplate that you no longer need:

Go to Domains> Domain Templates

Select a check box corresponding to the template you no longer need.
Click Remove Confirm removal and click OK
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Prepackaging Applications Your Customers Can Use

You can install applications on the server and make them available to your customers for use
on their sites. You can add a new application to the application vault by uploading it to your
Parallels Plesk Panel server from your local storage or from the application catalog. The
application catalog is a publicly accessible Web site where independent software vendors
can publish their applications packaged according to the APS standard, and where you can
download published applications through Parallels Plesk Panel.

You can set usage rules for any Web application you add to the vault. You can make an
application available to all, or available only to selected users.

To view the information about the application packages you have in the vault:
Go to Home> Application Vault

All application packages stored in the vault are listed in the Web Application Packages
group.
There are two icons next to the application name. The left icon denotes the following:

@ - the application is shown in the list of applications available for installation.

- the application is hidden from the list of applications available for installation.
The icon in the right column denotes the Web application usage rules you defined:

2, . available to all; the application is automatically added to the application pools of all

users.

" - available only to selected users; the application can be added to a user's application
pool only by you.

The Userscolumn shows the number of users using the Web application.

2 To sort applications by category, select the category you need from the
menu located next to the search box.

To add a new application to the application vault by uploading it from your local storage:
Go to Home> Application Vault
Click Add Application from Local Storage

Click Browseand locate your application package in .rpm, .sh or .app.zip
format, then click OK

4 To automatically distribute the application to all resellers and clients with
unlimited amount of installations, select the Make application available tousérs
check box.

w N -

U To add new applications to the applicateurit by downloading them from the applications
catalog:

1 Go to Home> Application Vault
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Do any of the following:
A To download the first 50 most popular applications, click the 50 Most Populahortcut.

A To download other 50 applications considered most popular, click the Next 50 Most
Popularshortcut.

A To download all applications available from the APS catalog, click the All shortcut.

A To browse for applications and manually select the applications that you want to
download, click Add Applications from AP&t&logor Browse for applicationselect a
desired category or use the search to find a desired application; click Select for addition

To automatically distribute the selected application to all resellers and
clients with unlimited amount of installations, select the Make selected
applications available to all usefseck box.

Click Add to Vault

You are taken back to the Application Vaulage, where you can see the information about

the applications addition progress.

To restrict the use of an applioatand to add it to application pools of selected customers:
Go to Home> Application Vault

Click the #% icon next to the application name.

Now the application was removed from application pools of all users, and you can
manually add this application to the pools of selected users, as described in the following
steps.

Go to Resellers> reseller's name Application Poobr to Clients> client's name>
Application Pool

Click Add an Application Paade to Client's Paol
Select a check box corresponding to the application you need and click OK

To make an application available to all users and to add it to application pools of all
customers:

Go to Home> Application Vault

Select check boxes corresponding to the applications you want to make
available to all customers and click % Make Selected Available to All Users

Now the applications were added to application pools of all resellers and clients.

To update an application package:
Go to Home> Application Vault
Click Check for Updates

To view available updates, search for an application or search within all
applications: in the Web Applicationgroup, click the Show Searckhortcut to
open the search area, select the Show updates onlyheck box, and click
Search

Click the View updates availadiek corresponding to the application you want
to update.
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Patches and new versions are displayed.
5 Click the desired version number.

The pop-up window with the selected version description opens.
6 Click Add to Vault

You are taken back to the Application Vaulpage, where you can see an information
message about scheduling applications and a progress message showing the
applications addition progress.

7 Go to Domains> domain name Web Applications
8 Click the corresponding shortcut in the Ucolumn.

9 Select the application version to which you want to upgrade, read the
terms of the license agreement, and then click Upgrade

10 Repeat the steps 3 to 6 for every domain/Web site hosted on your server,
or inform your customers (site owners) who use this application that they
can upgrade this application to the new version. To do so, they will need to
click the WebApplicationscon on their home pages in Parallels Plesk Panel,
and then click a corresponding shortcut in the U column.

U To remove from the application vault the applications that you do not want to provide to your
customers:

1 Go to Home> Application Vault

2 Select a check box corresponding to the application you want to remove
and click Remove

3 Confirm removal and click OK

The application distribution package was removed from the server application vault. Note
that the applications already installed on users' sites are not removed.

To switch to anotheapplication catalogue :

Go to Home> Application Vault

Click Preferences

Specify the catalog URL in the Catalog address field.

To make the catalog show you all actual versions, select the Show full list of
versions for every application retrieved fecamalogcheck box.

5 Click OK

A W NP C

If you need to install an application on a site, refer to the section Installing Applications (on
page 189).

Note: The following information applies only to Windows hosting.

Certain applications (for example, Counter-Strike Game Server) cannot be installed on
individual sites, operating on the server level instead.
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U To view the list of available sermgde applications:
1 Go to Home> Application Vault Server Applications
2 Click Add New Server Applicat

OR

Go to Home> Application Vault Server Applications Repository

To install a servevide application:
Go to Home> Application Vault Server Applications

2 To specify which application you wish to install, select a radio button
corresponding to the application of your choice.

3 Click & Install

4 Specify the installation preferences and other information that may be
required by the application (the requirements may vary among
applications). When finished, click Install

To remove a servaiide application:

Go to Home> Application Vault Server Applications
Select the corresponding check box and click Remove
Confirm the removal and click OK

w N R
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Predefining Content for New Web Sites

You can set your control panel to automatically include specific files and directories into Web
spaces created for newly hosted Web sites. This can be a set of useful scripts, custom error
messages, a placeholder index.html page, or any other files of your choice. These files can
then be replaced, edited or removed on a per-site basis.

U To set up the control panel so as to automatically include your Web content into Web
spaces:

1 On your local file system, create the required directories: httpdocs
httpsdocs , cgi - bin , anon_ftp , error_docs

2 Place the files you need into the directories you have created: Place Web
pages into httpdocs and httpsdocs directories, scripts to cgi - bin
directory, and custom error messages to error_docs directory.

3 Pack the directories and files into an archive file in tgz, tar, tar.gz, or zip
format.

Make sure that the directories are in the root of the archive file and not in a subdirectory.
4 Log in to your Parallels Plesk Panel.
5 Go to Home> Virtual Host Template
6 Click the Browsebutton to locate the archive file on your local computer,
select the file, and click the Send Filébutton.
0 To revert back to the original structure of Web server directories and files:
Go to Home> Virtual Host Template
2 Click the Defaultbutton.
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Predefining Default HerRage Settings for Your
Customers

You can specify what controls should be shown on your customers' home pages by default.
Your customers will be able to customize these preset home pages, only if they have the
Home page managemeetrmission.

To preset th default Home pages for your customers:
Go to Home> Interfacegroup title menu > Home Page Presets

2 Click the Home page preset name corresponding to the type of users, for
whom you want to predefine the home page settings:

A Default Administrator Home Pagecustomize your Home page.

A Default Client Home Pag@ customize the default Home page for Parallels Plesk Panel
clients.

A Default Domain Owner Home Psmeustomize the default Home page for Parallels
Plesk Panel domain owners.

A Default Reseller HorRage to customize the default Home page for Parallels Plesk
Panel resellers.

3 Specify what account information and statistics should be shown on the
Home page by selecting the corresponding items check boxes.

4 Specify what actions should be shown on the Home page. The Selected
actionslists show the tasks for which shortcuts are already placed on the
Home page. The Available actioniists show the tasks for which you do not
yet have shortcuts on your Home page.

A To add a shortcut to the Home page, select the required tasks in the Available actions
list and click Add >>

A To remove a shortcut from the Home page, select the task that you do not need in the
Selected actionst and click << Remove

5 Specify what actions should be shown in the drop-down menus on the
Home page by selecting the corresponding check boxes.

6 Click OK
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Managing User Accounts

The following types of user accounts can be created for users in Parallels Plesk Panel:
A Reseller accounts. These accounts are created for the customers who need to resell
hosting services and host their own Web sites.

A Client accounts. These accounts are created for the customers who do not need to resell
hosting services, but need to host Web sites.

A Domain administrator accounts. These accounts can be created to allow access to the
control panel for site administrators. One domain administrator account per one site.

A E-mail user accounts. These accounts can be created to allow access to the control
panel for e-mail users.

In this section:

AddING USEI ACCOUNES ... 144
MOdifying USEIr ACCOUNLS ......coeiiiiiiiiiieeeeee e 153
Converting Reseller Accounts into Client ACCOUNTS..........ceevviviiiiiienieeeee e, 157
Converting Client Accounts into Reseller ACCOUNtS.........coovvviveiiiiiinieeeeeeeiiiiinnn, 157
Converting Domain Administrator Accounts into Client Accounts............c......... 158
Viewing Account Balance Reports in the Billing System.............oooooiiiiiieennenn. 158
Suspending and Unsuspending User ACCOUNES .........ccoeeeeeeiiiieiiiiieeieeeeeeeeeniinnnn. 159
RemMOVING USEr ACCOUNIES.......ccoiiiiiiiiiiiieee e 159

Adding User Accounts

This section focuses on creating reseller accounts that you will create for resellers, and client
accounts that you will create for end users of Web hosting services.

If you need to create a domain administrator's account, see the section Setting Up Hosting
Account for a Web Site (on page 161).

If you need to create an e-mail user account, see the section Creating Mailboxes (on page
242).

In this section:

Adding Reseller Accounts for Hosting Resellers..........cooooiiiiiiiiiieeee 145
Adding Client Accounts for End Users of Hosting Services .........cccccccvvuceieeeee.n. 149
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Adding Reseller Accounts for Hosting Resellers

To accommodate a new reseller:
Go to Home> Accountsgroup title menu > Create Redler Account

2 Specify the contact and billing information. Contact name, login name and
password are mandatory fields.

3 If you have predefined user account templates, you can select the
template you need from the Select templatenenu.

4 If the Sitebuilder Web site creation and management service is installed on
the server, leave the Create a corresponding user account in Sitebwaitosrk box
selected.

5 Click Next >>
6 Specify the following settings:

A Overuse and oversellingpecify whether the reseller will be able to sell more resources
to the customers than his or her hosting plan actually provides. Overselling is a
marketing strategy based on the following scheme: a reseller, who was allotted, for
example, ten gigabytes of disk space, allocates five gigabytes of disk space for each
of his or her customers, assuming that none of them will actually use all of their
all ocated di sk space. When the amount of di sk
exceeds resellerds disk space Ia)ltlioahingsecant (t en
happen depending on the overuse policy selected for this reseller account. If overuse
is allowed for this reseller, then the reseller will have to pay overage charges and
upgrade his or her hosting account to accommodate the increased needs of his or her
customers. If overuseis not allowed for this reseller, all Web sites and user accounts of
this reseller's customers will be suspended which can lead to customer dissatisfaction
and complaints since customers did not actually exceed their own limits. Due to this, it
is not generally recommended to allow overselling for reseller accounts. If you want to
allow overselling for a reseller account, it is recommended to also allow overuse for
this account..

A Disk spaceSpecify the total amount of disk space in megabytes that is allocated to the
reseller. It includes disk space occupied by all files related to user accounts and sites:
Web site contents, databases, applications, mailboxes, log files and backup files.

A Traffic Specify the total amount of data in megabytes that can be transferred from the
reseller's Web sites during a month.

A Clients Specify the total number of user accounts that the reseller can create for his or
her customers.

A DomainsSpecify the total number of domain names (Web sites) that the reseller will
be able to host on the server. This includes Web sites hosted on this server, and
domain forwarders that point to Web sites hosted on other servers. Domain aliases
(additional domain names for a site hosted on this server) and subdomains are
counted separately and are not limited by this resource type.

A SubdomainsSpecify the total number of subdomains that the reseller will be able to
host.

A Domain aliasesSpecify the total number of additional alternative domain names that
the reseller will be able to use for his or her Web sites.
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Web usersSpecify the total number of personal Web pages that the reseller can host
for other users under his or her domains. This service is mostly used in educational
institutions that host non-commercial personal pages of their students and staff.
These pages usually have Web addresses like http://your-domain.com/~username.
See the Hosting Personal Web Pages section for details.

FrontPage accousitavailable only for Windows hosting). Specify the maximum number
of additional Microsoft FrontPage accounts that the reseller can create under his or
her domains.

FTP account&vailable only for Windows hosting). Specify the maximum number of
additional FTP accounts that the reseller can create on his or her domains.

MailboxesSpecify the total number of mailboxes that the reseller can host on the
server.

Mailbox quotaSpecify the amount of disk space in kilobytes that is allocated for storing
e-mail messages and autoresponder attachment files to each mailbox in a domain.

Mail redirectsSpecify the total number of mail forwarders that the reseller can set up.
Mail groupsSpecify the total number of mail groups that the reseller can set up.

Autorespondrs. Specify the total number of automatic responses that the reseller can
set up.

Mailing lists Specify the total number of mailing lists that the reseller can host on the
server.

Total mailboxes guofavailable only for Windows hosting). Specify the total amount of
disk space in megabytes available for all mailboxes on all domains belonging to the
customer.

Databasegavailable only for Linux hosting). Specify the total number of databases that
the customer can host on the server.

MySQL databases quatad Microsoft SQL databasggota(available only for Windows
hosting). Specify the maximum disk space amount in megabytes that MySQL and
Microsoft SQL Server databases respectively can occupy under domains belonging to
the reseller.

MySQL databasesd Microsoft SQL server databagasailable only for Windows
hosting). Specify the maximum number of MySQL and Microsoft SQL Server
databases respectively that the reseller can create under his or her domains.

ODBC connectiorfavailable only for Windows hosting). Specify the total number of
ODBC connections that the reseller can use on his or her domains.

ColdFusion DSN connectidasailable only for Windows hosting). Specify the total
number of ColdFusion DSN connections that the reseller can use on his or her
domains.

Java applicationsSpecify the total number of Java applications or applets that can be
hosted on the server.

IIS application poo{gavailable only for Windows hosting). Specify the total number of
dedicated IS application pools that the reseller can allocate between his or her
domains.

Shared SSL linKawvailable only for Windows hosting). Specify the total number of
shared SSL links that the reseller can use on his or her domains.
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Expiration dateSpecify the term for a hosting account. At the end of the term, all
reseller's sites and sites of the reseller's customers will be suspended, their Web, FTP
and mail services will no longer be accessible to the Internet users, and the users will
not be able to log in to the control panel. Accounts cannot be automatically renewed,
therefore, in order to bring the hosted domain names (Web sites) back to operation,
you will need to manually renew the user account: go to Resellers »eseller's name
Resource Limitspecify another term in the Expiratim datebox, click OK then click the
Switch Oncon in the Toolsgroup (Resellers>reseller's nanje

Click Next >>

Grant the required permissions to the reseller (if you created this user
account without using a reseller account template):

A

A

Access to catmol panel Select this to allow the reseller to access the control panel for
managing his or her account, users accounts, and sites.

Client account creatioBelect this to allow the reseller to create user accounts.

Domain creatioand Physical hosting anagementSelect these two options to allow the
reseller to set up hosting accounts for new sites, modify hosting account features and
switch on or off support for programming and scripting languages.

Hosting performance managem@&muecify whether the reseller will be able to limit
bandwidth usage and number of connections to his or her Web sites.

PHP safe mode managen{entilable only for Linux hosting). Specify whether the
reseller will be able to switch the PHP safe mode off for his or her sites. By default,
PHP is configured to operate in safe mode with functional restrictions. To learn more
about PHP safe mode, refer to http:/php.net/features.safe-mode. Some Web
applications may not work properly with safe mode enabled: If an application on a site
fails due to safe mode, switch the safe mode off by clearing the PHP 'safe_mode' on
check box in the hosting account properties (Domains> domain name Web Hosting
Settings.

Management of shell accegserver(available only for Linux hosting) or Systemaccess
managemer(available only for Windows hosting). Specify whether the reseller will be
able to access the server shell through Secure Shell or Remote Desktop protocols,
however, allowing access to the server also poses a potential threat to the server
security.

Hard disk quota assignmeBpecify whether the reseller will be able to assign hard
guotas on disk space for his or her own Web sites and for Web sites of his or her
customers.

Subdomains anagemeniSpecify whether the reseller will be able to set up additional
sites under his or her domains and allow his or her customers to do so.

Domain aliases managemespecify whether the reseller will be able to set up additional
alternative domain names for his or her Web sites and allow his or her users to do so.

Log rotation managemepecify whether the reseller will be able to adjust the cleanup
and recycling of processed log files for his or her sites.

Anonymous FTP managem@&ecify whether the reseller will be able to have an FTP
directory where all users could download and upload files without the need to enter
login and password. A web site should reside on a dedicated IP address in order to
use anonymous FTP service.

FTP accounts managent(only for Windows hosting). Specify whether the reseller will
be able to manage additional FTP accounts for Web sites.
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Scheduler manageme®pecify whether the reseller will be able to schedule tasks in the
system. Scheduled tasks can be used for running scripts or utilities on schedule.

Limits adjustmentimits adjustment. Specify whether the reseller will be able to adjust
resource allotments for his or her Web sites and user accounts. You must select this
option, otherwise the reseller will be able to set up new user accounts and Web sites
only by means of user account and domain templates predefined by the server
administrator.

DNS zone managemeBpecify whether the reseller will be able to manage the DNS
zones of his or her domains.

Java appliations managemerpecify whether the reseller will be able to install Java
applications and applets on Web sites through the control panel.

Mailing lists managemefipecify whether the customer will be able to use mailing lists
provided by the GNU Mailman software.

Spam filter managemeB®pecify whether the reseller will be able to use SpamAssassin
spam filter and customize filtering settings.

Antivirus managemerpecify whether the reseller will be able to use server-side
antivirus protection for filtering incoming and outgoing mail.

Ability to use remote XML interfa8pecify whether the reseller will be able to remotely
manage his or her Web sites through custom applications. The XML interface can be
used for developing custom applications integrated with Web sites, which could be
used, for instance, for automating setup of hosting accounts and provisioning of
services for customers purchasing hosting services from a site. To learn more about
using Parallels Plesk Panel's XML interface (also referred to as Parallels Plesk Panel
API RPC), refer to the documents:
http://downloadl.parallels.com/Plesk/Plesk9.0/Doc/en-US/plesk-9.0-api-rpc-
guide/index.htm and http://downloadl.parallels.com/Plesk/Plesk9.0/Doc/en-US/plesk-
9.0-api-rpc/index.htm.

Ability to use SitebuildeBpecify whether the reseller will be able to use Sitebuilder for
creating and editing his or her Web sites.

IIS application pool managem@wailable only for Windows hosting). Specify whether
the reseller will be able to manage his or her 1IS application pool.

Web statistics manageme8pecify whether the reseller will be able to manage Web
statistics for his or her Web sites.

Additional write/modify permissions manageifamailable only for Windows hosting).
Specify whether the reseller will be able to manage additional write/modify
permissions for their domains. These permissions are required if customer's Web
applications are using a file-based database (like Jet) located in the root of httpdocs
or httpsdocs  folders. Please note that selecting this option might seriously
compromise the Web site security.

Shared SSL managemétailable only for Windows hosting). Specify whether the
reseller will be able to manage shared SSL for his or her Web sites.

Home page managemeBpecify whether the reseller will be able to customize his or
her Home page.

Ability to select a database sengpecify whether the reseller will be able to select a
database server of each type for creating his or her databases, not only use the
default database server.


http://download1.parallels.com/Plesk/Plesk9.0/Doc/en-US/plesk-9.0-api-rpc-guide/index.htm
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http://download1.parallels.com/Plesk/Plesk9.0/Doc/en-US/plesk-9.0-api-rpc/index.htm

Serving Your Customers 149

A Allow backing up and restoring data and 8gecify whether the reseller will be able to
use the control panel's facilities to back up and restore his or her sites. To allow
storing backup files on the server, select the Server repositorgheck box. To allow the
reseller to use an arbitrary FTP server for storing backups, select the Personal FTP
repositorycheck box.

9 Click Next >>
10 Allocate IP addresses to the user: select IP addresses and click Add >>
11 Click Finish

You can now send the URL to control panel and login credentials to the reseller.

Addirg Client Accounts for End Users of Hosting Services

To accommodate a new Web hosting service customer:

To sign up your own customer, go to Home> Accountsgroup title menu >
Create Client Accourifo sign up a reseller's customer, go to Resellers>
reselle's name> Clientsgroup title menu > Create Client Account

2 Specify the contact and billing information. Contact name, login name and
password are mandatory fields.

3 If you have predefined user account templates, you can select the
template you need from the Select templatmenu.

4 If the Sitebuilder Web site creation and management service is installed on
the server, leave the Create a corresponding user account in Sitebwaitcsrk box
selected.

5 Click Next >>
6 Specify the following settings:

A Overuse polic Specify what should be done when disk space and monthly bandwidth
(traffic) allotments are exceeded. We recommend setting this option to Overuse is
allowed Otherwise, the user account and user's sites will be blocked when the
resource limits are exceeded.

A Disk spaceSpecify the total amount of disk space in megabytes that is allocated to the
customer. It includes disk space occupied by all files related to user's domains (Web
sites): Web site contents, databases, applications, mailboxes, log files and backup
files.

A Traffic Specify the amount of data in megabytes that can be transferred from the
customer's Web sites during a month.

A DomainsSpecify the total number of domain names (Web sites) your customer will be
able to host on the server. This includes Web sites hosted on this server, and domain
forwarders that point to Web sites hosted on other servers. Domain aliases (additional
domain names for a site hosted on this server) and subdomains are counted
separately and are not limited by this resource type.

A SubdomainsSpecify the total number of subdomains that the customer will be able to
host.

A Domain aliasesSpecify the total number of additional alternative domain names that
the customer will be able to use for his or her Web sites.
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Web usersSpecify the total number of personal Web pages that your customer can
host for other users under his or her domains. This service is mostly used in
educational institutions that host non-commercial personal pages of their students and
staff. These pages usually have web addresses like http://your-
domain.com/~username. See the Hosting Personal Web Pages section for details.

FrontPage accounfavailable only for Windows hosting). Specify the maximum number
of additional Microsoft FrontPage accounts that the customer can create on his or her
domains.

FTP account&vailable only for Windows hosting). Specify the maximum number of
additional FTP accounts that the customer can create on his or her domains.

MailboxesSpecify the total number of mailboxes that the customer can host on the
server.

Mailbox quotaSpecify the amount of disk space in kilobytes that is allocated for storing
e-mail messages and autoresponder attachment files to each mailbox in a domain.

Mailredirects Specify the total number of mail forwarders to a single recipient that the
customer can set up.

Mail groupsSpecify the total number of mail forwarders to multiple recipients that the
customer can set up.

AutorespondersSpecify the total number of automatic responses that the customer
can set up.

Mailing lists Specify the total number of mailing lists that you customer can host on the
server. To provide users with mailing lists, you should install the GNU Mailman
software.

Total mailboxes @ta(available only for Windows hosting). Specify the total amount of
disk space in megabytes available for all mailboxes on all domains belonging to the
customer.

Databasegavailable only for Linux hosting). Specify the total number of databases that
the customer can host on the server.

MySQL databasesd Microsoft SQL server databaéegilable only for Windows
hosting). Specify the maximum number of MySQL and Microsoft SQL Server
databases respectively that the customer can host under his or her domains.

MySQL databases quatiad Microsoft SQL databasggota(available only for Windows
hosting). Specify the maximum disk space amount in megabytes that MySQL and
Microsoft SQL Server databases respectively can occupy on a domains belonging to
the customer.

ODBC connectiorfavailable only for Windows hosting). Specify the total number of
ODBC connections that the customer can use on his or her domains.

ColdFusion DSN connectidasailable only for Windows hosting). Specify the total
number of ColdFusion DSN connections that the customer can use on his or her
domains.

Java applicationsSpecify the total number of Java applications or applets that can be
hosted on the server.

IIS application poolavailable only for Windows hosting). Specify the total number of
dedicated IS application pools that the customer can allocate among his or her
domains.
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A Shared SSL linKavailable only for Windows hosting). Specify the total number of
shared SSL links that the customer can use on his or her domains.

A Expiratiordate Specify the term for the hosting account. At the end of the term, all
domains (Web sites) of the user will be suspended, their Web, FTP and mail services
will no longer be accessible to the Internet users, and the user will not be able to log in
to the control panel. Accounts cannot be automatically renewed, therefore, in order to
bring the hosted domain names (Web sites) back to operation, you will need to
manually renew the user account: go to Clients> client name> Resource Usagspecify
another term in the Expiration dat&ox, click OK then click the Unsuspendghortcut.

Click Next >>

Grant the required permissions to the customer (if you created this user
account without using an account template):

A Access to control panebpecify whether the customer will be able to access the control
panel for managing his or her account and sites.

A Domain creatiorSpecify whether the customer will be able to set up hosting accounts
for new sites.

A Physical hosting manageme&pecify whether the customer will be able to set up
hosting accounts, modify hosting account features and switch on or off support for
programming and scripting languages.

A Hosting performance managem&mecify whether the customer will be able to limit
bandwidth usage and number of connections to his or her Web sites.

A PHP safe mode managen{entilable only for Linux hosting). Specify whether the
customer will be able to switch the PHP safe mode off for his or her sites. By default,
PHP is configured to operate in safe mode with functional restrictions. To learn more
about PHP safe mode, refer to http://php.net/features.safe-mode. Some web
applications may not work properly with safe mode enabled: If an application on a site
fails due to safe mode, switch the safe mode off by clearing the PHP 'safe_mode' on
check box in the hosting account properties (Domains> domain name Web Hosting
Settings.

A Management of shell access to sefaeailable only for Linux hosting) or Systemaccess
maragementavailable only for Windows hosting). Specify whether the customer will be
able to access the server shell through Secure Shell or Remote Desktop protocols,
however, allowing access to the server also poses a potential threat to the server
security.

A Hard disk quota assignmeBpecify whether the customer will be able to assign hard
guotas on disk space for his or her Web sites.

A Subdomains manageme8pecify whether the customer will be able to set up additional
sites under his or her domains.

A Domin aliases manageme®pecify whether the customer will be able to set up
additional alternative domain names for his or her Web sites.

A Log rotation manageme@pecify whether the customer will be able to adjust the
cleanup and recycling of processed log files for his or her sites.

A Anonymous FTP managemerecify whether the customer will be able to have an FTP
directory where all users could download and upload files without the need to enter
login and password. A Web site should reside on a dedicated IP address in order to
use anonymous FTP service.


http://php.net/features.safe-mode
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FTP accounts managemgmtailable only for Windows hosting). Specify whether the
customer will be able to create and manage additional FTP accounts.

Scheduler managemepecify whether the customer will be able to schedule tasks in
the system. Scheduled tasks can be used for running scripts or utilities on schedule.

Limits adjustmenSpecify whether the customer will be able to change resource
allotments for his or her own account and sites.

DNS zone magementSpecify whether the customer will be able to manage the DNS
zones of his or her domains.

Java applications managemespecify whether the customer will be able to install Java
applications and applets on web sites through the control panel.

Mailhg lists managemerpecify whether the customer will be able to use mailing lists.

Spam filter managemeBpecify whether the customer will be able to use spam filter
provided by the SpamAssassin software.

Antivirus managemerpecify whether the customer will be able to use server-side
antivirus protection for filtering incoming and outgoing mail.

Data backup and restore functioBpecify whether the customer will be able to use the
control panel's facilities to back up and restore his or her sites. For Linux hosting
accounts, you also need to select the following check boxes: To allow storing backup
files on the server, select the local repositorgheck box, to allow the customer to use
an arbitrary FTP server for storing backups, select the remote (FP) repositorgheck
box.

Ability to use remote XML interfa8pecify whether the customer will be able to remotely
manage his or her Web sites through custom applications. The XML interface can be
used for developing custom applications integrated with Web sites, which could be
used, for instance, for automating setup of hosting accounts and provisioning of
services for customers purchasing hosting services from a site. To learn more about
using Parallels Plesk Panel's XML interface (also referred to as Parallels Plesk Panel
API RPC), refer to the documents:
http://downloadl.parallels.com/Plesk/Plesk9.0/Doc/en-US/plesk-9.0-api-rpc-
guide/index.htm and http://downloadl.parallels.com/Plesk/Plesk9.0/Doc/en-US/plesk-
9.0-api-rpc/index.htm.

Ability to use SitebuildeBpecify whether the customer will be able to use Sitebuilder for
creating and editing his or her Web site.

IIS application pool managem@wailable only for Windows hosting). Specify whether
the customer will be able to manage his or her IS application pool.

Web statistics manageme8pecify whether the customer will be able to manage Web
statistics for his or her domains.

Additional write/modify permissions manageifaailable only for Windows hosting).
Specify whether the customer will be able to manage additional write/modify
permissions for his or her domains. These permissions are required if customer's Web
applications are using a file-based database (like Jet) located in the root of httpdocs
or httpsdocs  folders. Please note that selecting this option might seriously
compromise the Web site security.

Shared SSL managem@mtailable only for Windows hosting). Specify whether the
customer will be able to manage shared SSL for his or her domains.


http://download1.parallels.com/Plesk/Plesk9.0/Doc/en-US/plesk-9.0-api-rpc-guide/index.htm
http://download1.parallels.com/Plesk/Plesk9.0/Doc/en-US/plesk-9.0-api-rpc-guide/index.htm
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A Home page manageme®pecify whether the customer will be able to customize his or
her Home page.

A Ability to select a database sen@pecify whether the customer will be able to select a
database server of each type for creating his or her databases, not only use the
default database server.

9 Click Next >>
10 Allocate IP addresses to the user: select IP addresses and click Add >>
11 Click Finish

You can now send the URL to control panel and login credentials to your customer.

Modifying User Accounts

U To add or remove an IP address from a user's IP pool:

For a reseller's account, go to Resellers »¥eseler name For a hosting user
account, go to Clients xlient name

2 Open the Additional Toolsnenu, and select IP Addresses

A To allocate an IP address, click Add IP Addresselect the address or addresses (to
select multiple IP addresses, press and hold the Controlbutton on the keyboard and
left-click the required addresses) in the Vacant IP®ox and click OK

A To revoke an IP address, select the respective check box and click RemoveConfirm
removal and click OK

A To assign an SSL certificate to an IP address, click the IP address you need, select
the required certificate from the SSL Certificatemenu and click OK

A To specify the Web site that will open when users refer to the Web resource on your
server by an IP address (actual only for sites sharing the same IP address), click the

number in the Hostingcolumn, select the domain name you need, and click .7 Set As
Default

To update contact information or change password for access to control panel:

[ERN

For a reseller's account, go to Resellers »¥eseller nameFor a hosting user
account, go to Clients xlient name

Click Personal Data
Fill in the required information and click OK

w N

c:

To change user's FTP password:
Go to Domains > domain name > Web Hosgttn§s

2 Type the new password into the New FTP passwoeihd Confirm password
boxes.

3 Click OK

To modify permissions for operations a user can perform through the control panel:

For a reseller's account, go to Resellers »¥eseller nameFor a hosting user
account, go to Clients >xlient name

2 Click Permissions
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3 Specify the required permissions and click OK

To change the resource usage limits for a user account:

For a reseller's account, go to Resellers »¥eseller nameFor a hosting user
account, go to Clients >client name

Click Resource Usage
Specify the resource allotments and click OK

[ERN

w N

To change user's control panel interface language and skin:

For a reseller's account, go to Resellers »¥eseller nameFor a hosting user
account, go to Clients xliert name

2 Click Interface Preferences

3 Specify the interface language, skin, interface customization templates and
click OK

c:

In this section:

Introducing Similar Changes to Numerous User ACCOUNES ..........ccevvveevvvnnnnnennn. 155
Modifying Accounts for Domain AdminiStrators ..............ooevvviiiiiiieeeecieviieee e, 156
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Introducing Similar Changes to Numerous User Accounts

To change hosting options for a number of user accounts at once:

Select the required user accounts.

A Click the Resellersshortcut in the navigation pane and select the check boxes
corresponding to the required accounts, if you want to change several reseller
accounts at once.

or

A Click the Clientsshortcut in the navigation pane and select the check boxes
corresponding to the required accounts, if you want to change several client accounts
at once.

2 Click Modify

3 In the Permissionsection (available only when modifying user accounts),
you can see the list of all client permissions. To change the availability of
certain actions for the clients, select an appropriate radio-button to Switch
on, Switch off or Do not changéo leave it as is.

4 In the Limitssection, you can see the list of all hosting account limits. To
change a certain limit, select an appropriate drop-down box on the left side
of the list. Adjust the settings as required:

A Select Unlimitedo remove the corresponding limit.

A Select Valueand type the numeric value to set the corresponding limit to the specified
value.

A Select Increase (+)elect the type of value (specific units or percentage) and type the
numeric value to increase the corresponding limit by the specified value (in specific
units or percents).

A Select Decrease) select the type of value (specific units or percentage) and type the
numeric value to decrease the corresponding limit by the specified value (in specific
units or percents).

A Leave the Do not changealue selected, to leave it as is.

5 In the Hostingsection (available only when editing domain administrator
accounts), you can see the list of hosting parameters. To change a certain
feature availability for the domains, select an appropriate option button:
Switch on Switch off or Do not changéo leave it as is.

6 In the Preferencesection, you can see the list of hosting account
preferences. To set a certain preferences setting for the clients or
domains, select an appropriate option button: Switch on Switch off or Do not
changeto leave it as is.

7 In the Servicessection (available only when changing domain administrator
accounts), you can define the various domain services availability. To do
this, select an appropriate option button: Switch on Switch off or Do not change
to leave it as is.

8 Click OK
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Modifying Accounts for Domain Administrators

N P& W

c:

N P S NP

=

To allow a domain administrator toems the control panel:
Go to Domains domain name Domain Administrator Access

Select the Allow domain administrator's acceseeck box, type the password for
access to control panel (the domain administrator's login name is always
his or her domain name), fill in the contact information and specify the
operations the user will be able to perform through his or her control panel.

Click OK

To update contact information or change password for access to control panel:
Go to Domains ®lomain name PersoniData
Make the required changes and click OK

To change user's FTP password:
Go to Domains ®lomain name Web Hosting Settings

Type the new password into the New FTP passwoeihd Confirm password
boxes.

Click OK

To modify permissions for operatiordoanain administrator can perform through the
control panel:

Go to Domains domain name Domain Administrator Access
Make the required changes and click OK

To allocate more resources to the domain administrator (site owner):
Go to Domains ®lomain name Resource Usage
Specify the resource allotments and click OK

To change user's control panel interface language and skin:
Go to Domains ®lomain name Domain Administrator Access

Specify the interface language, skin, interface customization templates and
click OK
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Converting Reseller Accounts into Client Accounts

Before you can convert a reseller's account into a client account (Web hosting user account
without reselling functions), you must transfer all user accounts (client accounts) that belong
to the reseller's customers to another reseller. Only after that, you can convert the reseller's
account into a client account.

To transfer client accounts to another reseller:
Go to Resellers reseller's name
Click Assign New Owner for Client Accounts

To select all user accounts, select the check box in the left column
heading, and click Next >>

4 Select the option button corresponding to the new owner's name, and click
Next >>

5 Review the information about the changes to be made into the user
account settings and click OK

w N =

To convert a reseller's account into a client account:
Go to Resellers.
In the Accountgroup title menu, select Convert Selected to Clients.

Select the check box corresponding to the reseller's account that you want
to convert into a client account.

Click OK

w N =

I

Converting Client Accounts into Reseller Accounts

U To convert a client's account into a reseller account:
Go to Clients.

2 Select the check box corresponding to the user account that you want to
convert into a reseller account.

3 Click Convert Clients to Resellers
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Converting Domain Administrator Accounts into Client
Accounts

To convert a domain administrator's account into a client account:

Go to Domains

2 Select the check box corresponding to the domain, whose administrator
account you want to convert into a client account.

3 Click Convert Domain Administrators to Clients

4 Review the information about the changes to be made to the user account
and click OK

Viewing Account Balance Reports in the Billing System

If you installed and configured Parallels Plesk Panel Billing System, as described in the
documentation at http://modernbill.com/support/manual/, you can view the account balance
reports for your customers.

U To view the account lalke report for a user:

1 Click Clients

2 Locate the user account you need, and click the corresponding shortcut in
the Balancecolumn.


http://modernbill.com/support/manual/
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Suspending and Unsuspending User Accounts

To suspend a user account and user's sites:

For a reseller's account, go to Resellers >eseller nameFor a hosting user
account, go to Clients xlient name

2 Click Suspend

Access to control panel will be blocked for the user and his or her customers (site
owners). User's domains (Web sites) will be suspended, their Web, FTP and mail
services will no longer be accessible to the Internet users.

To unsuspend a user account and user's sites:

For a reseller's account, go to Resellers »¥eseller nameFor a hosting user
account, go to Clients xlient name

2 Click Unsuspend

To suspené domain administrator account with domain (Web site):
Go to Domains>domaimame
2 Click Suspend

The domain (Web site) will be suspended, its Web, FTP and mail services will no longer
be accessible to the Internet users, and domain owner will not be able to log in to the
control panel.

To unsuspend a domain administrator account with domain (Web site):
Go to Domains>domaimame
2 Click Unsuspend

Removing User Accounts

To remove a user account with user's sites:

For a reseller's account, go to Reselles. For a hosting user account, go to
Clients

2 Select a check box corresponding to the user account you want to remove
and click Remove

3 Confirm removal and click OK

The user account with all user's sites will be removed from the server.

To remove a donmaadministrator's account together with his or her site:
Click the Domainsshortcut in the navigation pane.

2 Select the check box corresponding to the domain (Web site) you want to
remove and click Remove

3 Confirm removal and click OK

The domain administrator account and all data related to the domain (Web site) will be
removed from the server.
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Hosting Web Sites
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Obtaining Domain Names

Before you publish a site on the Internet, you must register your unique domain name with a
domain name registration authority.

Setting Up Hosting Account for a Web Site

To host a Web site on the server:
Go to Home> Domainggroup title menu > Create Domain

2 Select the user account to which the site will belong (click an option button
to the left of the user name).

3 Click Next >>

4 Specify the domain name just as you have registered it. Leave the www
check box selected if you want to allow users to access the site by a
common and habitual URL like www.your-domain.com.

Having the www alias preceding a domain name will not cost you anything, but it will
allow users to get to the site no matter what they type in their browsers: www.your-
domain.com and your-domain.com will both point to the same site.

5 If you have a number of IP addresses to choose from, select the required
address from the Assign IP addressmienu.

Bear in mind that e-commerce sites need a dedicated IP address (not shared among
other sites) to implement Secure Sockets Layer data encryption.

After your Web site is set up, you will be able to assign another IP address to it, if
needed. Note that after you change a site's IP address, your domain/site will be
unreachable and e-mail messages sent to mailboxes under your domain will not reach
them until the information about the new IP address is propagated across the DNS
system. This can take one or two days.

6 If you have previously created a domain template for this client and
predefined all hosting features and resource usage allotments (as
described in the chapter Simplifying Setup of Domains and Web Sites (on
page 133)), select the required template from the Use domain template settings
box.

7 Select the Mailand DNScheck boxes.
8 Select the Web site hostingption to host the Web site on this machine.

Upon completion of this procedure, your control panel will set up the domain name server
on this machine to serve the new domain name and prepare the Web server to serve the
new Web site: a new zone file with appropriate resource records will be added to the
Domain Name Server's configuration files, a Web space will be created inside the Web
server's directory, and necessary user accounts will be created on the server.
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Note: If the site is hosted on another machine, and you wish to set up your control
panel's DNS server only to serve the DNS zone for that site, select either Frame forwarding
or Standard forwardingption. With standard forwarding, a user is redirected to the site and
the actual site's URL is shown in the user's browser, so the user always knows that he or
she is redirected to another URL. With frame forwarding, a user is redirected to the site
without knowing that the site actually resides at another location. For example: your
customer has a free personal web site with his or her Internet Service Provider or a free
Web host, and the Web site address is http://www.geocities.com/~myhomepage. The
customer purchased a second level domain name www.myname.com and wants you to
provide domain forwarding to his Web site. In this case you would normally choose the
Frame forwardingervice. See the chapter Serving Domain Names for Sites Hosted on
Other Servers (Domain Forwarding) (on page 237) for details.

9 Type in the username and password that will be used for uploading Web
site content over FTP and Microsoft FrontPage (available only for Windows
hosting).

10 Click Next >>
11 Specify the following settings:

A SSL supportSecure Sockets Layer encryption is generally used for protecting transfer
of sensitive data during online transactions on e-commerce Web sites that run on
dedicated IP addresses. SSL certificates that participate in the encryption process are
usually applied to a single domain name on a single IP address, therefore, each site
that needs SSL protection must be hosted on a dedicated IP address. An exception to
this is subdomains, which you can protect with a wildcard certificate. Installing an SSL
certificate on a Web server that hosts several web sites with different domain names
on a single IP address (shared or name-based hosting) is technically possible,
however, it is not recommended: the encryption will be provided, but users will get
warning messages on attempt to connect to the secure site. To allow SSL encryption
for Web sites, select the SSL supportheck box.

A Use a single directory for housing SSL andS&incontentavailable only for Linux
hosting). By default, when users publish their sites through their FTP accounts, they
need to upload the web content that should be accessible via secure connections to
the httpsdocs directory, and the content that should be accessible via plain HTTP, to
the httpdocs directory. For the convenience of publishing all content through a single
location i httpdocs  directory, select the Use a single directory for housing SSL and non
SSL contentheck box.

A FTP Logirand FTP passworhvailable only for Linux hosting) or FTP/Microsoft FrontPage
Loginand FTP/Microsoft FrontPage passw@ndilable only for Windows hosting).
Specify the user name and password that will be used for publishing the site to the
server through FTP or Microsoft FrontPage. Retype the password into the Confirm
Passwordox.

A Hard disk quotgavailable only for Linux hosting). Specify the amount of disk space in
megabytes allocated to the Web space for this site. This is the so-called hard quota
that will not allow writing more files to the Web space when the limit is reached. At
attempt to write files, users will get the "Out of disk space" error. Hard quotas should
be enabled in the server's operating system, so if you see the "Hard disk quota is not
supported” notice to the right of the Hard disk quotéeld, but would like to use the hard
guotas, log in to the server shell and run the command quotaon - a.
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Shell access to server with FTP user's crede(aia#iable only for Linux hosting) or
Access to systerfavailable only for Windows hosting). This allows a site owner to
upload securely Web content to the server through a Secure Socket Shell or Remote
Desktop connection, however, allowing access to the server also poses a potential
threat to the server security, so we recommend that you set this option to Forbidden

Create and publish Web site using Sitebuildes allows a site owner to create and
manage his or her Web site using the Sitebuilder program installed on your server.

Microsoft FrontPage suppaticrosoft FrontPage is a popular Web site authoring tool.
To enable users to publish and modify their sites through Microsoft FrontPage, select
the options Microsoft FrontPage suppdvticrosoft FrontPage over SSL support Remote
FrontPage authoring allowed.

Servicas. Specify which of the following programming and scripting languages should
be supported by the Web server: Active Server Pages (ASP), Server Side Includes
(SSI), PHP hypertext preprocessor (PHP), Common Gateway Interface (CGl), Fast
Common Gateway Interface (FastCGl), Perl, Python, ColdFusion, and Miva scripting
required for running Miva e-commerce solutions. By default, PHP is configured to
operate in safe mode with functional restrictions. To learn more about PHP safe
mode, refer to http://php.net/features.safe-mode. Some web applications may not
work properly with safe mode enabled: If an application on your site fails due to safe
mode, switch the safe mode off by clearing the PHP 'safe_mode' gheck box in the
hosting account properties (Domains> domain name WebHosting Settings

Web statisticsTo allow the Web site owner to view the information on the number of
people visited his or her site and the pages of the site they viewed, select the statistics
program from the Web statisticenenu, and select the accessible via password protected
directory /plesistat/webstatheck box. This will install the statistics software of your
choice, which will generate reports and place them into the password protected
directory. The domain/web site owner will then be able to access Web statistics at the
URL: https://lyour-domain.com/plesk-stat/webstat using his or her FTP account login
and password.

Note: When you switch from one statistics program to another, all reports created by
the previously used statistics program are deleted and new reports are created in
accordance with the information read from log files kept on the server. This means
that if you configured the system (at Domains domain name Log Manager > Log
Rotation so as to keep log files only for the last month, then Web statistics will be
available only for the last month.

Custom error documentd/hen visitors coming to a site request pages that the Web
server cannot find, the Web server generates and displays a standard HTML page
with an error message. If you wish to create your own error pages and use them on
your Web server or allow your customers to do that, select the Custom errodocuments
check box.

Additional write/modify permissiq@asailable only for Windows hosting). This option is
required if Web applications under a domain will be using a file-based database (like
Jet) located in the root of httpdocs  or httpsdocs  folders. Please note that
selecting this option might seriously compromise the Web site security.
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Use dedicated IIS application dawhkilable only for Windows hosting). This option
enables the use of dedicated 1S application pool for Web applications on a domain.
Using dedicated IIS application pool dramatically improves the stability of domain Web
applications due to worker process isolation mode. This mode gives each Web site
hosted on the server the possibility to allocate a separate process pool for execution
of its Web applications. This way, malfunction in one application will not cause
stopping of all the others. This is especially useful when you are using shared hosting
package.

12 Click Next >>
13 Specify the following settings:

A

Overuse policySpecify what should be done to the site when disk space and traffic
limits are exceeded: To block the site, select the Overuse is not allowexgption. To allow
the site to operate, select the Overuseds allowedption.

Disk spaceSpecify the total amount of disk space allocated to a hosting account
associated with the domain. This amount is measured in megabytes. It includes disk
space occupied by all files related to the domain/Web site: Web site contents,
databases, applications, mailboxes, log files and backup files.

Traffic Specify the amount of data in megabytes that can be transferred from the Web
site during a month.

SubdomainsSpecify the number of subdomains that can be hosted under this domain.

Domain aliasesSpecify the total number of additional alternative domain names that
the site owner will be able to use for his or her Web site.

Web usersSpecify the number of personal Web pages that the domain owner can host
for other users under his or her domain. This service is mostly used in educational
institutions that host non-commercial personal pages of their students and staff.
These pages usually have web addresses like http://your-domain.com/~username. If
you wish to allow execution of scripts embedded in personal Web pages, select also
the Allow the web users scriptiobeck box. See the Hosting Personal Web Pages
section for details.

FrontPage accoungsnly for Windows hosting). Specify the maximum number of
additional Microsoft FrontPage accounts that can be created under a domain.

FTP account&vailable only for Windows hosting). Specify the maximum number of
additional FTP accounts that can be created under a domain.

MailboxesSpecify the number of mailboxes that can be hosted in a domain.

Mailbox qua. Specify the amount of disk space in kilobytes that is allocated for storing
e-mail messages and autoresponder attachment files to each mailbox in a domain.

Mail redirectsSpecify the number of mail forwarders that can be used in a domain.
Mail grops. Specify the number of mail groups that can be hosted in a domain.

AutorespondersSpecify the number of automatic responses that can be set up in a
domain.

Mailing lists Specify the number of mailing lists that the domain owner can run in a
domain. The mailing lists are served by the GNU Mailman software, which may or
may not be installed on the server. If it is not installed and your customers would like
to use it, you may want to to install it. To allow the use of mailing lists, you should also
put a check mark into the Mailing listscheck box under the Preferences group.
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A Total mailboxes quotavailable only for Windows hosting). Specify the total amount of
disk space in megabytes available for all mailboxes on all domains belonging to the
customer.

A Databasegavailable only for Linux hosting). Specify the number of databases that can
be hosted for this site.

A MySQL databaseSpecify the number of databases that can be hosted in a domain.

A MySQL databases quatad Microsoft SQL databasgsota Specify the maximum disk
space amount in megabytes that MySQL and Microsoft SQL Server databases
respectively can occupy under a domain.

A Microsoft SQL server databasgpecify the maximum number of Microsoft SQL Server
databases that can be hosted under a domain.

A ODBC connectiorfavailable only for Windows hosting). Specify the total number of
ODBC connections that can be used under a domain.

A ColdFusion DSN connectiqasailable only for Windows hosting). Specify the total
number of ColdFusion DSN connections that can be used under a domain.

A Java applicationsSpecify the maximum number of Java applications or applets that the
domain owner can install under a domain.

A Shared SSL linKavailable only for Windows hosting). Specify the total number of
shared SSL links that can be used under a domain.

A Expiration dateSpecify the term for a hosting account. At the end of the term, the
domain (Web site) will be suspended, its Web, FTP and mail services will no longer
be accessible to the Internet users, and domain owner will not be able to log in to the
control panel. Hosting accounts cannot be automatically renewed, therefore, in order
to bring the hosted domain name/web site back to operation, you will need to
manually renew the hosting account: click the Domainsshortcut in the navigation pane,
click the domain name your need, click the Resource Limit&on, specify another term
in the Expiration datbox, click OK then click the Unsuspendcon (Domains> domain
name> Unsuspenyi

14 Click Finish
Now your server is ready to accommodate the new Web site, and the site owner can publish

the site to the server. For instructions on publishing a Web site, refer to the Creating and
Publishing a Site section of this guide.

Note: If you transferred this domain name from another Web host, you will need to update
the host DNS address with the domain name registrar so as to point to your name servers:
log in to your registrar's web site, locate the forms used to manage the domain host pointers,
and replace the current DNS host settings with your name servers' host names. The
information on new name servers will spread across the DNS system within 48 hours.

If you have registered several domain names that you would like to point to a site hosted on
this server, you should set up domain aliases. Refer to the Setting Up Additional Domain
Names for a Site (Domain Aliases) (on page 215) section for details.

If you need to host several domains on your machine that will point to a site hosted on
another server, you should set up domain forwarding. Refer to chapter Serving Domain
Names for Sites Hosted on Other Servers (Domain Forwarding) (on page 237) for details.
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Allowing the Site Owner to Log in to Control Panel

To allow the site owner to log in to control panel for managing his or her Web site:
Go to Domains ®lomain name Domain Administrator Access

Select the Allow doman administrator's accessheck box.

Type the password for access to the site owner's control panel.

For security reasons, the password should be more than 8 symbols, and it should
comprise a combination of letters, numbers, and punctuation; dictionary words and proper
names should be avoided.

4 Specify the settings related to the appearance of user's control panel, if
desired: interface language, theme (skin), the limit on number of
characters that can appear on custom buttons placed into the control panel
by the site owner.

5 Leave the Allow multiple sessionsheck box selected to allow the site owner
to have several simultaneous sessions in the control panel.

6 Leave the Prevent users from working with the control panel until interface screens are
completelydadedcheck box selected.

This will forbid users from submitting data or performing operations until the control panel
is ready to accept them.

7 Specify the operations that the site owner will be able to perform in his or
her control panel:

A Physical hostingnanagementllow or disallow full control of the hosting account and
Web space.

w N R

A Hosting performance settings managerailable only for Windows hosting). Specify
whether the user will be able to limit bandwidth usage and number of connections to
his or her Web site.

A Manage FTP passwdevVailable only for Linux hosting). Specify whether the user will be
able to manage the FTP password.

A Management of shell access to sefaeailable only for Linux hosting) and System access
managementavailable only for Windows hosting). Specify whether the user will be
able to access the server shell through Secure Shell (for Linux hosting) or Remote
Desktop (for Windows hosting) protocols.

A Hard disk quota assignmeBpecify whether the user will be able to assign hard quota
on disk space for this Web site.

A Subdomains manageme8pecify whether the user will be able to set up additional sites
under this domain.

A Domain aliases managemespecify whether the user will be able to set up additional
alternative domain names for this site.

A Log rotation manageme®pecify whether the user will be able to adjust the cleanup
and recycling of processed log files for this sites.

A Anonymous FTP managemeiyiecify whether the user will be able to have an FTP
directory where all other users could download and upload files without the need to
enter login and password. A Web site should reside on a dedicated IP address in
order to use anonymous FTP service.
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A FTP accounts managemgmtailable only for Windows hosting). Specify whether the
user will be able to create and manage additional FTP accounts.

A Scheduler managemeipecify whether the user will be able to schedule tasks in the
system. Scheduled tasks can be used for running scripts or utilities on schedule.

A DNS zone managemteSpecify whether the user will be able to manage the DNS zone
of this site.

A Java applications managemespecify whether the user will be able to install Java
applications and applets on the site.

A Web statistics manageme8pecify whether the user will be able to manage Web
statistics for this site.

A Mailing lists manageme@ipecify whether the user will be able to use mailing lists.
A Spam filter manageme®pecify whether the user will be able to use spam filter.

A Antivirus managemerspecify whether the user will be able to use server-side antivirus
protection for filtering incoming and outgoing mail.

A Allow backing up and restoring d&aecify whether the user will be able to use the
control panel's facilities to back up and restore the site.

A Ability to use SitebuildeBpecify whether the user will be able to use Sitebuilder for
creating and editing his or her Web site.

A 1IS application pool managem@wailable only for Windows hosting). Specify whether
the user will be able to manage his or her IIS application pool.

A Additional write/modify permissions manageifaemilable only for Windows hosting).
Specify whether the user will be able to manage additional write/modify permissions
for this site. These permissions are required if user's Web applications are using a
file-based database (like Jet) located in the root of httpdocs  or httpsdocs  folders.
Please note that selecting this option might seriously compromise the Web site
security.

A Home page manageme®pecify whether the customer will be able to customize his or
her Home page.

A Ability to select a database seng&pecify whether the customer will be able to select a
database server of each type for creating his or her databases, not only use the
default database server.

8 Specify the site owner's contact information.

9 Click OK

Now you can send the control panel's URL, login and password to the site owner. The URL is
https://<user's domain _name>:8443, where <user's_domain_name> is the domain name

without the www alias. The login name that the site owner should specify in order to log in to
the control panel is his or her domain name, for example, your-domain.com.
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Creating and Publishing a Site

If you installed Sitebuilder and a license key for it on the server, you can create and publish
Web sites using Sitebuilder. Or you can create your site content (Web pages, scripts and
graphic files that compose your site) on your home or office computer and then publish it to
the server in any of the following ways:

A Through FTP connection (most common and easiest way)

A Through control panel's file manager

A Through Secure Shell connection (only for users of Linux and FreeBSD operating
systems)

A Through Adobe Dreamweaver or Microsoft FrontPage software (only for users of
Microsoft Windows operating systems)

In this section:

Creating and Publishing Web Sites Using Sitebuilder..........ccccccooeeeiiiiinnnnnnnn. 168
Publishing SitesS Through FTP ..........uuiiiiiiiiiiiiiiiiiiiiiiiiiieiiiiieieeieeeeeeeeeeeeeeeeeeeeenee 169
Publishing Sites Through Parallels Plesk Panel File Manager................ccceeeeee. 172
Publishing Sites Through SSH CONNECHION..........ccciiiiiiiiiiiei e, 173
Publishing Sites with Microsoft FrontPage...............uuvuuviiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiinens 173
Publishing Sites with Adobe Dreamweaver ..............ooevviieiiiiie i 176

Creating and Publishing Web Sites Using Sitebuilder

U To start creating a Web site using Sitebuilder:

1 Go to Domains xlomain nene> Edit in SitebuilderThe Sitebuilder wizard opens.
2 Select the Create your siteption and click Nextat the bottom of the screen.
For further instructions on creating or editing your site, refer to the online Sitebuilder Wizard

user's guide at
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/user/en US/html/index.htm.



http://download1.parallels.com/SiteBuilder/4.5.0/doc/user/en_US/html/index.htm
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Publishing Sites Through FTP

N

To publish a site through FTP:

Connect to the server with an FTP client program, using FTP account
credentials that you specified during setup of hosting account or obtained
from your provider. The FTP address should be ftp://your-domain-
name.com, where your-domain-name.com is your site's Internet address.

Enable the passive mode if you are behind a firewall.

Upload files and directories that should be accessible through HTTP
protocol to the httpdocs directory, and files/directories that should be
transferred securely over SSL protocol to the httpsdocs  directory.

Place your CGI scripts into the cgi - bin directory.
Close your FTP session.
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Using Additional FTP Accounts

If you are working on your web site together with someone else or host subdomains for other
users, you might want to create additional FTP accounts.

Creating Additional FTP Accounts

To create a new additional FTP account:

Click the Domainsshortcut in the navigation pane and click the required
domain name.

Click FTP Accounts

On the Additional FTP Accountab, click Add New FTP Account

Specify the FTP account nama the appropriate field.

Specify the Home directorpy clicking ¥l and select the directory required.
Alternatively, you can specify the path in the input field.

Type the new password into the New passwordnd Confirm passwortoxes.

7 By default, the Hard dik quotais set to Unlimited To set the required
parameter, clear the Unlimitedcheck box and type the amount of disk space
in megabytes into the Hard disk quotaox.

8 If required, select the Read permissiooheck box. The FTP account users will
be able to view the content of the home directory and download files from
it.

9 If required, select the Write permissiogheck box. The FTP account users will
be able to create, view, rename and delete directories in the home
directories.

a b~ W N
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If you don't grant any permissions, the connection to the FTP account will be made, but
the home directory will be not displayed for users.

10 Click OK A new FTP account will be added.
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Changing Settings of Additional FTP Accounts

A WON P C

(62}

To change the properties of an additional FTP atccou
Click the Domainsshortcut in the navigation pane.
Click the required domain name.

Click FTP Accounts

On the Additional FTP Accountab click the required FTP account name in the
list.

Specify the changes as required and click OK

Removing Aditional FTP Accounts

A WON PP C

To remove an additional FTP account:

Click the Domainsshortcut in the navigation pane.
Click the required domain name.

Click FTP Accounts

On the Additional FTP Accountab, select the check box corresponding to the
FTP account name you want to remove and click Remove

Confirm removal and click OK The FTP account will be removed.
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Publishing Sites Through Parallels Plesk Panel File Manager

To upload files through Parallels Plesk Panel File Manager:
Log in to Parallels Plesk Panel.

Go to Domains> domain name File Manager

Create and upload files and directories.

Place the files and directories that should be accessible via HTTP protocol to the
httpdocs  directory, and files/directories that should be transferred securely over SSL
protocol to the httpsdocs  directory. Place your CGI scripts into the cgi - bin directory.

w N -

A To create a new directory within your current location, click the Add New Directory
button.

A To create new files in the required directory, click Add New Filgn the File creation
section specify the file name, select the Use html templatheck box, if you want file
manager to insert some basic html tags to the new file, and click OK A page will open
allowing you to enter the content or html-formatted source of a new file. After you are
done, click OK

A To upload a file from the local machine, click Add New Filespecify the path to its
location in the File sourcéox (or use the Browsebutton to locate the file), and click OK

When you upload web content through File Manager or FTP, your control panel automatically
sets the appropriate access permissions for files and directories. The permissions are
represented as three sets of symboals, for example, 'rwx rwx r--'. The first set tells what the
owner of the file or directory can do with it; the second tells what the user group, the file or
directory belongs to, can do with the file or directory; the third set indicates what other users
(the rest of the world, i.e. Internet users visiting a site) can do with the file or directory. R
means the permission to read the file or directory, W means the permission to write to the file
or directory, and X means the permission to execute the file or look inside the directory.

To modify permissions for a file or directory, in the Pemissionscolumn, click the respective
hyperlink representing the set of permissions. Modify the permissions as desired and click
OK

To edit the source code of a file, click # .

To edit the Web page in the built-in visual editor (available only to users of Microsoft Internet

Explorer), click -@. When editing an HTML file, Parallels Plesk Panel opens internal
WYSIWYG editor by default. If you want to edit the source code of the HTML file, click HTML
To return back to WYSIWYG mode, click Design

To view the file, click F&

To rename a file or directory, click =, Type in a new name and click OK

To copy or move a file or directory to another location, select the required file or directory
using the appropriate check box, and click Copy/MoveSpecify the destination for the file or
directory to be copied or renamed to, then click Copyto copy, or Moveto move it.

To update the file or directory creation date, click Change Timestamphe time stamp will be
updated with the current local time.
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To remove a file or directory, select the corresponding check box, and click RemoveConfirm
removal and click OK

Publishing Sites Through SSH Connection

If your are using a Linux or FreeBSD operating system on your local computer and have
access to servspb sherhrha n di ssandtdineetorids td thelserver: scp
your_file_name login@remoteserver.com:path to copy files, and scp ir
your_directory_name login@remoteserver.com:path to copy entire directories.

After publishing, you will be able to work with files and directories on your account using SSH
terminal Web application integrated in your Parallels Plesk Panel (Domains> domain nama
SSH Terminpl

Publishing Sites with Mogoft FrontPage

Microsoft FrontPage deals with two kinds of Web sites: disk-based and server-based. In
short, a disk-based site is a FrontPage Web site you create on your local hard disk and then
later publish to a Web server. A server-based site is one you create and work with directly on
a Web server, without the extra step of publishing. This section provides you with instructions
on publishing only disk-based web sites.

You can publish disk-based web sites either through FTP or HTTP. If your server is running
FrontPage Server Extensions, you would publish your site to an HTTP location. For example:
http://your-domain.com/MyWebSite. If your server supports FTP, you would publish to an
FTP location. For example: ftp://ftp.your-domain.com/myFolder.

After publishing, you can manage your site through FrontPage Server Extensions.

U To access FrontPage Server Extensions management interface:
1 Login to Parallels Plesk Panel.
2 Click the Domainsshortcut in the navigation pane.
3 Click the required domain name in the list.
4 To manage a site, which is not protected by SSL, click Frontpage Webadmin
To manage an SSL-enabled site, click Frontpage SSL Webadmin
5 TypeyourFrontPage administratorés | ogin name

OK

For instructions on using FrontPage server extensions, see online help (Frontpage Webadn®n
Help or visit Microsoft Web site.

In this section:

Publishing from Microsoft FrontPage through FTP ........cccooiiiiiii s 174
Publishing from Microsoft FrontPage through HTTP........ccooiiiiiiiiiiis 175

a |
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Publishing from Microsoft FrontPage through FTP

To publish files through FTP:
Open your FrontPage program.
Open a FrontPage Web site: open Filemenu and select the Open Sitetem.

Go to Remote Web sitdew: click the Web Sitdab, and then the Remote Web Site
button at the bottom of the window.

4 Set up your Remote Web Site Properties:
A Click the Remote WeSite Propertiebutton in the upper-right corner of the window.

w N -

A Select FTPas the remote Web server.

A In the Remote Web site locatibax, type your host name (e.g., ftp:/ftp.your-
domain.com)

A In the FTP directorpox, type your FTP directory if your hosting company provided one.
Leave it blank if they did not specify one.

A Select the Use Passive FTdheck box if your computer or network is protected by a
firewall.

5 Click OKto connect to the remote site.
The Remote Web site view will show files that you have in your local and remote sites.
6 Click the Publish Web sitbutton in the lower-right corner of the window.
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Publishing from Microsoft FrontPage through HTTP

To publish files through HTTP on a server that ssgpamtPage Server Extensions:

Open your FrontPage program.
Open a FrontPage Web site: open Filemenu and select the Open Sitetem.

Go to Remote Web sitdew: click the Web Sitdab, and then the Remote Web Site
button at the bottom of the window.

4 Click the Remote Web Site Propertiegton in the upper-right corner of the
window.

5 On the Remote Web Sitab, under Remote Web server typdick FrontPage or
SharePoint Services.

6 In the Remote Web site locatibox, type the Internet address, including the
protocol, of the remote Web site that you want to publish folders and files
to 8 for example, http://www.your-domain.com & or click Browseto locate
the site.

7 Do any of the following:

A To use Secure Sockets Layer (SSL) for establishing a secure communications
channel to prevent the interception of critical information, click Encryption connection
required (SSL)Jo use SSL connections on your Web server, the server must be
configured with a security certificate from a recognized certificate authority. If the
server does not support SSL, clear this check box. Otherwise, you will not be able to
publish folders and files to the remote Web site.

w N -

A To remove specific types of code from Web pages as they are being published, on the
Optimize HTMiab, select the options you want.

A To change the default options for publishing, on the Publishingtab, select the options
you want.

8 Click OKto connect to the remote site.
The Remote Web sitgew will show files that you have in your local and remote sites.
9 Click the Publish Web sitbutton in the lower-right corner of the window.
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Publishing Sites with Adobe Dreamweaver

Before publishing a site from Dreamweaver, you need to define the site properties, that is,
you need to tell Dreamweaver where your site files are located on your computer, and to
specify the server to which you want to publish the site.

U To define a site in Dreamweaver:
1 From the Sitemenu, choose New SiteThe Site Definition screen opens.
2 Click the Advancedab.
3 In the Local Infocategory, specify the following:
A Sitename This will show in Web browserds title b

A Local root foldefThis is the folder on your computer where all of your site files are
stored. For example c: \ My Site

A Default images folde8pecifythe f ol der where your sitedés grapl
example c: \ My Site \ images

A HTTP addresS$pecify your domain name. For example, http://your - domain.com
4 From the Categorymenu, select the Remote Infatem.

5 From the Accessmenu, select the FTPoption. Most likely, your server
supports publishing through FTP (File Transfer Protocol, commonly used
for transferring files over the Internet).

6 Specify the following settings:

A FTP hostType your FTP host name without the ftp:// prefix. For example, your -
domain.com .

A Host directorySpecify the directory on the server where your site will reside. In most
cases, this is httpdocs

A Login and passwor@pecify the login name and password for access to the FTP
account.

A Use passie FTPSelect this option only if your computer is behind a firewall.

7 To ensure that you specified the correct login and password, and that
Dreamweaver can connect to the server, click the Testbutton.

8 To save the settings, click OK

To publish your site

Open your site in Dreamweaver.

2 From the Sitemenu, select the Putoption (or press Ctrl+Shift+U
simultaneously).
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Previewing a Site

Once you published a site on the server, you may want to make sure that it functions
properly in the actual hosting environment. You can preview the site through your favorite
Web browser, even if the information on the domain name has not yet propagated in the
Domain Name System. Note that Adobe Flash and CGI scripts will not work during preview.
Also, site preview does not work for Web sites and Web pages that include absolute paths to
other files (like <a href="http://domain.tld/image.gif">).

U To preview a site:
1 Go to Domains ¥omain name
2 Click Site Preview

Configuring ASP.NEWindows Hosting)

ASP.NET is a flexible set of tools and web development technologies that allows you to
employ a number of applications based on ASP.NET framework. Parallels Plesk Panel
supports both 1.1.x and 2.0.x versions of the .NET framework and allows configuring most of
its settings.

In this section:

Configuring ASP.NET fOr DOM@INS........uuuuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiieieiieiieeeeeeeneeenee 178
Configuring ASP.NET for Virtual DIreCtories.........ccvveeeiieeeiiieeieee e, 180
Restoring Default ASP.NET Configuration.............c.ooovuiiiiiiiiee i, 182
Changing .NET Framework Version for DOMAaINS ...............euuevummmiiiiiiiiiiiiiiiinnnnns 182

Changing .NET Framework Version for Virtual Directories ..........ccccoceevvvvevvnnnnnn. 183
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Configuring ASP.NET for Domains

Most ASP.NET configuration settings that commonly need to be customized in order for
ASP.NET applications to function in a desirable way can be edited through Parallels Plesk

Panel.

U To configure ASPEN for a domain:

A W DN P

Click the Domainsshortcut in the navigation pane.
Click the required domain name in the list.
Click ASP.NET Settings

Set up the strings that determine database connection data for ASP.NET
applications which use databases. This option is available only for
ASP.NET 2.0.x.

A

A

When you open the ASP.NET configuration page for the first time, sample connection
parameters with common constructions are displayed. You can then delete them and
specify your own strings.

To add a string, enter the required data into the Nameand Connection Parametdrgput
fields and click & next to them.

To remove a string, click @ nexttoit.

Set up custom error messages that will be returned by ASP.NET
applications in the Custom Error Settingeeld:

A

A

To set the custom error messages mode, select an appropriate option from the Custom
error modemenu:

A On- custom error messages are enabled.
A Off- custom error messages are disabled and detailed errors are to be shown.

A RemoteOnly custom error messages are displayed only to remote clients, and
ASP.NET errors are shown to the local host.

To add a new custom error message (which will be applied unless the Off mode was
selected), enter the values in the Status Codand Redirect URfields, and click +]

A Status Codelefines the HTTP status code resulting in redirection to the error page.

A Redirect URHefines the web address of the error page presenting information
about the error to the client.

Due to possible conflicts, you cannot add a new custom error message with an error
code that already exists, but you can redefine the URL for the existing code.

To remove a custom error message from the list, click '@ next to it.

Configure compilation settings in the Compilation and Debuggifigld:

A

A
A

To determine the programming language to be used as default in dynamic compilation
files, choose an entry from Page default languagist.

To enable compiling retail binaries, leave the Switch on debuggintheckbox empty.

To enable compiling debug binaries, select the Switch on debuggintheckbox. In this
case, the source code fragments containing error will be shown in a diagnostic page
message.
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Note. When running applications in debug mode, a memory and/or performance
overhead occurs. It is recommended to use debugging when testing an application and to
disable it before deploying the application into production scenario.

7 Configure encoding settings for ASP.NET applications in the Globalization
Settingssection:

A To set an adopted encoding of all incoming requests, enter an encoding value into the
Request encodinfield (default is utf-8).

A To set an adopted encoding of all responses, enter an encoding value into the
Response encodirfgeld (default is utf-8).

A To set an encoding which must be used by default for parsing of .aspx , .asmx , and
.asax files, enter an encoding value into the File encodindield (default is Windows-
1252).

A To set a culture which must be used by default for processing incoming web requests,
select an appropriate item from the Culturelist.

A To set a culture which must be used by default when processing searches for a
locale-dependent resource, select an appropriate item from the Ul Culturdist.

8 Set a code access security trust level for ASP.NET applications in the Code
Access Securityield.

CAS trust level is a security zone to which applications execution is assigned, defining
what server resources the applications will have access to.

Important. When an assembly is assigned a trust level that is too low, it does not function
correctly. For more information on the permissions levels see
http://msdn.microsoft.com/library/en-
us/dnnetsec/html/THCMChQ9.asp?frame=true#c09618429 010.

9 Enable the usage of the auxiliary scripts in the Script Libransettingsfield.
Specifying the script library settings is necessary if the validation web
controls are used on your web site. This option is available only for
ASP.NET 1.1.x.

A If you need to use auxiliary scripts (specifically, scripts implementing objects for
validating input data), provide the settings for .NET framework script library. To do so,
enter the path beginning with the domain root directory preceded by the forward slash
into the Path to Microsoft script librdiigld, or click the folder icon next to the Path to
Microsoft script librarfreld and browse for the required location.

A Toinitiate the auto-installation of files containing the scripts to the specified location,
select the Installcheckbox. If the files already exist there, they will be rewritten.

10 Set client session parameters in the Session SettingGeld:

A To set up the default authentication mode for applications, select an appropriate item
from the Authentication modest. Windowsauthentication mode should be selected if
any form of 1IS authentication is used.

A To set up time that a session can idle before it is abandoned, enter appropriate
number minutes into the Session timeodteld.

11 Click OKto apply all changes.

Note: Parallels Plesk Panel supports separate configurations for different versions of the
.NET framework (1.1.x and 2.0.x).
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Configuring ASP.NET for Virtual Directories

To improve the performance of ASP.NET-based web applications, Parallels Plesk Panel
allows using individual settings of .NET framework per virtual directory.

u
1
2
3
4
5
6

To configure ASP.NET for a virtual directory:

Click the Domainsshortcut in the navigation pane.
Click the required domain name in the list.

Click Web Directories

Browse to the required directory and enter it.
Click ASP.NET Settings

Set up the strings that determine database connection data for ASP.NET
applications which use databases. This option is available only for
ASP.NET 2.0.x.

When you open the ASP.NET configuration page for the first time, sample connection
parameters with common constructions are displayed. You can then delete them and
specify your own strings.

A To add a string, enter the required data into the Nameand Connection Parametergut
fields and click & next to them.

A To remove a string, click @ next to it.

Set up custom error messages that will be returned by ASP.NET
applications in the Custom Error Settingeeld:

A To set the custom error messages mode, select an appropriate option from the Custom
error modemenu:

A On- custom error messages are enabled.
A Off- custom error messages are disabled and detailed errors are to be shown.

A RemoteOnly custom error messages are displayed only to remote clients, and
ASP.NET errors are shown to the local host.

A To add a new custom error message (which will be applied unless the Offmode was
selected), enter the values in the Status Codand Redirect URfields, and click '@.

A Status Codedefines the HTTP status code resulting in redirection to the error page.

A Redirect URHefines the web address of the error page presenting information
about the error to the client.

Due to possible conflicts, you cannot add a new custom error message with an error
code that already exists, but you can redefine the URL for the existing code.

A To remove a custom error message from the list, click @ next to it.
Configure compilation settings in the Compilation and Debuggifigld:

A To determine the programming language to be used as default in dynamic compilation
files, choose an entry from Page default languagst.

A To enable compiling retail binaries, leave the Switch on debuggingheck box empty.
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A To enable compiling debug binaries, select the Switch on debuggirgheck box. In this
case, the source code fragments containing error will be shown in a diagnostic page
message.

Note. When running applications in debug mode, a memory and/or performance
overhead occurs. It is recommended to use debugging when testing an application and to
disable it before deploying the application into production scenario.

9 Configure encoding settings for ASP.NET applications in the Globalization
Settingssection:

A To set an adopted encoding of all incoming requests, enter an encoding value into the
Request encodiniield (default is utf-8).

A To set an adopted encoding of all responses, enter an encoding value into the
Response encodirfgeld (default is utf-8).

A To set an encoding which must be used by default for parsing of .aspx , .asmx , and
.asax files, enter an encoding value into the File encodindield (default is Windows-
1252).

A To set a culture which must be used by default for processing incoming web requests,
select an appropriate item from the Culturelist.

A To set a culture which must be used by default when processing searches for a
locale-dependent resource, select an appropriate item from the Ul Culturdist.

10 Set a code access security trust level for ASP.NET applications in the Code
Access Securityield.

CAS trust level is a security zone to which applications execution is assigned, defining
what server resources the applications will have access to.

Important. When an assembly is assigned a trust level that is too low, it does not function
correctly. For more information on the permissions levels see
http://msdn.microsoft.com/library/en-
us/dnnetsec/html/THCMCh09.asp?frame=true#c09618429 010.

11 Enable the usage of the auxiliary scripts in the Script Library Settingseld.
Specifying the script library settings is necessary if the validation web
controls are used on your web site. This option is available only for
ASP.NET 1.1.x.

A If you need to use auxiliary scripts (specifically, scripts implementing objects for
validating input data), provide the settings for .NET framework script library. To do so,
enter the path beginning with the domain root directory preceded by the forward slash
into the Path to Microsoft script librdiigld, or click the folder icon next to the Path to
Microsoft script librarfreld and browse for the required location.

A Toinitiate the auto-installation of files containing the scripts to the specified location,
select the Installcheck box. If the files already exist there, they will be rewritten.

12 Set client session parameters in the Session Setting&eld:

A To set up the default authentication mode for applications, select an appropriate item
from the Authentication modest. Windowsauthentication mode should be selected if
any form of 1IS authentication is used.

A To set up time that a session can idle before it is abandoned, enter appropriate
number minutes into the Session timeat field.
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13 Click OKto apply all changes.

Note: Parallels Plesk Panel supports separate configurations for different versions of the
.NET framework (1.1.x and 2.0.x).

Restoring Default ASP.NET Configuration

To restore the default ASP.NET configuration:

Click the Domainsshortcut in the navigation pane.
Click the required domain name in the list.

Click ASP.NET Setting

Click Set to Default

Confirm the restoring and click OK
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Changing .NET Framework Version for Domains

Since Parallels Plesk Panel supports both 1.1.x and 2.0.x versions of the .NET framework, it
is possible to choose the version used by your domains on a per-domain basis.

To change the version of .NET framework used by a domain:
Click the Domainsshortcut in the navigation pane.

Click the required domain name in the list.

Click ASP.NET

Click Change Versiom the Toolsgroup. If this button is absent, only one
version of .NET framework is available. You can see the version number in
the Framework Versidield.

5 Select the required version number and click OK
6 Click OKto save changes.
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Alternatively, on your home page you can click the domain name you need, then click Web
Hosting Settingand select the .NET framework version in the Microsoft ASP.NET suppdrop-
down menu.
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Changing .NET Framork Version for Virtual Directories

In order to provide running ASP.NET applications which use different .NET framework
versions within one domain, Parallels Plesk Panel allows setting up the framework version
per virtual (web) directory, where the applications are deployed.

a b~ WO DN P

To choose the version of .NET framework for a virtual (web) directory:
Click the Domainsshortcut in the navigation pane.

Click the required domain name in the list.

Click Web Directories

Enter the required web directory and click ASP.NETn the Toolsgroup.

Select the required .NET framework version and adjust other settings as
necessary.

Click OK

Setting PHP Version for a Domain

A WON PP C

To set PHP version for a domain:

Click the Domainsshortcut in the navigation pane.
Click the required domain name in the list.

Click PHP Settings

Choose the required version of PHP and click OK

Deploying Databases

If your Web server incorporates data processing applications or is designed to generate Web
pages dynamically, you will likely need a database for storing and retrieving data. You can
either create a new database for your site or import the data from your previously backed up
MySQL, PostgreSQL, or Microsoft SQL database.

In this section:

Creating or Importing a Database..............ooiiiiiiiiiiii e 184
Creating Database USEr ACCOUNLS ...........oiiiiiiiiiieieiiin e eeeeiie e e e e e e eana e e e 184
Changing Database User PaSSWOIAS .............uuuuuuuuiimiiiiiiiiiiiiiiiiiiiiiiiniienneeeeenenne 185
Removing Database USer ACCOUNTS ........coouuiuuiiiieeeeieeeiiiee e e e eeeeeeees 185

RemMOVING DAtabases .......ccooiiiieiiiii e e 185
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Creating or Importing a Database

To create a new database on a hosting account:
Go to Domains> domain name Databasesand click Add New Database
2 Enter a name for the database.

We recommend that you choose a name that starts with a Latin alphabet symbol and
comprises only alphanumeric and underscore symbols (up to 64 symbols).

3 Select the database type that you are going to use: MySQL, PostgreSQL
or Microsoft SQL Server. Click OK

4 To set up database admi niAsldNevaDa@basestlsercr ed e n

5 Type a user name and a password that will be used for accessing the
contents of the database.

6 Click OK

To import an existing database:
Go to Domans > domain name Databasesnd click Add New Database

2 Enter a name for the database. We recommend that you choose a name
that starts with a Latin alphabet symbol and comprises only alphanumeric
and underscore symbols (up to 64 symbols).

3 Select the database type that you are going to use: MySQL, PostgreSQL,
or Microsoft SQL Server. Click OK

4 To set up database admi niAsdNevwaDaabasestlsercr ed en

5 Type a user name and a password that will be used for accessing the
contents of the database. Click OK

6 Click the DB WebAdmircon in the Toolsgroup. An interface to phpMyAdmin,
phpPgAdmin, or ASPEnterpriseManager database management tool will
open in a separate browser window.

If you have a MySQL database:
1. Click Query windovin the left frame, click the Import filestab,
2. Select the text file that contains the data and click Ga
3. Click the Insert data from a text fii@k.
If you have a MS SQL database:
1. Click the name of your database in the left frame
2. Click Query(the magnifying glass button)
3. Copy the text of your script into the text area and click Run Query

To manage your databases and their contents, use your favorite MySQL, PostgreSQL, or
Microsoft SQL Server client or the Web based database management tool accessible from
Parallels Plesk Panel (Domains slomain name Databases database nanwe DB WebAdnjin
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Creating Database User Accounts

If you collaborate with other people on managing a web site and wish to give them access to
the database, you should create separate user accounts for them.
To create a database user account:

Go to Domains> domain name Databases database namend click Add New
Database User

2 Type a user name and a password that will be used for accessing the
contents of the database. Click OK

Changing Databa User Passwords

U To change password for a database user:
1 Go to Domains> domain name Database$ database name database user name
2 Type a new password and click OK

Removing Database User Accounts

U Toremove a database user account:
Go to Domains> domain name Database$ database name

2 Select a check box corresponding to the user account that you want to
remove.

3 Click RemoveNext, confirm removing and click OK

Removing Databases

To remove a database with its contents:
Go to Domains> domain ame> Databases

2 Select a check box corresponding to the database that you want to
remove.

If the required check box appears grayed out, this means that this database is used by a
Web application and you can remove it only by removing the respective application.

3 Click Remove
Confirm removal and click OK

IN
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Accessing Data From External Databases (Windows
Hosting)

If you want to access the data from an external database management system, you should
use Open Database Connectivity (ODBC) drivers. For example, you can install a Microsoft
Access ODBC driver, creating a connection to external Microsoft Access database, and let
your Web applications use this database for storing their data.

In this section:

Creating Connections to External Databases by Installing New ODBC Drivers . 186
Changing Settings of Existing ODBC CONNECLIONS ..........ccceivvviiiiiiiiieeeeeeeeiiiinnnn. 187
Removing Connections to External Databases...........ccccceeeiiiiiiiiiiiiiiiiieceeeeeeee, 187

Creating Connections to External Databases by Installing New
ODBC Drivers

To let your Web applications use external databases for storing the data, you need to create
connections to these external databases by installing appropriate ODBC drivers.

U Toinstall a new ODBC driver, creating a connection to an external database:

1 Go to Domains> domain name ODBC Data Sources

2 Click Add New ODBC DSN

3 Specify the ODBC connection name and description in the corresponding
fields.

4 Select the required driver in the Driverfield.

5 Click OK

6 Choose the appropriate options on the driver configuration screen.
Typically, you should specify the path to the database, user credentials
and other connection options, depending on the selected driver.

7 Click Testto check whether the connection will function properly with
provided settings. Click Finishto complete the creation.
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Changing Settings of Existing ODBC Connections

To change settings of an existing ODBC connection:
Go to Domains> domain name ODBC Data Sources
Click the required connection name in the list.
Change the settings as needed.

Click Testto check whether the connection will function properly with new
settings. Click Finishto save changes.
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Removing Connections to External Databases

To remove a reddant ODBC connection:

Go to Domains> domain name ODBC Data Sources

Select the check box corresponding to a connection you want to remove.
Click Removeconfirm the removal and click OK

w N -

Configuring Data Source Names for Adobe ColdFusion
(Windows HadmQ)

If you are using Adobe ColdFusion, you can configure data source names (DSNs) for
ColdFusion through Parallels Plesk Panel. Data source hames allow your ColdFusion Web
applications to use local and remote databases for processing and storing application data.

In this section:

Creating a New Data Source NamMe...........ccoeiiiieiiiiiiiiiie e 188
Changing Settings of a Data Source Name ............ccveeeiiieeiiiieeiiiee e, 188
Removing a Data SOUICE NAIME .........uuuuiiiiiiiiiiiiiiiiiiiiiieiiiiieieeeeeeeeeeeeeeeeeeeeeeeneaee 188
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Creating a New Data Source Name

To create a new Data Source Name for Adobe ColdFusion on a domain:
Go to Domains> domain name ColdFusion DSBInd click Add New ColdFusion DSN

2 Specify the data source name and select the required driver for this data
source in the Drivermenu. Click Next >>

3 Choose the appropriate options on the driver configuration screen.
Typically, you should specify the path to the database, user credentials
and other connection options, depending on the selected driver. Refer to
Adobe ColdFusion documentation for more information on the driver
configuration options.

4 Click OKto finish.

Changing Settings of a Data Source Name

To change the settings of a data source name for Adobe ColdFusion on a domain:
Go to Domains> domain name ColdFusion DSBInd click the required data
source name in the list.

2 Specify the data source name and select the required driver for this data
source in the Driver menu. Click Next >>

3 Choose the appropriate options on the driver configuration screen.
Typically, you should specify the path to the database, user credentials
and other connection options, depending on the selected driver. Refer to
Adobe ColdFusion documentation for more information on the driver
configuration options.

4 Click OK

Removing a Data Source Name

To remove a redundant ColdFusion DSN connection:
Go to Domains> domain name ColdFusion DSN

2 Select the check box corresponding to a DSN connection you want to
remove.

3 Click Removeconfirm the removal and click OK
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Installing Applications

To enhance a Web site with valuable features, such as guest books, forums, hit counters,
photo galleries, and e-commerce solutions, you can install the respective applications from
control panel's application vault (Domains> domain name Web Applications

U To install an application on your site:
Go to Domains> domain name Web Applicationand click Install New Application

2 In the left menu, select a category to which the application you need
belongs.
3 Select the required application in the list, and then click @ Install

4 Some applications will display a license agreement. Read the license
agreement carefully, and if you agree with it, select the | agreecheck box
and click Next >>

5 Specify whether you wish to create a hyperlink to the application and place
it in the control panel.

6 Specify the installation preferences and other information that may be
required by the application (the requirements may vary among
applications). When finished, click Install

After the application was installed, you can insert a link to this application into the web pages
of your site, for example, on your home page. Otherwise, you and your users will have to
access this application by typing its URL, which can be too long to remember.

U To access the web interface of an application, do any of the following:
A Type the URL in your browser. For example: http://your-domain.com/forum/.

A Go to Domains> domain name Web Applicationand click the icon # ' corresponding to the
application you need.

A If you chose to add a hyperlink button to your Parallels Plesk Panel during installation of
an application, then click the respective button on the domain administration screen
(Domains> domain nameor navigation pane.

O To reconfigure an application or change t he

Go to Domains> domain name Web Applicationand click & corresponding to the application
you wish to reconfigure.

To uninstall an application:

Go to Domains> domain name Web Applicationsand select a check box
corresponding to the application that you no longer need.

2 Click Removeconfirm the removal and click OK The application and its
databases will be removed from the server.

If you want a certain Web application to be started when someone visits a site, it can be
done by creating a default domain application.
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To set an application as default for a domain (available only for Windows hosting):
Go to Domains> domain name Web Applications.

2 Select a check box corresponding to the application you want to set as
default and click [& Default Click OKto confirm.

Now, when a user enters an URL in the address field of his browser (for example,
http://example.com), he is taken to the default Web application.

In this section:

Installing Java Web ApPlICAtiONS ..........oooiiiiiiiiee e e 191
Installing ASP.NET Web Applications (Windows HOStING) ..........cccovvviviiiiiennnnnnn. 191
Installing Ruby Web Applications (Linux HOStING)............ceeiiiieiiieeiiiiiieeeeeeeeeees 192
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Installing Java Web Applications

You can install Java Web application packages in the Web archive format (WAR). These
Java applications are not distributed with Parallels Plesk Panel, therefore you should obtain
them separately.

To install a Java Web application:
Go to Domains> domain name Java Applicationsand click Switch On

This will start the Tomcat service, which provides an environment for Java code to run in
cooperation with a Web server.

Click Install New Application

Specify the path to an application package you wish to install (this can be
an application package in WAR for mat
drive), or click Browseto navigate to it, then click OK

Now the application is installed and the respective entry is added to the list of installed Java
applications (Domains> domain name Java Applications

i
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To access the web interface of a Java Web application, do any of the following:

Go to Domains> domain nhame Java Applicabins, and click a respective hyperlink in the
Pathcolumn.

Type the URL in your browser. For example: http://your-domain.com:9080/storefront/.
To stop, start or restart a Java Web application:

Go to Danains> domain name Java ApplicationsA list of installed applications
will open.

Locate an application on the list, and use the icons in the right part of the
list to perform the required operations:

To start an application, click the icon &4,
To stop an application, click the icon W
To restart an application, click the icon ),

To remove a Java Web application:
Go to Domains> domain name Java Applications

Select a check box corresponding to the application that you no longer
need. Click Removeconfirm the removal and click OK

The application and its databases will be removed from the server.

Installing ASP.NET Web Applications (Windows Hosting)

In addition to the applications from the Application Vault and Java Web Applications, you can
install ASP.NET Web application packages provided with Parallels Plesk Panel.

i
1

To instalan application on your site:
Go to Domains> domain name Web Applications ASP.NET 1.1 Applications

save
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A list of ASP.NET 1.1 Web applications installed on your site will be displayed.

2 Click Install New Applicatidn the Toolsgroup. A list of Web applications
available for installation will be displayed. To specify which application you
wish to install, select a radio button corresponding to the application of
your choice.

3 Click @# Install

4 Specify the domain folder in which the application should be installed,
database name for the application, and click Install

Now the application is installed and you can insert a link to this application into the Web
pages of your site, for example, on your home page. Otherwise, you and your users will have
to access this application by typing its URL, which can be long enough to remember.

0 To access the Web interface of an application, do any of the following:

A Type the URL in your browser. For example: http://your-domain.com/forum/.

A Go to Domains> domain name Web Applications ASP.NET 1.1 Applicatipasd click an
icon -, corresponding to the application.

O To reconfigure an application or change t he

Go to Domains> domain name Web Applications ASP.NET 1.1 Applicatipasd click an icon %
, corresponding to the application.

To remove an application:

Go to Domains> domain name Web Applications ASP.NET 1.1 Applicatiomshd
select a check box corresponding to the application that you no longer
need.

2 Click RemoveThe application and its databases will be removed from the
server.

If you want a certain Web application to be started when someone visits a site, it can be
done by creating a default domain application.
To set an application as default for a domain:
Go to Domains> domain name Web Applications ASP.NET 1.1 Applications
A list of application packages installed on the site will be displayed.

2 Select a check box corresponding to the application package you want to
set as default, then click Default Click OKto confirm the creation of the
default Web application.

Now, when a user enters an URL in the address field of his browser (for example,
http://fexample.com), he is taken to the default Web application.

Installing Ruby Web Applications (Linux Hosting)

You can install on your site custom Web applications developed in the Ruby programming
language.
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To install on your site an application written in Ruby:
Go to Domains ®lomain name Web Hosting Settings
Select the CGland FastCGtheck boxes, and click OK

Connect to your FTP account, change to the /httpdocs  directory, and
create a subdirectory where the application files will reside. Let's call this

directory <your_application> , for illustration purposes.
Upload the application files to the httpdocs/<your_applic ation>
directory.

Locate the readme file in the application directory. Follow the instructions
from this file to install the application. Note that installation of additional
Ruby modules or operating system components may be required. In such a
case, contact your hosting service provider or server administrator for
assistance.

Log in to the server shell over SSH and issue the command cd
/<path_to_virtual_hosts>/<your_domain_name>/httpdocs; mv
<your_application> <your_application>.real; In -S
<your_applica tion>.real/public <your_application>

where <path_to_virtual_hosts> is the path to the directory with virtual host configuration
files, <your_domain_name> is the name of your domain, and <your_application> is the
directory where your Ruby application is located.

If you do not have access to server shell, ask your server administrator or hosting service
provider to perform this step for you.

Create a file with name .htaccess in the directory
<your_domain_name>/httpdocs/<your_application>/public, open it with a
text editor of your choice and add the following lines into the file:

AddHandler fcgid - script .fcqi

Options +FollowSymLinks +ExecCGlI
RewriteEngine On

RewriteBase /<your_application>

RewriteRule *$ index.html [QSA]

RewriteRule ~([*.]+)$ $1.html [QSA]
RewriteCond %{REQUEST_FILENAME}! -f
RewriteRule ~(.*)$ dispatch.fcgi [QSA,L]

ErrorDocument 500 "<h2>Application error</h2>Rails application
failed to start properly"

Save the file.
Make sure that the proper path to the Ruby interpreter is specified in the
file public/dispatch.fcgi . issue the commands head -nl

dispatch.fcgi and which ruby . The both commands must return
identical values.

Now the Web application will be accessible at the following URL: http://your-
domain.com/your_application.
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Using 1S Application Pool (Windows Hosting)

[IS Application Pool contains all web applications on domains hosted on your server.
Dedicated IIS application pool allows your clients to have a level of isolation between web
applications used by their domains. Since each dedicated application pool runs
independently, errors in one application pool belonging to one client will not affect the
applications running in other application pools belonging to other clients.

By default, Parallels Plesk Panel offers a shared application pool for all your clients and their
customers. However, clients and domains can use dedicated application pools if
administrator and client policy permit this.

To stop all applications in the dan'gapplication pool:

Click the Domainsshortcut in the navigation pane and click the required
domain name.

2 Click IIS Application Paool
3 Click Stop

U To start all applications in the domain's application pool:

Click the Domainsshortcut in the navigation pane and click the required
domain name.

2 Click IS Application Paool
3 Click Start

To restart all applications running in the domain's application pool:

Click the Domainsshortcut in the navigation pane and click the required
domain name.

2 Click IIS Appliation Poal

3 Click Recycle This can be handy if some applications are known to have
memory leaks or become unstable after working for a long time.

In this section:

Setting Up IS Application POOL..............uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeees 195
Disabling 1S Application POOI.........cooo oo 196
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Setting Up 1S Application Pool
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To enable IIS application pool for a domain:

Click the Domainsshortcut in the navigation pane.
Click the required domain name in the list.

Click IIS Application Paol

Click Switch On

To limit the amount of CPU resources that this domain's application pool
can use, select the Switch on CPU monitoriepeck box and provide a number
(in percents) in the Maximum CPU use (fi@ld.

Click OK

To enald 11S application pool for all domains of a specific client:
Click the Clientsshortcut in the navigation pane.

Click the required client name in the list.

Click 1IS Application Paol

Click Switch On

To limit the amount of CPU resources that the application pool can use for
all your domains, select the Switch on CPU monitorietpeck box and provide a
number (in percents) in the Maximum CPU use (fi@ld.

Click OK
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Disabling 11S Application Pool

U To disable IIS application pool for a domain:

1 Click the Donainsshortcut in the navigation pane.
2 Click the required domain name in the list.

3 Click IS Application Paol

4 Click Switch off

5 Click OK

U To disable 1IS application pool for all domains of a specific client:
1 Click the Clientsshortcut in the navigation pane.
2 Click the required client name in the list.

3 Click IS Application Paool

4 Click Switch Off

5 Click OK

Securing Web Sites

This section describes the measures for securing Web sites you host.

In this section:

Securing E-commerce Transactions with Secure Sockets Layer Encryption .....
Restricting Bandwidth Usage fOr SIteS...........uuuuuuuiiiuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieieneeenees
Restricting the Amount of Simultaneous Connections to Sites.........ccccoeeeeveeenes
Protecting Sites From Bandwidth Stealing (Windows Hosting) ..o,
Restricting Access to Web Site's Resources with Password Protection.............
Setting File and Directory Access Permissions (Linux HOStiNG) ................evvueees
Setting File and Directory Access Permissions (Windows Hosting) ...................
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Securing Eommerce Tramastions with Secure Sockets Layer
Encryption

If your clients are running an e-commerce business, they need to secure transactions
between their customers and their site. To prevent the valuable data, such as credit card
numbers and other personally identifiable information from being stolen, you should use the
Secure Sockets Layer protocol, which encrypts all data and transfers them securely over the
SSL connection. And even if someone intercepts the data for malicious intent, they will not
be able to decrypt and use them.

To implement the Secure Sockets Layer protocol on your Web server, you should purchase
an SSL certificate from a reputable certificate vendor (these vendors are called Certificate
Authorities), and then install this certificate on your site. To enable SSL protection, you must
host your site on a dedicated IP address, which is not shared among other Web sites.

There are numerous certificate authorities to choose from. When considering one, pay
attention to reputation and credibility of the CA. Knowing how long they have been in
business and how many customers they have will help you make the right choice.

Your Parallels Plesk Panel provides facilities for purchasing SSL certificates from Comodo,
GeoTrust, Inc. and GoDaddy.

In this section:

Obtaining and Installing SSL Certificates from GeoTrust, Inc. or GoDaddy ....... 198
Obtaining and Installing SSL Certificates from Other Certification Authorities.... 200
Creating and Installing Free Self-sighed SSL Certificate ..........cccceeeveeeviveeennnnnnn. 201
Removing a Certificate from YOUr SIte............uuuuuiiiiuueiiiiiiiiiiiiiiiiiiiiiiiieieeeieeneenens 202
Using SSL Certificate Shared by Another Domain (Windows Hosting Only) ...... 203
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Obtaining and Installing SSL Certificates from GeoTrust, Inc. or GoDaddy

To purchase an SSL certificate through MyPleskCom online store and secure a site:

Go to Domains ®omain name SSL Ertificates A list of SSL certificates that
you have in your repository will be displayed.

2 Click Add SSL Certificate
3 Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We recommend
that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not exceed
the length of 64 symbols.

A Specify the domain name for which you wish to purchase an SSL certificate. This
should be a fully qualified domain name. Example: www.your-domain.com.

A Enter the domain administrator's e-mail address.

4 Make sure that all the provided information is correct and accurate, as it
will be used to generate your private key.

5 Click Buy SSL Certificat& our private key and certificate signing request will
be generated 8 do not delete them. MyPlesk.com login page will open in a
new browser window.

6 Register or login to an existing MyPlesk.com account and you will be taken
step by step through the certificate purchase procedure.

7 Choose the type of certificate that you wish to purchase.

8 Click Proceed to Bugnd order the certificate. In the Approver BMaildrop-down
box, please select the correct Approver e-mail.

9 The approver e-mail is an e-mail address that can confirm that certificate
for specific domain name was requested by an authorized person.

10 Once your certificate request is processed, you will be sent a confirmation
e-mail. After you confirm, the SSL certificate will be sent to your e-mail.

11 When you receive your SSL certificate, save it on your local machine or
network.

12 Return to the SSL Certificates repository (Domains> domain name SSL
Certificate}.

13 Click Browsein the middle of the page and navigate to the location of the
saved certificate. Select it, and then click Send FileThis will upload and
install the certificate against the corresponding private key.

14 Return to the domain's administration screen (Domains> domain nameand
click Web Hosting Settings

15 Select the SSL certificate that you wish to install from the Certificatemenu.

If there is no Certificatanenu on the screen, this means that you are on a shared hosting
account; therefore, you need to upgrade your hosting package and purchase a dedicated
IP address from your hosting provider.
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16 Select the SSL supportheck box and click OK
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Obtaining and Installing SSL Certificates from Other Certification Authorities

To secure a site with an SSLiGiedte from other certificate authorities:

Go to Domains ®domain name SSL Certificated\ list of SSL certificates that
you have in your repository will be displayed.

2 Click Add SSL Certificate
3 Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We recommend
that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not exceed
the length of 64 symbols.

A Specify the domain name for which you wish to purchase an SSL certificate. This
should be a fully qualified domain name. Example: www.your-domain.com.

A Enter the domain administrator's e-mail address.

4 Make sure that all the provided information is correct and accurate, as it
will be used to generate your private key.

5 Click RequestYour private key and certificate signing request will be
generated and stored in the repository.

6 In the list of certificates, click the name of the certificate you need. A page
showing the certificate properties opens.

7 Locate the CSR sectioon the page, and copy the text that starts with the
line ----BEGIN CERTIFICATE REQUESINhd ends with the line ----END
CERTIFICATE REQUESTO0 the clipboard.

8 Visit the Web site of the certification authority from which you want to
purchase an SSL certificate, and follow the links on their site to start a
certificate ordering procedure. When you are prompted to specify CSR
text, paste the data from the clipboard into the online form and click
Continue The certification authority will create an SSL certificate in
accordance with the information you supplied.

9 When you receive your SSL certificate, save it on your local machine or
network.

10 Return to the SSL Certificates repository (Domains> domain name SSL
Certificate}.

11 Click Browsein the middle of the page and navigate to the location of the
saved certificate. Select it, and then click Send FileThis will upload and
install the certificate against the corresponding private key.

12 Return to the domain's administration screen (Domains> domain nameand
click Web Hosting Settings

13 Select the SSL certificate that you wish to install from the Certificatemenu.
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If there is no Certificatanenu on the screen, this means that you are on a shared hosting
account; therefore, you need to upgrade your hosting package and purchase a dedicated
IP address from your provider.

14 Select the SSL supportheck box and click OK
Creating and Installing Freesi§akd SSL Certificate

If you do not want to purchase SSL certificates, but still need to secure a site, you can create

a self-signed certificate and install it on your web server. This will provide data encryption;

however, your customersd browsers wild.|l show warn
is not issued by a recognized authority. Thus, using self-signed certificates is not

recommended as it will not instill confidence in customers, and is likely to adversely affect the

online sales of your client.

U To secure a site with a s&iljned SSL certificate:

Go to Domains> domain name SSL Certificatesand click Add SSL Certificate
2 Specify the certificate properties:

A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We recommend
that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not exceed
the length of 64 symbols.

A Specify the domain name for which you wish to generate an SSL certificate. For
example: www.your-domain.com.

A Enter the domain owner's e-mail address.

3 Click SelfSigned Your certificate will be generated and stored in the
repository.

4 Return to the domain's administration screen (Domair> domain nameand
click Web Hosting Settings

5 Select the self-signed SSL certificate from the Certificatemenu.

If there is no Certificatanenu on the screen, this means that you are on a shared hosting
account; therefore, you need to upgrade your hosting package and purchase a dedicated
IP address from your hosting provider.

Select the SSL supportheck box and click OK

(o)}
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Removing a Certificate from Your Site

To remove a certificate from your site and disable SSL protection:

Make sure that the certificate you want to remove is not used at the
moment.

2 Go to Domains> domain name Web Hosting Setting$he Certificatemenu
indicates which SSL certificate is currently used.

3 If the certificate that you want to remove is currently in use, you should
first release it: in the Certificatemenu, select another certificate and click OK

4 Remove the certificate from repository.

5 To permanently remove the certificate from repository, go to Domains>
domain name SSL Certificateselect a check box corresponding to the
certificate that you no longer need and click Remove Confirm removal and
click OK

6 Disable SSL support if you no longer need it.
7 Go to Domains> domain nene> Web Hosting Settings
8 Clear the SSL supportheck box and click OK
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Using SSL Certificate Shared by Another Domain (Windows Hosting Only)

Shared SSL is a means of securing the access to a site with SSL (Secure Sockets Layer)
without purchasing your own SSL certificate. Web sites that employ shared SSL are, in fact,
using the certificate shared by another domain. The domain that shares its SSL certificate
with others is called Master SSL Domain.

Note. Before your customers can use shared SSL, the Master SSL Domain should be set.
Refer to the section Configuring Master SSL Domain for Shared SSL (on page 95) for more
information.

To use SSL certificate of the Master SSL Domain by creating shared SSL links:
Go to Domains> domain name Shared SSL
Select the Switch on shared SSiheck box.

Specify the virtual directory name in the corresponding input field. The
virtual directory with the specified name will be created on the Master SSL
Domain. This directory will be used for accessing your site through SSL.

For example, let us suppose that you have a domain named mydomain.com, Master SSL
Domain is defined as master_ssl_domain.com, and the virtual directory name you
supplied is my_virtual_dir . In this case, to access your site through SSL, you need to
use the following address: https://master_ss|_domain.com/my_virtual_dir.

w N R

Note. You cannot use your domain name (e.g., mydomain.com) to access your site via
SSL if you are using shared SSL.

4 Select the directory where protected content is located on your domain.
The documents within specified directory will be accessible only through
SSL. You can only choose either httpdocs or httpsdocs as a target
directory.

5 To make your domain accessible via SSL only, select the Require SStcheck
box.

6 Click OK

To stop using SSL certificate of the Master SSL Domain, disabling shared SSL:
Go to Domains> domain name Shared SSL

Clear the Switch on shared SQiheck box.

Click OK

w N -
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Restricting Badwidth Usage for Sites

To avoid excessive usage of bandwidth, which can lead to resources overage, you can limit
bandwidth usage for a site.

To limit the bandwidth usage for a site:
Go to Domains @omain name Bandwidth Limiting
Select the Switch onbandwidth limitingcheck box.

Specify the maximum speed (measured in KB per second) that a domain
can share between all its connections in the Maximum bandwidth usage (KB/S)
field.

4 Click OK

w N =

Restricting the Amount of Simultaneous Connections to Sites

To avoid Denial Of Service attacks and to prevent excessive usage of bandwidth, you can
set a limit of maximum number of simultaneous Web connections to your site.

To limit the maximum number of simultaneous connections to a Web site:
Domains ¥lomain name Bamwidth Limiting
Select the Switch on connections limitimineck box.

Specify the maximum number of simultaneous connections in the
Connections limited tioeld.

4 Click OK

w N =

Protecting Sites From Bandwidth Stealing (Windows Hosting)

Hotlinking (also called file leeching, remote linking, direct linking, bandiwidth stealing or
bandwidth banditism) is a term used for describing a situation when a Web page of one
domain owner is directly linking to images (or other multimedia files) on the Web pages of
another domain owner, usually using an <IMG> tag. If your domains are hotlinked, you may
face the problem of excessive bandwidth usage.

To protect a domain from hotlinking:
Go to Domains xlomain name Hotlink Protection
Click Switch Orto enable the protection from hotlinking.

Specify the extensions of files you wish to be protected from hotlinking (for
example, jpg, bmp, and so on) in the Protected files extensiohield. When
listing several file extensions, separate them with spaces.

Click OK

w N -
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RestrictingAccess to Web Site's Resources with Password
Protection

If you have directories in a site that only authorized users should see, restrict access to these
directories with password protection.

In this section:

ProteCting @ RESOUICE ........ccoiiieiiiii e e e e ettt e e e e e e e eeaees 205
Specifying AUthOTZEA USEIS......ccoii i 206
UNProtecting @ RESOUICE........uuiiiiiiiiiiiiiiiiieieee ettt ees e eeeeesnnenenenee 206

Protecting a Resource

w N =

To password protect a directory in your sitetarspecify authorized users:
Go to Domains ®lomain name Password Protected Directories
Click Add New Directory

Specify the path to the directory that you wish to password protect in the
Directory naméox.

This can be any directory existing in the site, for example: /private . If the directory that
you would like to protect has not yet been created, specify the path and the directory
name i Parallels Plesk Panel will create it for you.

Specify in what location (also called document root) your password
protected directory resides or will reside. For example:

A To protect the httpdocs/private directory, type ‘/private’ in the Directory nambox
and select the NonSSLcheck box.

A To protect the httpsdocs/private directory, type ‘/private' in the Directory amebox
and select the SSLcheck box.

A To protect your CGlI scripts stored in the cgi - bin directory, leave /' in the Directory
namebox and select the cgi-bin check box. Make sure there are no white spaces after
the slash symbol; otherwise, a protected directory will be created with the name
consisting of white spaces.

In the Header Textox, type a resource description or a welcoming message
that your users will see when they visit the protected area.

Click OK The directory you specified will be protected.
To add authorized users, click Add New User

Specify the login name and password that will be used for accessing the
protected area. The password should be from 5 to 14 symbols in length.
Click OK

To add more authorized users for this protected resource, repeat the steps
7 and 8.
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Specifying Authorized Users

A WON PP

To add an authorized user of a protected directory:

Go to Domains ®lomain name Password Protected Directaries
Click on the name of the directory you need.

Click the Add New Usacon.

Specify the login name and password that will be used for accessing the
protected area. The password should be from 5 to 14 symbols in length.

Click OK

To change password for an authorized user of a protected directory:
Go to Domains ®lomain name Password Ptected Directories

Click on the name of the directory you need. A list of authorized users will
open.

Click on the userds name.
Specify the new password and re-type it for confirmation.
Click OK

To revoke a permission to access the protected direconafuser:
Go to Domains ®lomain name Password Protected Directaries

Click on the name of the directory you need. A list of authorized users will
open.

Select a check box corresponding to
Click Remove Confirm the operation and click OK

Unprotecting a Resource

To remove password protection and make the resource available to the public:

Go to Domains @omain name Password Protected Directari@dist of password
protected directories will open.

Select a check box corresponding to the name of the directory, from which
you want to remove protection.

Click Remove The protection will be removed and the contents of the
directory will be accessible to the public without restrictions.

t
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Setting File and Directory Access PermissionaxlHosting)

To review or change the permissions set for files and directories:
Click the Domainsshortcut in the navigation pane.

Click the required domain name in the list.

3 Click File Manager

N = C

The permissions are represented as three sets of symbols, for example, 'rwx rwx r--". The
first set tells what the owner of the file or directory can do with it; the second tells what the
user group, the file or directory belongs to, can do with the file or directory; the third set
indicates what other users (the rest of the world, i.e. Internet users visiting a site) can do with
the file or directory. R means the permission to read the file or directory, W means the
permission to write to the file or directory, and X means the permission to execute the file or
look inside the directory.

To modify permissions for a file or directory, in the Permissionsolumn, click the respective
hyperlink representing the set of permissions. Modify the permissions as desired and click
OK

Setting File and Directory Access Pernmssf@Vindows Hosting)

Parallels Plesk Panel provides setting up file and folder access permissions, including
defining special permissions and permissions inheritance, similarly to the way it is presented
in Windows interface.

Note. For security reasons, permissions for Administrators, SYSTEM and Parallels Plesk
Panel Domain Administrator cannot be changed or removed.

In this section:

Setting and Changing Access Permissions for Groups and Users..................... 208
Removing Access Permissions from Groups and USErS...........ccccccvveeeeieeeeeieenns 209
Setting Up Access Permissions Inheritance for Files and Folders ..................... 209
Setting, Changing and Removing Special Access Permissions............cccc.ueeee... 210
Setting Access Permissions for Virtual DireCtories .........cccoovvvvvviiiieveiiin e, 210

Repairing ACCESS PEIMISSIONS .......uuuuuiiiiiiiiiiiiiiiiiiieiieeitieeenennesnenenneesnseneeeeenenenee 211
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Setting rad Changing Access Permissions for Groups and Users

To set or change access permissions for a group or user:
Click the Domainsshortcut in the navigation pane.
Click the required domain name in the list.

Click File Manager

Click ™ corresponding to the required file or folder.

A To change or remove permissions from a group or user, click the required name in the
Group or user namdist.

A WON PP

A To set permissions for a group or user, which is not in the Growp or user nameist,
select the required user/group name from the drop-down box located above the list

and click &@: the user/group appears in the list. Select it.

5 To allow or deny permissions to a selected group/user, select the Allowor
Denycheck boxes corresponding to permissions listed under Permissions for
[user/group name]

Note. If check boxes in Allowand/or Denycolumns are shaded, it means that the
corresponding permissions are inherited from a parent folder.

A To deny the permission, which are inherited from a parent object as allowed, select
the required check boxes under Deny This will override inherited permissions for this
file/folder.

A To allow the permission, which are inherited from a parent object as denied, clear the
Allow inheritable permissions from the parent to propagate to this object and all child objects.
Include these with entries explicitly defined bleeek box: this removes the inherited
permissions. Then select the required check boxes under Allowand Deny

6 Click OK
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Removing Access Permissions from Groups and Users

To remove access permissions from a group or user:

Click the Domainsshortcut in the navigation pane.

Click the required domain name in the list.

Click FileManager

Click W corresponding to the required file or folder.

Select the required name in the Group or user namesst and click @ next to it.

ga b~ WO N PP

Note: The & icons appear unavailable for entries with permissions inherited from a
parent object.

6 Select the required entry.

7 Clear the Allow inheritable permissions from the parent to petedg this object and all
child objects. Include these with entries explicitly defineccherk box.

8 Select the entry again and click @,
9 Click OK

Setting Up Access Permissions Inheritdiiles fand Folders

To set up access permissions inheritance for files and folders:
Click the Domainsshortcut in the navigation pane.

Click the required domain name in the list.

Click File Manager

Click the icon Il corresponding to the required file or folder.

To make the file/folder inherit permissions from a parent folder (if it does
not), select the Allow inheritable permissions from the parent to propagate to this object
and all child objects.dlude these with entries explicitly defined loéreck box.

6 To make the files and folders, which are contained in this folder, inherit the
folder permissions defined here, select the Replace permission entries on all child
objects with entries shown hehattapply to child objectheck box.

7 Click OK

ga b~ WODN PP C
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Setting, Changing and Removing Special Access Permissions

You can also set, change and remove special permissions including advanced management
of folder permissions inheritance. In Advancecermissions management mode, several
permission entries can be associated with a single group or user, each containing different
set of permissions. Also, the list of permissions in Advancednode is more detailed and gives
more opportunities for fine-tuning file/folder permissions. It contains permissions that cannot
be seen in Microsoft Windows interface, but present combinations of native Microsoft
Windows permissions. They are Read Control, Write Control, and Execute Control.

0 To set, change or remove file/folder speeiamissions:

1 Click the Domainsshortcut in the navigation pane.

2 Click the required domain name in the list.

3 Click File Manager

4 Click the icon Il corresponding to the required file or folder.
5 Click Advanced

A To create a permission entry for a group or user, select the required name from the
Group or user namdist and click &2

A To set or change file/folder permissions for a group or user, select the required name
from the Group or user namdist, select the required Allowand Denycheck boxes
corresponding to permissions listed under Permissions for [group/user name]

A To remove a permission entry for a group or user, select the required name from the
Group or user namdist and click @

A To make child objects of a folder inherit its permissions defined under Permissions for
[group/user namg}elect the Replace permission entriesalhchild objects with entries
shown here that apply to child objeztieck box, and select check boxes in the Apply to
list which correspond to objects you want to inherit the permissions.

6 Click OK

Setting Access Permissions for Virtual Directories

Access permissions can also be applied to virtual (Web) directories.

To set access permissions for a virtual directory:

Click the Domainsshortcut in the navigation pane.

Click the required domain name in the list.

Click Virtual Directories

Navigate the Web site structure and click the required directory.

¢ | i Rerkissionsn the Toolsgroup and set access permissions for this
virtual directory, as described in the preceding sections.

a b~ W N - o
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Repairing Access Permissions

If some scripts on your sites stop working, this might be due to the incorrectly defined or
corrupted file and folder access permissions. It is advised to run check and repair process to
restore proper access permissions, thereby restoring scripts functioning.

U To check and repair access permissions for a domain or a group of domains, restoring
scripts functioning:

1 Click the Domainsshortcut in the navigation pane.

2 Select the check boxes corresponding to the domain names you want to
perform permissions check on.

3 Click [ Check permissions

4 Adjust the settings as required:

A Clear the Checkonly modecheck box to check and repair access permissions. Leave
the Checkonly modecheck box selected to run the checking in the read-only mode,
when permissions are only checked (with errors reported), but not fixed.

A Leave the Send notification bymailcheck box selected to receive check and repair
report by e-mail, and specify the required e-mail address in this field.

5 Click OK Parallels Plesk Panel will start checking permissions and
correcting them, if the corresponding option is set. Please note that this
procedure might take a lot of time, depending on the complexity of file and
folder structure of your domains.

Organizing Site Structure with Subdomains

Subdomains are additional domain names that enable you to:

A Organize logically the structure of your site

A Host additional Web sites or parts of a Web site on the same server without the need to
pay for registration of additional domain names

An example of using subdomains:

You have a Web site your-product.com dedicated to promoting your software product. For
publishing userds guides, tutorials and 1i st
the subdomain 'userdocs' so that your users will be able to access online user

documentation directly by visiting the domain name userdocs.your-product.com.

In this section:

Setting Up Subdomains (LINUX HOSEING) .......uuvuuiuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiienees 212
Setting Up Subdomains (Windows HOSHING) .........uuuuuriiiimiiiiiiiiiiiiiiiiiiiiiiiiieennnnnes 212
Removing SUDAOMAINS .......cooiii e 214
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Setting Up Subdomains (Linux Hosting)

To set up a subdomain:
Go to Domains ¥omain name Subdomains
Click the Add New Subdomaioon.

Type the subdomain name as desired. This can be, for example, a topic of
a site, organization department, or any other combination of letters,
numbers and hyphens (up to 63 characters in length).

The subdomain name must begin with an alphabet character. Subdomain names are
case insensitive.

4 If this subdomain will hold a part of your own Web site that you manage on
your own, leave the Use the FTP user account of the parent doomdion selected.
If this subdomain will hold a separate web site that will belong to or will be
managed by another person, select the Create a separate user account for this
subdomairoption, and specify the login name and password that will be
used for accessing the web space through FTP and publishing web site
content.

5 If this subdomain will require secure transactions, select the SSL support
check box. Then, the SSL certificate installed under the parent domain will
be used for encrypting transactions.

By default, when you publish the site, you need to upload the web content that should be
accessible via secure connections to the httpsdocs  directory, and the content that
should be accessible via plain HTTP, to the httpdocs directory. For your convenience,
you can choose to publish all content through a single location i httpdocs  directory, to
do this, select the option Use a sinig directory for housing SSL and +88L content

6 Specify the programming languages in which the web site is developed.
Otherwise, the web site may not function properly.

For example, if the Web site is written mainly in ASP and uses some applications written
in PHP, such as those from the Application Vault (Domains> domain name Application
Vaul}, select the ASP supporand PHP supportheck boxes.

7 If you wish to limit the amount of disk space that can be occupied by Web
content under this subdomain, type the desired value in megabytes into the
Hard disk quotaox.
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When the specified limit is exceeded, you will not be able to add files to the Web space,
and editing existing files may corrupt them.

8 To complete the setup, click OK It may take up to 48 hours for the
information on new subdomain to spread in the Domain Name System and
become available to the Internet users.

To publish Web content to the subdomaindés Web sp
the Publishing a Site section.
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Setting Up Sudomains (Windows Hosting)
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To set up a subdomain:

Go to Domains ®lomain name Subdomains

Click Add New Subdomain

Select the required Hosting typeand click OK

A Select Physical hostingo create a virtual host for the domain.

A Select Subdomain on subfoldto create a virtual subdomain. Subdomain on subfoldeill
use physical structure of the domain. The creation of a separate FTP user account will
be not possible: the FTP user account of the domain will be used.

Type the subdomain name as required. This can be, for example, a topic of
a site, organization department, or any other combination of letters,
numbers and hyphens (up to 63 characters in length). To add the WWW
prefix, select the appropriate check box.

The subdomain name must begin with an alphabet character. Subdomain names are
case insensitive.

If you are creating subdomain on subfolder, specify the physical location
for the subdomain files in the Site home directoriyeld:

A Clear the Create physical directory for subdonehiack box and specify the existing

directory to the right of httpdocsfield. You can click I to browse for the required
directory, select it and click OK

A Leave the Create physical directory for subdoneiack box selected to create a
corresponding physical directory with the same name as the subdomain.

If you are creating subdomain with physical hosting, specify the FTP user
account for it:

A If this subdomain will hold a part of your own Web site that you manage on your own,
leave the Use the FTP user account of the main doomion selected.

A If this subdomain will hold a separate Web site that will belong to or will be managed
by another person, select the Create a separate user account for this subdapétion,
and specify the login name and password that will be used for accessing the Web
space through FTP and publishing Web site content. Specify the hard disk quota in
the appropriate field in megabytes or leave the Unlimitedcheck box selected. When
the specified limit is exceeded, you will not be able to add files to the Web space, and
editing existing files may corrupt them.

Leave the Publish site with Sitebuildeheck box selected to be able to access
Sitebuilder and build Web site through your Parallels Plesk Panel interface.
When the Publish site with Sitebuildeption is selected, a site will be created
in Sitebuilder.

All publishing parameters will be set in the paths predefined: for subdomain with Physical

hosting- /subdomains/SUBDOMAINNAME/httpdocs/sitebuilder; for subdomain with
Subdomain on subfolderhttpdocs/SUBDOMAINNAME/.

If you want to enable Microsoft FrontPage supposelect the appropriate check
box. Enable or disable Remote Microsoft FrontPage autholiggelecting the
appropriate option.
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9 Specify the supported programming languages in the Servicesgroup. Use
select allor clear allto select or clear all of the languages available.

If the ASP.NET support is disabled on the domain for which you are creating subdomain,
it is also unavailable on Subdomain on subfoldén case the ASP.NET support is enabled
on the domain, the ASP.NET is available for subdomain created on a subfolder.

10 To allow you to view the information on the number of people visited the
site and the pages of the site they viewed, select a module in Web statistics
drop-down menu and select the accessible via password protected directory /plesk
stat/webstatheck box, if required. This will install the selected statistical
software module, which will generate reports and place them into the
password protected directory. The subdomain administrator will then be
able to access Web statistics at the URL:
https://subdomain.domain.com/plesk-stat/webstat using their FTP account
login and password.

Note. If subdomain administrator changes the FTP credentials, web statistics access
credentials do not change. The original login and password specified upon the
subdomain creation should always be used for accessing password-protected Web
statistics directory.

11 Select the Additional write/modify permissiooption if this subdomain's Web
applications will use a file-based database (like Jet) located in the root of
httpdocs or httpsdocs folders. Please note that selecting this option
might seriously compromise the web site security.

12 To complete the setup, click OK It may take up to 48 hours for the
information on new subdomain to spread in the Domain Name System and
become available to the Internet users.

To publishWebcontent t o the subdomainds Web space, follo
the Publishing a Site section.

Removing Subdomains

To remove a subdomain with its Web content:
Go to Domains ¥omain name Subdomains

2 Select a check box corresponding to the subdomain name that you wish to
remove, and click Remove

3 Confirm removal and click OK The subdomain configuration and its Web
content will be removed from the server.
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Setting Up Additional Domain Names for a Site (Domain
Aliases)

If you have registered with a domain name registrar several domain hames that you would
like to point to the same Web site that you host on your server, you should set up domain
aliases.

If you need to serve several domain names that point to a Web site hosted on another

server, you should set up domain forwarding: see the section Serving Domain Names for
Sites Hosted on Other Servers (Domain Forwarding) (on page 237) for instructions.

In this section:
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Setting Up Domain Aliases

To set up a domain alias:

Go to Domains ®lomainrname> Domain Aliases

Click Add Domain Alias

Type the desired domain alias name, for example alias.com.

Domain aliases can comprise letters, digits and hyphens. Each part of the domain alias
between dots should not be longer than 63 symbols.

4 Select the Synchronize DNS zone with the primary doomenk box if you want
the domain alias to use the same DNS zone resource records as in primary
domain. With this setting, any subsequent changes in resource records of
the primary domain's zone will be applied to the DNS zone of this domain
alias.

5 Select the Mailcheck box, if you want e-mail directed at the e-mail
addresses under the domain alias to be redirected to the e-mail addresses
under your original domain name.

Example: You have an e-mail address mail@yourdomain.com. You have set up an alias

for your domain name, for example, alias.com. If you want to receive mail to your mailbox
mail@yourdomain.com when it is sent to mail@alias.com, select the Mailcheck box.

6 Select the Webcheck box. Otherwise, the web server will not serve the web
content to users coming to your site by typing the domain alias in their
browsers.

7 If you use hosting services based on a Linux platform, and you have Java

applications installed on your site that you want to make accessible
through the domain alias, select the Java Web applicatiomheck box.

8 Click OK

w N -
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Modifying Properties of Domain Aliases

To changéehe properties of an alias:

Go to Domains ®lomain name Domain Aliases
Click the alias name you need.

Click Preferences

w N -

To modify resource records in the DNS zone of a domain alias:
Go to Domains @omain name Domain Aliases

Click the alias name you need.

Click DNS Settings

Add, edit or remove the resource records as required:

A To add a resource record to the zone, click Add New Recor&pecify the required
values and click OKto write the values to the zone.
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A To modify a resource record, under the Host column, click a hyperlink corresponding
to the record you need.

A To remove a record, select a check box corresponding to the record you wish to
remove and click Remove

Removing Domain Aliases

To remove an alias from a domain:
Go to Domains ¥lomain nene> Domain Aliases

2 Select a check box corresponding to the domain alias that you want to
remove.

3 Click Remove
4 Confirm removal and click OK
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Using Virtual Directories (Windows Hosting)

A virtual directory in Parallels Plesk Panel is a link to existing physical directory that is
present on the server's hard disk. Virtual directories can have a number of specific settings
like custom ASP.NET configuration, access permissions, URL password protection, and so
on.

Since any virtual directory can have its own settings, including customized ASP.NET
configuration, virtual directories are very useful in setting up your web applications, especially
those written in ASP.NET. For example, if you have three web applications that use
ASP.NET version 1.1, and you need to install one web application that uses ASP.NET
version 2.0, you can create a virtual directory for the ASP.NET 2.0 application, configure
ASP.NET settings for this directory, enabling version 2.0 only for this directory, and
successfully install the required application.

Virtual directories can also be used as aliases. For example, you have a web application
installed on your domain ‘example.com’ in the physical folder

''my_data/web_apps/forum ". To access this web application, users need to type
'‘example.c om/my_data/web_apps/forum ', which is hard to remember and too long to
type. You can create virtual directory 'forum ' in the root of your virtual host, and link this
virtual directory to '/my_data/web_apps/forum ', SO users who want to access the web
application have to type 'example.com/forum ', which is much shorter and easier to
remember.

To open a virtual directory in your browser:
Click the Domainsshortcut in the navigation pane.

Click the required domain name in the list.
Click Web Directories

Click the icon #" corresponding to the directory you wish to open.
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Creating Virtual Directories

To create a new virtual directory on a domain:

Click the Domainsshortcut in the navigation pane.
Click the required domain name in the list.

Click Web Directoriesyou are in your Web site root now.

Navigate to the directory in which you want to create a new virtual
directory.

5 Click Create Virtual Directory
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Note. To create a physical directory instead of virtual directory, click Create Directory
specify the name of the directory and click OK

6 Specify the required parameters:
A Name- specify the virtual directory name.
A Path- specify the virtual directory path:

A Select the Create physical directory with the same name as virtual dimdokybox to
automatically create a physical directory with the same name as the virtual
directory you are creating.

A Clear the Create physical directory with the same name as virtual diskeiokybox and
specify the path in the field to select the physical directory that already exists.

A Script source accessselect this check box to allow users to access source code if
either Read or Write permissions are set. Source code includes scripts in ASP
applications.

A Read permissionselect this check box to allow users to read files or directories and
their associated properties.

A Write permissionselect this check box to allow users to upload files and their
associated properties to the virtual directory or to change content in a write-enabled
file. Write access is allowed only if browser supports the PUT feature of the HTTP 1.1
protocol.

A Directory browsingselect this check box to allow users to see a hypertext listing of the
files and subdirectories in the virtual directory.

A Log visits- select this check box if you want to store the information about visits of the
virtual directory.

A Create applicationselect this check box to make the Web directory an 1IS Application.
The directory becomes logically independent from the rest of the Web site.

A Execute permissionsselect the appropriate program execution level allowed for the
virtual directory.

A None- allow access only to static files such as HTML or image files.
A Scripts only allow running scripts only, not executables.

A Scripts and Executablesemove all restrictions so that all file types can be
executed.

A ASP Settings set specific settings for ASP-based web applications.
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A If you are using ASP-based applications that cannot operate correctly under data
transfer restrictions currently set by IS, clear the Defined by parent directaryeck
box corresponding to the field you want to change and type in the required
number.

A If you want to enable debugging of ASP applications on the server side, clear the

corresponding Defined by parent directarigeck box and select the Enable ASP server

side script debuggingheck box.
A If you want to enable debugging of ASP applications on the client side, clear the

corresponding Defined by parent directarigeck box and select the Enable ASP client

side script debuggingheck box.

Note that if you are trying to change ASP Settings for the root Web directory, the
default check box names will be Defined by lIBistead of Defined by parent directory

Click OKto complete the creation.

To set access permissions for a virtual directory:
Click the Domainsshortcut in the navigation pane.
Click the required domain name in the list.

Click Web Directories

Click the & icon corresponding to the directory you wish to open, and set
the access permissions for this directory and all its files.

Refer to the Setting File and Folder Access Permissions (on page 207) section for more
information on setting access permissions.

To configure ASP.NET for a virtual directory:

Click the Domainsshortcut in the navigation pane.
Click the required domain name in the list.

Click Web Directories

Browse to the required directory and enter it.

Click ASP.NET Settingasd set the options accordingly.

Refer to the Configuring ASP.NET for Virtual Directories (on page 180) section for more
information on configuring ASP.NET
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Changing Virtual Directory Settings
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To change preferences of an existing virtual directory on a domain:

Click the Domainsshortcut in the navigation pane.
Click the required domain name in the list.
Click Web Directories the Hostinggroup.

Find the directory which preferences you wish to change, and click &, or
click DirectoryAccess Permissions the required directory.

Change the preferences of the virtual directory:

A
A
A

Name- specify virtual directory name.
Path- specify the path to the physical directory which virtual directory is linked to.

Script source accessselect this check box to allow users to access source code if
either Read or Write permissions are set. Source code includes scripts in ASP
applications.

Read permissionselect this check box to allow users to read files or directories and
their associated properties.

Write permissionselect this check box to allow users to upload files and their
associated properties to the virtual directory or to change content in a write-enabled
file. Write access is allowed only if browser supports the PUT feature of the HTTP 1.1
protocol.

Directory browigg - select this check box to allow users to see a hypertext listing of the
files and subdirectories in the virtual directory.

Log visits- select this check box if you want to store the information about visits of the
virtual directory.

Create applicatn - select this check box to make the web directory an IIS Application.
The directory becomes logically independent from the rest of the web-site.

Execute permissionsselect the appropriate program execution level allowed for the
virtual directory.

None- allow access only to static files such as HTML or image files.
Scripts only allow running scripts only, not executables.
Scripts and Executablesemove all restrictions so that all file types can be executed.

Allow to use parent pathselect this check box to allow using double period in the
pathname when referring to a folder above the current web directory. This makes
users able to move up the folder tree without knowing the folder name or the
whereabouts in the hierarchy. If the option is selected, parent path directories should
not have the Execute permissiocheck box selected in their preferences, so that
applications do not have the ability of unauthorized running of programs in the parent
paths.

Allow application execution in MTA (rtlaféaded apartment) moeeselect this check box to
allow the application execution in multi-threaded apartment (MTA) mode. Otherwise
the application will run in a single-threaded apartment (STA) mode. Using STA, each
application pool is executed in a dedicated process. With MTA, several concurrent
application pools are executed in one thread which can increase performance in some
cases.
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A Use default documentselect this check box to allow the use of default documents for
the current web directory. The default document is sent when users access the
directory on the Web without a specific file name (for example, using
'http://www.parallels.com' as opposed to 'http://www.parallels.com/index.html"). If this
check box is cleared and the Directory browsingheck box is selected, the Web server
returns a folder listing. If this check box is cleared and the Directory browsingheck box
is cleared as well, the Web server returns an "Access Forbidden" error message.

A Default documents search ordepecifies the order in which 11S searches for the default
document, sending user the first available file it finds. If no match is found, IS
behaves as in the cases when the default content page is disabled.

A Allow anonymous accesselect this check box if you want to make the directory public
so that web users could access it without authentication.

A Require SSL select this check box to enable SSL-only access to the folder.
A ASP Settings set specific settings for ASP-based web applications.

A If you are using ASP-based applications that cannot operate correctly under data
transfer restrictions currently set by 1IS, clear the Defined by parent directaryeck
box corresponding to the field you want to change and type in the required
number.

A If you want to enable debugging of ASP applications on the server side, clear the
corresponding Defined by parent directarigeck box and select the Enable ASP server
side script debuggingheck box.

A If you want to enable debugging of ASP applications on the client side, clear the
corresponding Defined by parent directarigeck box and select the Enable ASP client
side script debuggingheck box.

Note that if you are trying to change ASP Settings for the root web directory, the
default check box names will be Defined by Ilfistead of Defired by parent directary

Click OKto save changes.

To change access permissions for a virtual directory:
Click the Domainsshortcut in the navigation pane.
Click the required domain name in the list.

Click Web Directories

Click the icon & corresponding to the directory you wish to open, and
change the access permissions for this directory and all its files.

Refer to the Setting File and Folder Access Permissions section for more information on
setting access permissions.

To reconfigure ASP.NET for a virtual directory:

Click the Domainsshortcut in the navigation pane.

Click the required domain name in the list.

Click Web Directories

Browse to the required directory and enter it.

Click ASP.NET $tengs and change the options accordingly.
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Refer to the Configuring ASP.NET for Virtual Directories section for more information on
configuring ASP.NET

Adding and Removing MIME Types

Multipurpose Internet Mail Exchange (MIME) types instruct a Web browser or mail
application how to handle files received from a server. For example, when a Web browser
requests an item on a server, it also requests the MIME type of the object. Some MIME
types, like graphics, can be displayed inside the browser. Others, such as word processing
documents, require an external helper application to be displayed.

When a web server delivers a Web page to a client Web browser, it also sends the MIME
type of the data it is sending. If there is an attached or embedded file in a specific format, 11S
also tells the client application the MIME type of the embedded or attached file. The client
application then knows how to process or display the data being received from IIS.

[IS can only operate files of registered MIME types. These types could be defined both on
the global IIS level and on the domain or virtual directory level. Globally defined MIME types
are inherited by all the domains and virtual directories while ones defined on the domain or
virtual directory level are used only for the area where they are defined. Otherwise, if the web
server receives request for a file with unregistered MIME type, it returns the 404.3 (Not
Found) error.

In this section:
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Adding MIME Types

To add a new MIME type for a virtual directory on a domain:
Click the Domainsshortcut in the navigation pane.

Click the required domain name in the list.

Click Web Directories

Navigate to the required virtual directory and enter it.
Select the MIME Typetab.

Click Add MIME Type

A Type the filename extension in the Extensiorfield. Filename extension should begin
with a dot (.), or a wildcard (*) to serve all files regardless of filename extension.
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A Specify the file content type in the Contentffield.

A You can either select the appropriate value from the list or define a new content type.
To do this, select Custom...and enter the content type in the input box provided.

7 Click OKto finish the creation.

Changing MIME Types

To edit an existing MIME type for a virtual directory on a domain:
Click the Domainsshortcut in the navigation pane.

Click the required domain name in the list.

Click Web Directories

Navigate to the required virtual directory and enter it.
Select the MIME Typesab.

Select the required MIME type in the list.

A Type the filename extension in the Extensiorfield. Filename extension should begin
with a dot (.), or a wildcard (*) to serve all files regardless of filename extension.
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A Specify the file content type in the Contentffield.

A You can either select the appropriate value from the list or define a new content type.
To do this, select Custom. and enter the content type in the input box provided.

7 Click OKto save changes.
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Removing MIME Types

To remove a MIME type for a virtual directory on a domain:

Click the Domainsshortcut in the navigation pane.

Click the required domain name in the list.

Click Web Directories

Navigate to the required virtual directory and enter it.

Select the MIME Typetab.

Select the check box corresponding to the MIME type you wish to remove.
Click Remove

Confirm removal and click OK

0o NOoO ok WODN PP &

Setting PHP Version fortMal Directories

In addition to be able to choose the PHP version you would like to use on each of your
domains, you also have the additional ability to specify the PHP version for any given virtual
directory on your domains, allowing you to use web applications that require PHP4 as well as

PHPS.

U To set PHP version for a virtual directory:

1 Click the Domainsshortcut in the navigation pane.
2 Click the required domain name in the list.

3 Click Web Directories

4 Click PHP Settings

5 Choose the required version of PHP and click OK

Removing Virtual Directories

To remove an existing virtual directory:

Click the Domainsshortcut in the navigation pane.

Click the required domain name in the list.

Click Web Directories

Select the check box corresponding to the directory you wish to remove.
Click Remove

Confirm the removal and click OK

O O WODN PP C
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Hosting Personal Web Pages on Your Web Server

You can host on your Web server personal Web pages for individuals who do not need their
own domain names. This service is popular with educational institutions that host non-
commercial personal pages of their students and staff.

These pages usually have Web addresses like http://your-domain.com/~username.

i

9

To accommodate a personal web paggour server, allocate a separate Web space and
set up an FTP account for publishing:

Go to Domains ®omain name Web Users

Click Preferences

If you wish to allow execution of scripts embedded in personal Web pages,
select the Allow the web users spting check box.

Click OK

The settings you have defined at the step 3 are common for all personal Web pages you
might host on your Web server. Therefore, you will not need to perform the steps 4 to 6
next time you set up a Web space for a personal Web page.

Click Add New Web User

Specify a user name and password that will be used for accessing the web
space through FTP and publishing the web page.

You can use only lowercase alphanumeric, hyphen and underscore symbols in user
name. The user name should begin with an alphabet character. It cannot contain white

spaces. The password cannot contain quotation marks, white space, user's login name,
and should be between 5 and 14 characters in length.

Specify the programming languages that should be supported for the Web
page.
For example, if the web page is written in PHP, select the PHP supportheck box.

If you wish to limit the amount of disk space that can be occupied by the
Web page content, type the desired value in megabytes into the Hard disk
guotabox.

When the specified limit is exceeded, the Web page owner will not be able to add files to
his or her Web space.

Click OK

Now you can tell your user the FTP account credentials, so that he or she can publish their
Web page.

In this section:
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Changing FTP Password for a Web Page Owner

To change FTP password for a web page owner:

Go to Domains> domain nhame Web Users user name

2 Type the new password into the New passwordnd Confirm passworboxes
and click OK

AllocatingMore Disk Space to the Web Page Owner

To allocate more disk space to the web page owner:

Go to Domains> domain name Web Usersthen click the required Web user
name.

2 Type the amount of disk space in megabytes into the Hard disk quotdox and
click OK

Removing Web Page Owner's Account

O To remove a web page ownerdéds account toget!t

1 Go to Domains omain name Web Users

2 Select a check box corresponding to the user account you want to remove
and click Remove

3 Confirm removal and click OK
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Setting Up Anonymous FTP Access to the Server

If you host a site on a dedicated IP address, you can set up a directory within the site, where
other users will be able to anonymously download or upload files through FTP. Once
anonymous FTP is enabled, the users will be able to log in to the ftp://ftp.your-domain.com
with the "anonymous" login name and any password.

w N =

To allow anonymous FTP access:
Go to Domains ®lomain name Anonymous FTP
To activate anonymous FTP service, click Switch On

To set up a welcoming message to be displayed when users log in to FTP
site, select the Display login messaggheck box and type the message text in
the input field as desired.

Note that not all FTP clients display welcoming messages.

To allow visitors to upload files to the /incoming directory, select the
Allow uploading to incoming directatyeck box.

To allow users to create subdirectories in the /incoming directory, select
the Allow creation of directories in the imiog directorycheck box.

To allow downloading files from the /incoming directory, select the Allow
downloading from the incoming directohgeck box.

To limit the amount of disk space that can be occupied by uploaded files,
clear the Unlimitedcheck box corresponding to the Limit disk space in the
incoming directorpption, and specify the amount in kilobytes.

This is the hard quota: the users will not be able to add more files to the directory when
the limit is reached.

To limit the number of simultaneous connections to the anonymous FTP
server, clear the Unlimitedcheck box corresponding to the Limit number of
simultaneous connectiommption and specify the number of allowed
connections.

To limit the bandwidth for anonymous FTP connections, clear the Unimited
check box corresponding to the Limit download bandwidth for this virtual FTP domain
option and enter the maximum bandwidth in kilobytes per second.

10 Click OK

To modify settings for anonymous FTP server or switch it off:
Go to Domains domain name Anonymous FTP

Adjust the settings as required and click OK To switch off the anonymous
FTP service, click Switch Off
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Customizing Web Server Error Messages (Linux Hosting)

When visitors coming to your site request pages that the Web server cannot find, the Web
server generates and displays a standard HTML page with an error message. The standard
error messages may inform of problems, but they do not usually say how to resolve them or
how to get the lost visitor on his way, and they also look dull.

You may want to create your own error pages and use them on your Web server. With
Parallels Plesk Panel you can customize the following error messages:

A 400 Bad File Requebisually means the syntax used in the URL is incorrect (for example,
uppercase letter should be lowercase letter; wrong punctuation marks).

A 401 Unauthorize8erver is looking for some encryption key from the client and is not
getting it. Also, wrong password may have been entered.

A 403 Forbidden/Access deniSimilar to 401; a special permission is needed to access the
site - a password and/or username if it is a registration issue.

A 404 Not Foun&erver cannot find the requested file. File has either been moved or
deleted, or the wrong URL or document name was entered. This is the most common
error.

A 405 Method Not Allowdthe method specified in the Request-Line is not allowed for the
resource identified by the Request-URI.

A 406 Not Acceptabl€he resource identified by the request is only capable of generating
response entities which have content characteristics not acceptable according to the
accept headers sent in the request.

A 407 Proxy Authentication RequifBdis code is similar to 401 (Unauthorized), but indicates
that the client must first authenticate itself with the proxy.

A 412 Preondition FailedThe precondition given in one or more of the request-header fields
evaluated to false when it was tested on the server. This response code allows the client
to place preconditions on the current resource metainformation (header field data) and
thus prevent the requested method from being applied to a resource other than the one
intended.

A 414 RequedtiRI Too Long.he server is refusing to service the request because the
Request-URI is longer than the server is willing to interpret. This rare condition is only
likely to occur when a client has improperly converted a POST request to a GET request
with long query information, when the client has descended into a URI "black hole" of
redirection (e.g., a redirected URI prefix that points to a suffix of itself), or when the server
is under attack by a client attempting to exploit security holes present in some servers
using fixed-length buffers for reading or manipulating the Request-URI.

A 415 Unsupported Media Typlee server is refusing to service the request because the
entity of the request is in a format not supported by the requested resource for the
requested method.

A 500 Internal Server ErrGould not retrieve the HTML document because of server-
configuration problems.

A 501 Not Implementethe server does not support the functionality required to fulfill the
request. This is the appropriate response when the server does not recognize the request
method and is not capable of supporting it for any resource.

A 502 Bad Gatewalhe server, while acting as a gateway or proxy, received an invalid
response from the upstream server it accessed in attempting to fulfill the request.
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To configure Parallels Plesk Panel 0s

Switch on support for custom error documents through Parallels Plesk
Panel: Go to Domains domain name Web Hosting SettingSelect the Custom
error documentsheck box and click OK

Connect to your FTP account on the Parallels Plesk Panel server, and go
to the error_docs  directory.

Edit or replace the respective files. Be sure to preserve the correct file
names:

400 Bad File Request - bad_request.html

401 Unauthorized - unauthorized.html

403 Forbidden/Access denied - forbidden.html

404 Not Found - not_found.html

405 Method Not Allowed - metho d_not_allowed.html

406 Not Acceptable - not_acceptable.html

407 Proxy Authentication Required - proxy_authentication_required.html
412 Precondition Failed - precondition_failed.html

414 Request-URI Too Long - request - uri_too_long.html
415 Unsupported Media Type - unsupported_media_type.html
500 Internal Server Error - internal_server_error.html

501 Not Implemented - not_implemented.html

> > > > > > > > > D> > D> P>

502 Bad Gateway - bad_gateway.html

Wait for a few hours till your Web server is restarted. After that, the Web
server will start using your error documents.

We b
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Customizing Web Server Error Messages (Windows
Hosting)

When visitors coming to a site request pages that the Web server cannot find, the Web
server generates and displays a standard HTML page with an error message. The standard
error messages may inform of problems, but they do not usually say how to resolve them or
how to get the lost visitor on his way, and they also look dull.

You may want to create your own error pages and use them on your Web server. The
following error messages are the ones customized most often:

A 400 Bad File Request. Usually means the syntax used in the URL is incorrect (for
example, uppercase letter should be lowercase letter; wrong punctuation marks).

A 401 Unauthorized. Server is looking for some encryption key from the client and is not
getting it. Also, wrong password may have been entered.

A 403 Forbidden/Access denied. Similar to 401; a special permission is needed to access
the site T a password and/or username if it is a registration issue.

A 404 Not Found. Server cannot find the requested file. File has either been moved or
deleted, or the wrong URL or document name was entered. This is the most common
error.

A 500 Internal Server Error. Could not retrieve the HTML document because of server-
configuration problems.

To configure Parallels Plesk Panel 6s Web sc¢

Switch on support for custom error documents through Parallels Plesk
Panel.

1. Go to Domains> domain name Web Hosting Settings
2. Select the Custom e&or documentgheck box.
3. Click OK

2 Go to Domains> domain name Virtual Directorieto see the list of error
documents for the root Web directory (error documents located here are
used for all domain Web pages). If you want to customize error pages for a
certain Web directory, go to that directory.

3 Click the Error Documentsab and click the required error document in the
list.

A To use the default document provided by IS for this error page, select Defaultin the
Typemenu.

A To use a custom HTML document already located in the error_docs  directory on a
domain, select Filein the Typemenu and specify the file name in the Locationfield.

A To use a custom HTML document located in directory other than error_docs ona
domain, select URLin the Typemenu and enter the path to your document in the
Locationfield. The path should be relative to the virtual host root (that is,
<vhosts> \ <domain> \ httpdocs ).
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For example, you have created a file forbidden_403_1.html and saved it in the
my_errors directory located in the httpdocs . To use this file as an error document,
the following path should be entered in the Locationfiled:
/my_errors/forbidden_403_1.html

Note. You can use both FTP and File Manager to upload your custom error document to
the server. By default, all error documents are stored in the /vhosts/your -
domain.com/error_docs/ directory (located in C:\ InetPub by default).

4 Once the Web server is restarted, it will start using your error documents.

Customizing DNS Zone Configuration for Domains

For each new domain name, your control panel automatically creates DNS zone in
accordance with the configuration preset you define. The domain names should work fine
with the automatic configuration, however if you need to perform custom modifications in the
domain name zone, you can do that through your control panel.

Note: Here you can update the DNS zone with multiple changes in DNS records at once,
and then confirm the changes by clicking the Applybutton. Unconfirmed changes will not be
saved.

U To view the resource @rds in a DNS zone of a domain:

Go to Domains domain name Web Sitgroup title menu > DNS Setting#\ screen will show all
resource records for a given domain.

To learn about modifying resource records in the DNS zone of a domain alias, refer to the
section Setting Up Additional Domain Names for a Site (Domain Aliases) (on page 215).

In this section:
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Adding Resource Records
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To add a new resource record tozihee:

Go to Domains domain name Web Sitgroup title menu > DNS Settings
Click Add New Record
Select a resource record type, and specify the appropriate data:

A

For an A record you will need to enter the domain name for which you wish to create
an A record. If you are simply defining an A record for your main domain, then you
should leave the available field empty. If you are defining an A record for a name
server then you will need to input the appropriate entry for the given name server (ie.
nsl). Then, you need to enter the appropriate IP address to which to associate the
domain name.

For a NS record, you will need to enter the domain name for which you wish to create
the NS record. If you are defining an NS record for your main domain, then you will
leave the available field blank. Then enter the appropriate name server name in the
field provided. You will need to enter the complete name (i.e.
nsl.mynameserver.com).

For a MX record, you will need to enter the domain for which you are creating the MX
record. For the main domain, you would simply leave the available field blank. You will
then need to enter your mail exchanger, this is the name of the mail server. If you are
running a remote mail server named 'mail.myhostname.com' then you would simply
enter 'mail.myhostname.com’ into the field provided. You will then need to set the
priority for the mail exchanger. Select the priority using the drop-down box: 0 is the
highest and 50 is the lowest. Keep in mind you would also need to add the
appropriate A record, and/or CNAME if applicable for the remote mail exchange
server.

For a CNAME record, you will need to first enter the alias domain name for which you
wish to create the CNAME record. You then need to enter the domain name within
which you want the alias to reside. Any domain name can be entered. It does not
need to reside on the same server.

For a PTR record you will first enter the IP address/mask for which you wish to define
the pointer. Then enter the appropriate domain name for this IP to be translated to.

For a TXT record, you will be able to enter an arbitrary text string, which could be a
description or an SPF record.

For an SRV record, you will need to enter the service name, protocol name, port
number, and target host. Service and protocol names should start with the underscore
symbol. You can also specify the priority of the target host, and relative weight (for
records with the same priority) in the appropriate fields.

4 Click OKto submit the data.

Note: When you are finished with modifying DNS records of the DNS zone, confirm the
changes by clicking the Applybutton on the DNS zone screen (DNS. Unconfirmed changes
will not be saved.
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Modifying Resource Records

To modify the properties of a resource record:
Go to Domains domain name WelSitegroup title menu > DNS Settings

2 Click the hyperlink in the Hostcolumn corresponding to the resource record
you want to modify.

3 Modify the record as required and click OK

To modify the entries in the Start of Authority (SOA) record for a domain:
Go to Domains domain name Web Sitgroup title menu > DNS Settings
Click SOA Preferences

Specify the desired values:

A TTL This is the amount of time that other DNS servers should store the record in a
cache. Parallels Plesk Panel sets the default value of one day.
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A RefreshThis is how often the secondary name servers check with the primary name
server to see if any changes have been made to the domain's zone file. Parallels
Plesk Panel sets the default value of three hours.

A Retry This is the time a secondary server waits before retrying a failed zone transfer.
This time is typically less than the refresh interval. Parallels Plesk Panel sets the
default value of one hour.

A Expire This is the time before a secondary server stops responding to queries, after a
lapsed refresh interval where the zone was not refreshed or updated. Parallels Plesk
Panel sets the default value of one week.

A MinimumThis is the time a secondary server should cache a negative response.
Parallels Plesk Panel sets the default value of three hours.

4 Click OK

Usage of serial number format recommended by IETF and RIPE is mandatory for many
domains registered in some high-level DNS zones, mostly European ones. If your domain is
registered in one of these zones and your registrar refuses your SOA serial number, using
serial number format recommended by IETF and RIPE should resolve this issue.

Parallels Plesk Panel servers use UNIX timestamp syntax for configuring DNS zones. UNIX
timestamp is the number of seconds since January 1, 1970 (Unix Epoch). The 32-bit
timestamp will overflow by July 8, 2038.

RIPE recommends using YYYYMMDDNN format, where YYYY is year (four digits), MM is

month (two digits), DD is day of month (two digits) and NN is version per day (two digits).

The YYYYMMDDNN format won't overflow until the year 4294.

U To change the Start of Authority (SOA) serial number format to YYYYMMDDNN for a domain:
1 Go to Domains ®lomain name Web Sitgroup title menu > DNS Settings

2 Click SOA Preferences
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3

Select the Use serial number forbor@commended by IETF and RiIR&ck box.

Note: See the sample of SOA serial number generated with the selected format. If the
resulting number is less, than the current zone number, the modification may cause
temporary malfunction of DNS for this domain. Zone updates may be invisible to Internet
users for some time.

4

Click OK

Removing Resource Records
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To remove a resource record from the zone:

Go to Domains ®lomain name Web Sitgroup title menu > DNS Settings
Select a check box corresponding to the record you wish to remove.
Click Remove

Confirm removal and click OK

Note: When you are finished with modifying DNS records of the DNS zone, confirm the
changes by clicking the Applybutton on the DNS zone screen (DNS Settings Unconfirmed
changes will not be saved.

Restoring the Original Zone Configuration

To restore the original zone configuration in accordance with thevader&NS settings:
Go to Domains domain name Web Sitgroup title menu > DNS Settings

In the IP addresglrop-down box, select the IP address to be used for
restoring the zone, specify whether a www alias is required for the domain,
and click the Defaultbutton. The zone configuration will be recreated.

To restore the default Start of Authority (SOA) serial number fovixatirfi¢stamp) for a
domain:

Go to Domains domain name Web Sitgroup title menu > DNS Settings
Click SOA Preferences
Clear the Use serial number format recommended by IETF andRIElEbox.

Note: See the sample of SOA serial number generated with the selected format. If the
resulting number is less, than the current zone number, the modification may cause
temporary malfunction of DNS for this domain. Zone updates may be invisible to Internet
users for some time.

IN

Click OK
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Serving Sites with Exital Domain Name Servers

If you host Web sites on this server and have a standalone DNS server acting as a primary
(master) name server for your sites, you may want to set up your control panel's DNS server
to function as a secondary (slave) name server.

To make the control panel's DNS server act as a secondary name server:
Go to Domains ®lomain name Web Sitgroup title menu > DNS Settings
Click SwitchDNS Service Mode

Specify the IP address of the primary (master) DNS server.

Click Add

Repeat steps from 1 to 5 for each Web site that needs to have a secondary
name server on your server.
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To make the control panel 6s DNS server act
Go to Domains ®lomain name Web Sitgroup title menu > DNS Settings

2 Click Switch DNS Service to The original resource records for the zone will
be restored.

If you have external name servers authoritative for some of your Web sites, switch off the
control panel 6s DNS service for each site served

U Toswitch offthecontrplanel 6s DNS service for a site se
Go to Domains ®lomain name Web Sitgroup title menu > DNS Settings

2 Click Switch Off the DNS Servicethe Toolsgroup. Turning the DNS service off
for the zone will refresh the screen, so that only a list of name servers
remains.

Note: The listed name server records have no effect on the system. They are only
presented on the screen as clickable links to give you a chance to validate the
configuration of the zone maintained on the external authoritative name servers.

3 Repeat the steps from 1 to 3 to switch off the local domain name service
for each site served by external name servers.
If you wish to validate the configuration of a zone maintained on authoritative name servers:
Go to Damains >xdomain name Web Sitgroup title menu > DNS Settings

2 Add to the list the entries pointing to the appropriate name servers that are
authoritative for the zone: click Add specify a name server, and click OK

Repeat this for each name server you would like to test. The records will appear in the
list.

3 Click the records that you have just created.

Parallels Plesk Panel will retrieve the zone file from a remote name server and check the
resource records to make s ur eerlytrdsadved. Theoresalts n 6 s r e
will be interpreted and displayed on the screen.
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Changing Web Hosting Type From Physical to Forwarding

If you hosted a site on the server with virtual (or physical) hosting account, and now you
need only domain forwarding service for that site because it has been moved to another
server, you should reconfigure the hosting account.

Before changing hosting configuration for a site that was previously on a physical hosting
account, make sure that the site owner has a local copy of his or her site because all files
and directories related to a site are removed from the server when hosting type is changed.

To reconfigure a hosting account:

Go to Domains ®lomain name Web Sitgroup title menu > Change Hosting Type
2 Select the Forwardag option, and then select the type of forwarding: Frame

forwardingor Standard forwarding

With standard forwarding, a user is redirected to the site and the actual site's URL is
shown in the user's browser, so the user always knows that he or she is redirected to
another URL. With frame forwarding, a user is redirected to the site without knowing that
the site actually resides at another location, therefore, Frame forwardinghould be
preferred.

3 Specify the destination URL: the current Web site address that you would
like this domain to point to.

4 Click OK
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Serving Domain Names for Sites Hosted on Other Servers
(Domain Forwarding)

i

If you need to serve a domain name or several domain names that point to a Web site hosted
on another server:

Go to Home> Donmainsgroup title menu > Create Domain
Select the user account that will own the new domain.
Specify the domain name.

Leave the wwwcheck box selected if you wish to allow users to access the site by a
common and habitual URL like www.your-domain.com. Having the www alias preceding
the domain name will allow users to get to the site no matter what they type in their
browsers: www.your-domain.com and your-domain.com will both point to the site.

If you have a number of IP addresses to choose from, select the required
address from the Assign IP addressienu.

Bear in mind that e-commerce sites need a dedicated IP address (not shared among
other sites) to implement Secure Sockets Layer data encryption.

Leave the Create domain without templafgtion selected in the Use domain
template settingmenu.

Select the Mailand DNScheck boxes.
Under Hosting Typeselect Forwarding

Specify the destination URL: the current Web site address that you would
like this domain to point to.

Select the type of forwarding: Frame forwardingr Standard forwarding

With standard forwarding, a user is redirected to the site and the actual site's URL is
shown in the user's browser, so the user always knows that he or she is redirected to
another URL. With frame forwarding, a user is redirected to the site without knowing that
the site actually resides at another location, therefore, Frame forwardinghould be
preferred.

10 Click Finish
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Transferring @mains Between User Accounts

To transfer a domain or several domains from one user account to another:

Select the Domainsshortcut in the navigation pane. Alternatively, you can
select the Clientsshortcut in the navigation pane and click the required
client name.

2 Select theﬁcheck boxes corresponding to the domains you wish to transfer
and click & Assign New Owner for Selected

3 Select the destination account you want to transfer selected domains to
and click Next >>

Parallels Plesk Panel will check if the destination client account can provide the
appropriate amount of resources for the transferred domains to function properly. If the
destination client account does not have the resources to accommodate the new
domains, the lacking resources will be highlighted. To allocate the required amount of
resources to the destination client account, go to Clients> client name> Resource Usage
adjust the amount of resources available to the user accordingly, and start the domain
transfer procedure again.

You can also choose IP addresses for transferred domains by selecting the destination IP
address from the New IP addressenu corresponding to the required domain.

4 Click Finishto complete the procedure.

Upgrading Web Site Hosting Accounts

To modify settings for a Web site:

Go to Domains ¥omain name.

2 To allocate more disk space, bandwidth and other resources, click Resource
Usage

3 To add hosting features, such as support for programming languages and
scripts, click Web Hosting Settings

4 To renew (prolong) an expired Web site hosting account, click Resource
Usage specify another term in the Validity periodox, and click OK.Then click
Unsuspend

In this section:

Introducing Similar Changes to Numerous Web Hosting Accounts ................... 239
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Introducing Similar Changes to Numerous Web Hosting Accounts

To change hosting options for a number of hosting accounts at once:
Click the Domainsshortcut in the navigation pane.

2 Select the check boxes corresponding to the domain names you wish to
perform group operations on.

3 Click [ Modify

4 In the Limitssection, you can see the list of all domain-specific limits. To
change a certain limit, select an appropriate menu on the left side of the
list. Adjust the settings as required:

A Select Unlimitecto remove the corresponding limit.

A Select Valueand type the numeric value to set the corresponding limit to the specified
value.

A Select Increase (+)elect the type of value (specific units or percentage) and type the
numeric value to increase the corresponding limit by the specified value (in specific
units or percents).

A Select Decrease select the type of value (specific units or percentage) and type the
numeric value to decrease the corresponding limit by the specified value (in specific
units or percents).

A Leave the Do not changealue selected, to leave it as is.

5 In the Hostingsection, you can see the list of hosting parameters. To
change a certain feature availability for the domains, select an appropriate
option button to Enable Disable or Do not changéo leave it as is.

6 In the Preferencesection, you can see the list of domain preferences. To
set a certain preferences setting for the domains, select an appropriate
option button to Enable Disable or Do not changéo leave it as is.

7 In the Servicessection, you can define availability of various domain
services. To do this, select an appropriate option button to Enable Disable
or Do not changéo leave it as is.

8 Click OK
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Suspending and Unsuspending Web Sites

To suspend a domain (Web site):
Go to Domains ®omain name
2 Click Suspend

The domain will be suspended, its Web, FTP and mail services will no longer be
accessible to the Internet users, and domain owner will not be able to log in to the control
panel.

To unsuspend a domain (Web site):
Go to Domains @omain name
2 Click Unsuspend

Removing Web Sites

To remove a domain (Web site) with its Web content:
Go to Domans.

Select a check box corresponding to the domain name you want to
remove.

Click Removeconfirm removal and click OK

N
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To remove a subdomain with its Web content:

Go to Domains > Subdomains

Select the check box corresponding to the subdomain you wish to remove.
Click Removeconfirm removal and click OK

w N -
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Using Email Services

You can use a number of different e-mail services with a single e-mail account. For example,
you can have an e-mail address that will accept mail as any standard mailbox, forward to a
number of recipients, and send an automatic response to the original message sender.

If you are going to serve mailboxes under a specific domain with an external mail server,
follow these steps:

1 Go to Domains domain name Web Sitgroup title menu > DNS Settings

2 In the Record typeolumn, locate an MX record, and click the respective link
in the Hostcolumn on the left.

3 In the Enter mail exchangéox, type the external mail server's host name, for
example, mailserver.example.com

Click OK

Click Up Levelto return to the domain management screen.
Click Mail Accounts Mail Settings

Clear the Activate mail service on domaimeck box and click OK
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Creating Mailboxes

To create a mailbox:
Go to Domains> domain nhame Create Mail Account

2 Your domain name is shown to the right of @ sign, so you only need to
specify the desired name for the mailbox.

This can be, for example, your first name and last name separated by a dot, a department
name, or any other text in Latin symbols. The nhame should be short enough to
remember. It can comprise alphanumeric, dash, dot and underscore symbols.

3 Specify a password that you will use for accessing your mailbox.
4 Make sure that a check mark is present in the Mailboxcheck box, then click
OK

Now your mailbox is created on the provimdiler 6s se
program so as to receive and send e-mail messages through your new mailbox.

To create mailboxes for other users:
Go to Domains> domain name Create Mail Account

2 Your domain name is shown to the right of @ sign, so you only need to
specify the desired name for the mailbox.

This can be, for example,us er 6 s first name and | ast name sep
department name, or any other text in Latin symbols. The name should be short enough
to remember. It can comprise alphanumeric, dash dot and underscore symbols.

3 Specify a password that mailbox owner will use for accessing his or her
mailbox.

4 To allow the mailbox owner to manage his or her mailbox through a
mailbox administration panel, select the Control panel accessheck box and
specify the | anguage for the userds contr

5 Make sure that a check mark is present in the Mailboxcheck box. If
required, limit the amount of disk space that this mailbox and it's
autoresponder attachment files can use. To do this, under Mailbox quota
select the Enter sizeoption and type the desired value in kilobytes. Click OK

6 To allow the mailbox owner configure and use spam filter and antivirus,
click Permissionsselect the respective check boxes and click OK

Now, the mailbox is created, and a separate e-mail administration panel has been set up in
Parallels Plesk Panel. To enter it, the mailbox owner should visit the URL https://your-
domain.com:8443, type his or her e-mail address into the Loginbox, type the password for
the mailbox into the Passwordox, and then click Login

Setting Up Your-ail Program for Retrieving Mail from Your
Mailbox

U To set up Microsoft Outlook Express:
1 Open Microsoft Outlook Express.
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Go to Tools> Accounts
Click the Mailtab to open a list of your mail accounts.
Click the Add >button and select the Ma i itemé

Enter your name as you want it to appear in any messages you send, and
click Next >

Type your e-mail address that you created through Parallels Plesk Panel
(for example, your.name@your-domain.com), and click Next >

Select the protocol of your incoming mail server.

Specify the mail domain name as the incoming and outgoing mail server
(for example: mail.your-domain.com), and click Next >

Type your e-mail address in the Account namé&ox (for example:
your.name@your-domain.com).

10 Type your password. This should be the password that you specified

during creation of the mailbox through Parallels Plesk Panel.

11 Leave the Remember passwolibx checked, if you do not wish to be

prompted to enter password each time your e-mail program connects to the
mail server to check for new mail, and click Next >

12 To complete setting up your e-mail program, click Finish
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To set up Mozilla Thunderbird:

Open Mozilla Thunderbird.

GotoToolss>Account Settingsé

Click Add AccountThe Account Wizard will open.

Leave the Email accountption selected, and click Next >

Enter your name as you want it to appear in any messages you send.
Type your e-mail address that you created through Parallels Plesk Panel.
For example, your.name@your-domain.com. Click Next >

Select the protocol of your incoming mail server.

Specify the mail domain name as the incoming and outgoing mail server
(for example: mail.your-domain.com), and click Next >

In the Incoming User Name box, specify your full e-mail address (for
example, your.name@your-domain.com), and click Next >

10 Enter the name by which you would like to refer to this account (for

example, Work Account) and click Next >

11 Verify that the information you entered is correct, and click Finish
12 Click OKto close the Account Settings wizard.
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Accessing Your Mail from a Web Browser

You can read your mail and compose new messages even if you are far from your home or
office computer. To do this, you first need to allow access to the webmail interface that is
integrated with your control panel. Then you can work with your mail from any computer with
Internet connection and Web browser installed, or a WAP-enabled mobile phone or a
handheld computer (PDA).

To allow access to the webmail interface:
Go to Domains ®lomain name Mailgroup title menu > Mail Settings

From the Webmaimenu, select the webmail application you need.
Click OK
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Note: Activation and deactivation of webmail for your domain involves modifications in DNS
zone, therefore, there is actually a certain delay present when activating and deactivating
webmail due to the speed of DNS registration mechanisms.

To access your mailbox through webmail:

Open a Web browser (or a WAP browser, if you are using a handheld
device), and type the URL: http://webmail.your-domain.com, where your-
domain.com is the name of your domain. Press ENTER. The webmail login
screen will open.

2 Type the user name and password that you specified during creation of
your mailbox and click Log in

Note: If you are going to use Kronolith Web calendars, do not share your calendars with
other users by selecting the option "all authenticated users" because this will make your
calendars accessible to users under other domains hosted on this server. To share
calendars, use the "individual users" type of sharing and add all authorized users manually.

Protecting Mailboxes from Spam

To protect your mailbox from undesirable correspondence, do not publish your e-mail
address on Internet forums and switch on the server-side spam filter provided by the
SpamAssassin software.

When you need to publish your e-mail address, create a disposable e-mail address - e-malil
alias - for your primary e-mail address, and publish it instead. All messages sent to the e-mail
alias will come into your mailbox. Once you start getting spam, remove that alias and create
another one. If you have a mailbox at another domain or mail server, you may want to set up
a disposable e-mail forwarder.

Another efficient measure that can reduce the amount of spam and phishing e-mail
messages is DomainKeys. For instructions on setting up spam protection based on
DomainKeys, refer to the section Setting Up Spam Protection Based on DomainKeys (on
page 71).
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In this section:

Setting Up Additional Disposable E-mail Addresses (Mail Aliases).................... 245
Setting Up Spam FIler .......ooviiii e 245

Setting Up Additional DisposahklAddresses (Mail Aliases)

U To set up an-mail alias for a mailbox:

1 Go to Domains ®lomain name Mil Accounts >-mail address > Add New Mail Alias
2 Type a desired name and click OK

The messages addressed to your additional e-mail address (e-mail alias) will get to your

mailbox. You can see the list of currently used mail aliases by clicking “® Show Aliasesn the
page that shows a list of mail accounts under the domain.

To remove anmail alias from a mailbox:
Go to Domains domain name Mail Accounts >reail address.

2 Select the check box corresponding to the alias that you want to remove,
and click Remove

Setting Up Spam Filter

If you receive undesirable correspondence to an e-mail address that you cannot or do not
want to remove, consider setting up spam filter for your mailbox. To do this,

A Enable SpamAssassin spam filter on the Parallels Plesk Panel server, if you installed the
SpamAssassin component on the server, and

A Install spam filtering software of your choice to work with e-mail program on your home or
office computer.

In this setion:

Switching on SPam Filter ..o e 246
Improving Accuracy of Spam Detection ............ccccvviiiiiiii 248
Clearing Spam Filter's Database...............uuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiieeieeeeeeeeeeees 248

Switching off Spam FIlter ..o e 248



246 Serving Your Customers

Switching on Spam Filter

To switch on spam filtering for a mailbox:

Go to Domains> domain name Mail Accounts e-mail address Spam Filtering
2 Configure the following settings:

A Switch on spam filterin§elect this option to switch on spam protection.

A Use servewide settingsSelect this option if your provider or server administrator has
prepared black and/or white lists of e-mail addresses that you would like to use
together with your own restrictions. Black list, shown on the Black listtab, includes e-
mail addresses of spammers, and White list, shown on the White listtab, includes e-
mail addresses of trustworthy correspondents or entities. If the Use servewide settigs
check box is grayed out, that is, not selectable, this means that there are no
preconfigured spam filter settings on the server.

A The number of points a message must score to be considered bsasetting adjusts
spam filter sensitivity. SpamAssassin performs a number of different tests on contents
and subject line of each message. As a result, each message scores a number of
points. The higher the number, the more likely a message is spam. For example, a
message containing theATextOOWstPRiIl ICE! AiBOY i ¥l SGE
and message body scores 8.3 points. By default, the filter sensitivity is set so that all
messages that score 7 or more points are classified as spam.

A If you receive lots of spam messages with the current setting, to make filter more
sensitive, try setting a lesser value in the The number of points a message must score
to be considered spabox; for example, 6.

A If you are missing your e-mails because your spam filter thinks they are junk, try
reducing filter sensitivity by setting a higher value in the The number of points a
message must score to be considered sipaxm

Note: To further improve spam filter accuracy, you may want to train your spam filter
on e-mail messages you receive (see the instructions on improving accuracy of
spam detection in the following section).

A What to do with spam mdilyou are sure that your spam filter is accurate, you may
want to set the filter to automatically delete all incoming messages recognized as
spam. To do this, select the Deleteoption. If you wish to filter mail with the software on
your local computer, select the Mark as spam and store in mailbpkon, and then
specify how spam filter should marSpamt he mes s a
Fl ag: YESpame&rndtuXd : Yeasemddadaomtie enessage source by
default, and if you want, the spam filter will also include a specific text string to the
beginning of Subject line. To include a desired combination of symbols or words to the
message subject, type it into the Add thefollowing text to the beginning of subject of each
message recognized as sphax. If you do not want the spam filter to modify message
subject, leave this box blank. If you want to include into the subject line the number of
points that messages score, type _SCORE__ in this box.

A Spam detection alert tektyou want spam filter to include a text into e-mail messages
marked as spam, type the text into this box.

A Trusted languages and localEsmail messages written in the specified languages and
with the defined character sets will pass the spam filter and will not be marked as
spam.
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3 Click OKto save the settings.

4 If you do not want to receive e-mail from specific domains or individual
senders, click the Black Listtab, and then add the respective entries to the
spam filterds black 1| i st

A To add entries to the black list, click Add Addressedf you have a list of entries stored
in a file, click Browseto specify it, and then click OK Otherwise, select the From List
option, and type the e-mail addresses into the E-mail addressebox. Place each
address in one row, or separate addresses with a coma, a colon, or a white space.
You can use an asterisk (*) as a substitute for a number of letters, and question mark
(?) as a substitute for a single letter. For example: address@spammers.net,
user?@spammers.net, *@spammers.net. Specifying *@spammers.net will block the
entire mail domain spammers.net. To save the entries you added, click OK then
confirm adding, and click OKagain.

A To remove entries from the black list, under the Black Listab, select the entries and
click RemoveConfirm removal and click OK.

5 If you want to be sure that you will not miss e-mail from specific senders,
click the White Listab, and then add e-mail addresses or entire domains to
the spam filterds white | i st

A To add entries to the white list, click Add Addressedf you have a list of entries stored
in a file, click Browseto specify it, and then click OK Otherwise, select the From List
option, and type the e-mail addresses into the E-mail addressebox. Place each
address in one row, or separate addresses with a coma, a colon, or a white space.
You can use an asterisk (*) as a substitute for a number of letters, and question mark
(?) as a substitute for a single letter. For example: address@mycompany.com,
user?@mycompany.com, *@mycompany.com. Specifying *@mycompany.com will
add to the white list all e-mail addresses that are under the mycompany.com mail
domain. To save the entries you added, click OK then confirm adding, and click OK
again.

A To remove entries from the white list, under the White Listab, select the entries and
click RemoveConfirm removal and click OK

6 Once finished with setting up the spam filter, click Switch On Spam Filtering
and then click OK
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Improving Accuracy of Spam Detection

You can improve accuracy of spam detection by training the spam filter on the e-mail
messages that you have in your mailbox.

0 To improve accuracy of spam detection:
Go to Domains ®lomain name Mail Accounts email address Spam Filter.
2 Click the Trainingtab.

All e-mail messages you have in your mailbox are presented on the screen. Each
message is accompanied by an icon in the left column, which tells if a message is

recognized as spam - @, non-spam - @ or not recognized at all - /. If you have already
trained your spam filter on a message and the

database, an icon % is shown in the right column.
3 Train the spam filter.

In most cases, you can tell if a message is spam by looking at its subject line and
senderd6s name. | f they do not give you any cl u
your e-mail program or Webmail interface.

A To mark a message as spam, select the corresponding check box and click d | t & s
Spam! &

A To mark a message as not spam, select the corresponding check box and click 6 1 t & s
Not Spamd

A To remove any information on a given message from the spam filter database, select
the corresponding check box and click 6 For.get |t &

4 Once finished with training, you can remove spam e-mails from your
mailbox using your e-mail program or Webmail interface.

Clearing Spam Filter's Database

If you have accidentally made your spam filter learn a great number of spam e-mails as non-
spam or vice versa, your spam filter will likely produce incorrect results. In this case, clear the
spam filter's database and then repeat training.

O To clear spam filterodés database:
1 Go to Domains ®lomain name Mail Accountsesmail address Spam Filter > Training
tab.

2 Click the Clearbutton.
Switching off Spam Filter

U To switch off spam filtering for a mailbox:
1 Go to Domains ®lomain name Mail Accounts email address Spam Filter.
2 Click Switch Off Spam Filterimgnd click OK



Serving Your Customers 249

Protecting Mailboxes from Viruses

To defend your system from viruses, do not open suspicious e-mail attachments, enable anti-
virus protection on the server side, and be sure to have a firewall and anti-virus software
installed on your personal computer. Keep your operating system up-to-date and timely
install security hot fixes and patches.

In this section:

Switching on Anti-Virus ProteCtioN ................eeeueeiiimimmiiiiiiiiiiiiiiiineieineeieeneenneeenees 249
Switching off Anti-Virus ProteCtion ............cccceiiiieiiiiiiiii e 249

SwitchingmAntvirus Protection

0 To switch on antiirus protection for a mailbox:
1 Go to Domains ¥omain name Mail Accountsemail address Virus Protection.

2 Choose the desired mail scanning mode. You can switch on scanning for
incoming mail, outgoing mail, or both.

Note: If Kaspersky Antivirus is used on the server, then you can use the Scanning settings
icon to adjust scanning settings. To view the information about scanning settings, click
the Helpshortcut in the navigation pane.

3 Click OK

Switching ofh#virus Protection

0 To switch off antiirus protection for a mailbox:
1 Go to Domains ®omain name Mail Accounts email address Virus Protection
2 Select the Do not scan for virusegption and click OK
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Suspending and Unsuspending Mailboxes

A WONPEFELP S DMOODNPRERC
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To tempaarily suspend-eail services for a mailbox:

Go to Domains ®lomain name Mail Accountsemail address
Click Mailboxin the Toolsgroup.

Clear the Mailboxcheck box.

Click OK

To resume-mail services for a suspended mailbox:

Go to Domains ®lomain ame> Mail Accountsemail address
Click Mailboxin the Toolsgroup.

Select the Mailboxcheck box.

Click OK

To temporarily suspenehaail services for all mailboxes in a domain:
Go to Domains ®omain name Mail Accounts
Click Switch Ofin the Toolsgroup.

To resume-mail services for all mailboxes in a domain:
Go to Domains domain name Mail Accounts
Click Switch Orin the Toolsgroup.

Removing Mailboxes

A WON PP C

To remove a mailbox:

Go to Domains @omain name Mail Accounts.

Select a check box corresponding to the mailbox that you want to remove.
Click Remove

When prompted, confirm removal and click OK

Switching off the Mailbox Service When You Have Decided to Turn
Your Account into a Mail Forwarder

If you are going to use your existing e-mail account as a mail forwarder or mailing list, you

are

recommended to switch off the mailbox service: a mailbox keeps all incoming messages

and messages are not removed automatically after being forwarded. Therefore, if you
choose to have the "mailbox + mail forwarder" configuration on your account, be sure to
clean up the mailbox from time to time.

w N -

To switch off the mailbox service for your account discarding all messages in your mailbox:
Go to Domains domain name Mail Accounts email address ailbox.

Clear the Mailboxcheck box.

Click OK
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Setting Up Mail Forwarding to a Singiealt Address

To set up an-mail address that will accept mail and forward it to anathaif address:
Go to Domains ®lomain name Create Redirect

Select an e-mail address that you would like to turn into a mail forwarder,
or click Add New Mail Account to set up new e-mail address.

Click Next >>

The domain name is shown to the right of @ sign, so you only need to type the name.
This can be, for example, your first name and last name separated by a dot, a department
name, or any other text in Latin symbols. The name should be short enough to
remember. It can comprise alphanumeric, dash, dot, and underscore symbols.

Select the Redirecttheck box and type the destination e-mail address to
which you would like to forward e-mail.

Click Finish

Suspending and Unsuspending Mail Forwarders

w N -

w N R

To suspend a mail forwarder:

Go to Domains ®lomain name Mail Accounts email address> Redirect
Clear the Redirectcheck box.

Click OK

To unsuspend a mail forwarder:

Go to Domains ®lomain name Mail Accounts email address> Redirect
Select the Redirecttheck box.

Click OK
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Setting Up Mail Forwarding to Multiphead Addresses

U To set up an-mail address that will accept mail and forward it to multiple ottzalr e
addresses:

1 Go to Domains ®lomain name Mail Accounts email address> Mail Group
2 Click Add New Memher

You should add at least one e-mail address before enabling mail forwarding to several e-
mail addresses.

3 Enter the desired external e-mail address into the E-mailinput box or select
one or more of the listed mail accounts using check boxes.

4 Click OK
5 Click Switch On

In this section:

Adding and Removing Recipient ADAreSSes ... 253
Switching off Mail Forwarding to Multiple E-mail Addresses.............ccccvvvvvvevennnns 253
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Adding and Remouiegipient Addresses

U To add an externaineail address to the list of mail accounts that receive forwandaitl e
correspondence:

1 Go to Domains> domain name Mail Accounts> mail account Mail Groupthen
click Add New Membher

2 Enter the desired external e-mail address into the E-mailinput field and
click OK

U Toremove an externaiail address from the list of mail accounts that receive forwarded e
mail correspondence:

1 Go to Domains> domain name Mail Accounts> mail account Mail Group

2 Select the check box corresponding to the mail account you want to
remove from the list.

3 Click Removeconfirm removal and click OK

U To add an-mail address registered on your server to the list of mail accounts that receive
forwarded enail correspondence:

1 Go to Donains> domain name Mail Accounts> mail account Groups

2 Select the required multiple e-mail forwarder in the Available mail groufdsst
and click Add >>then click OK

An e-mail address registered on your server can also be added to the subscription list using
the procedure for adding an external e-mail address (see above).

U Toremove ammail address registered on your server from the list of mail accounts that
receive forwardedraail correspondence:
1 Go to Domains> domain name Mail Accounts> mailaccount> Groups

2 Select the required multiple e-mail forwarder in the Member of the following malil
groupslist and click << Removethen click OK

An e-mail address registered on your server can also be removed from the subscription list
using the procedure for removing an external e-mail address (see above).

Switching off Mail Forwarding to MultipleAfidresses

U To switch off the-mail forwarding to severatrail addresses:

1 Go to Domains ®lomain name Mail Accounts email address> Mail Group
2 Click Switch Off



254 Serving Your Customers

Removing Mail Forwarders

To remove a mail forwarder:
Go to Domains ®omain name Mail Accounts

2 Select a check box corresponding to the mail forwarder that you want to
remove.

3 Click Remove
4 When prompted, confirm removal and click OK
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Setting Up Automatic Reply

If you are going on vacation and will not be able to check your mail for a while, you may want
to leave a vacation notice that will be automatically sent to your correspondents once they
send e-mail to your address. This is done with automatic reply facility, also referred to as
autoresponder. Aside from vacation notices, organizations can use automatic replies to notify
customers that their orders or technical support requests were received and will soon be
processed. Automatic replies can include pre-written messages in plain text or HTML format,
and they can contain attached files as well.

To set up automatic reply for a mailbox:
Go to Domains ®lomain name Mail Accountsemail address> Autoresponders

2 If you are not going to attach any files to the automatic reply, proceed to
the step 3. To attach a file to the automatic reply:

1. Click the Attachment Filescon in the Toolsgroup.
2. Click Browseto locate the file, and once selected, click Send File

The file will be added to the attachment files storage, and you will be able to attach
this file to a number of different automatic replies.

3. Once finished, click Up Leveand proceed to the next step.
3 Click the Add New Autorespondeon in the Toolsgroup.
4 Configure the automatic reply:
1. Type a name for this automatic reply into the Autoresponder namgox.
For example, Vacation notice.

2. If you want your incoming mail to be forwarded to another e-mail
address while you are away, specify an e-mail address in the Upon
automatic rggonse, forward the original message to the specifreailbox.

3. If you want this automatic reply to be sent in reply to any incoming
e-mail message, in the Conditionsgroup, leave the always respond
option selected. If you wish to automatically reply only to e-mail
messages that contain specific words in the message text or
subject line, select the appropriate option, and type the word
combination in the input box.

4. By default, the subject line of incoming e-mail will be inserted into
the automated reply. To use a custom subject, type it into the Reply
subject input box.

5. As your correspondents may not figure out that the message they
received from you was an automatic response, they may want to
respond to your auto-reply. So, you should specify your e-mail
address as the Return addressotherwise, their messages will be
directed at the autoresponderbés addr ess.

6. Specify the automatic reply message format (plain textor HTMI. and
character encoding (UTF8is recommended). If you use HTML tags
in your auto-reply message, you should select the HTMLoption.
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7. Type your message in the Reply with textield.

8. Attach your files, if needed. To do this, click the Add New Attachment
button, select the check box corresponding to the file that you
previously uploaded to the attachment storage, and click OK To
remove an attached file from the automatic reply, select the
corresponding check box, and click Remove

9. To limit the number of automated responses per day to the same e-
mail address, enter the desired number in the respective input box
under Limits

The default setting is to respond no more than ten times in one day to the same e-mail
address.

10. To reduce mail server load, you may want to limit the number of
unique addresses that the autoresponder will remember. To do this,
enter the desired number into the Store up tdox.

5 Click OK
6 Click the Switch Oricon in the Toolsgroup.

Switching off Automatic Reply

U To switch off an automatic reply for a mailbox:

1 Go to Domains ®lomain name Mail Accountsemail address> Autorgsponders
2 Click Switch Off

The automatic reply is now switched off. Its configuration is not deleted from the control
panel, so the next time you need to use this automatic reply, repeat the above procedure,
clicking Switch Oron the last step.

To delet@n automatic reply configuration that you no longer need:

Go to Domains domain name Mail Accounts email address> Autoresponders

2 Select a check box corresponding to the configuration name, and click
Remove
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Setting Up Sité&Vide Preferences for Hising Mail to Nonexistent
Users (Mail Bounce)

When somebody sends an e-mail message to an e-mail address that does not exist under

your domain, the mail server, by default accepts mail, processes it, and when it finds out that
thereisnosuch arecipientunder the domain, it returns the mai
address no |l onger accepts mail o notice. You can
A Continue returning all such mail back to senders (Bounceoption),

A Forward all such mail to the specified e-mail address (Catch teaddressoption),

A Forward all such mail to another mail server with the specified IP address (Redirect to
external mail server with IP addrepson),

A Reject such mail without accepting it and without notifying senders (Discardoption).

This setting can decrease mail server load caused by a large amount of spam, which is
often sent to randomly generated user names. However, for spammers, this can
somewhat speed up scanning your mail server for valid e-mail addresses.

To configure the siwide settings fohandling mail to nonexistent users:
Go to Domains @omain name Mailgroup title menu > Mail Settings
Select the required option and specify the information as required.
Click OK

w N -

Introducing Similar Changes to a Number of Mail Accounts at Once

To ntroduce similar changes to a number of mail accounts at once:
Go to Domains ®lomain name Mail Accounts

2 Select the check boxes corresponding to the mail accounts whose settings
you want to change.

3 Click I# Modify

4 Adjust the settings as necessary:
A Select Switch orto enable the corresponding option for the selected mail accounts.
A Select Switch oftto disable the corresponding option for the selected mail accounts.
A Leave Do not changselected if you do not want to change the corresponding option.

5 Click OK
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Sending Enail Notices to Multiple Customers at Once

When you need to inform your customers of scheduled server maintenance, or to introduce
new service offerings, you can use the mass e-mail function (Home> Servergroup title menu
> Mass Emnail Messag@<o send notices to all of your customers at once.

You may want to create message templates and use them when needed, or you can send
messages without using any templates.

In this section:

Creating, Editing and Removing Message Templates ..........ccccccceeeevieeriieeiiinnnnn. 259
Sending E-mail NOUICES ......cooviiiii e 262
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Creating, Editing and Removing Message Templates

To create a new message template:

Go to Home> Servergroup title menu > Mass Email Messagesand click Add
Mass EMail Template

2 Specify template name in the Template namield.
3 Specify sender's name and e-mail address in the Fromfield.

You can specify name, e-mail address or both. To specify both name and e-mail address,
use the following format: Name <your@e- mail.address  >. For example: John Doe
<admin@pleskserver.com >,

4 Select the recipients for your e-mail message:

A

A

If you want resellers to receive your message, select the Resellercheck box and
select the required scope of recipients: All to send message to all resellers, Selected
onlyto send message only to the resellers you select manually, All except selecteid
send message to all resellers except the ones you select manually.

To select several resellers, click Select Addresse® the right of the Resellercheck box
(note that this button is not available if All mode is selected), select the required
resellers in the Available resellerfeld and click Add >>To remove resellers from the
list of selected resellers, select the required resellers in the Selected reselleffield and
click << Remove

If you want clients to receive your message, select the Clientscheck box and select
the required scope of recipients: All to send message to all clients, Selected onlyo
send message only to the clients you select manually, All except selecteid send
message to all clients except the ones you select manually.

To select several clients, click Select Addresse® the right of the Clientscheck box
(note that this button is not available if All mode is selected), select the required clients
in the Available clientfeld and click Add >>To remove clients from the list of selected
clients, select the required clients in the Selected clients field and click << Remove

If you want domain administrators to receive your message, select the Domain
Administratorsheck box and select the required scope of recipients: All to send
message to all domain administrators, Selected oglto send message only to the
domain administrators you select, All except selected send message to all domain
administrators except the ones you select.

To select several domain administrators, click Select Addresse® the right of the
Domain adminisdtorscheck box (note that this button is not available if All mode is
selected), select the required domain administrators in the Available domain
administratordield and click Add >>To remove domain administrators from the list of
selected domain administrators, select the required domain administrators in the
Selected domain administratfiedd and click << Remove

You can see your choice of selected clients and domain administrators anytime by
clicking the respective Show/Hide Selectduitton.

If you want a copy of the message to be sent to your mailbox, select the Parallels Plesk
Panel server administratdreck box.

5 Specify the subject of your message in the Subjectfield.
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6 Enter your message in the Message textield in plain text format. If you want
Parallels Plesk Panel to automatically insert the recipient names into your
message, use <name> variable. The names will be taken from the
information specified in the Contact naméeld.

7 Click OKto save the template.

To edit a message template:

Go to Home> Servergroup title menu > Mass Email Messagesnd click the
required template in the list.

2 Specify template name in the Template namield.
3 Specify sender name and e-mail address in the Fromfield.

You can specify name, e-mail address or both. To specify both name and e-mail address,
use the following format: Name <your@e- mail.address  >. For example: John Doe
<admin@pleskserver.com >,

4 Select the recipients for your e-mail message:

A If you want resellers to receive your message, select the Resellersheck box and
select the required scope of recipients: All to send message to all resellers, Selected
onlyto send message only to the resellers you select manually, All except selectetb
send message to all resellers except the ones you select manually.

A To select several resellers, click Select Addresse® the right of the Resellersheck box
(note that this button is not available if All mode is selected), select the required
resellers in the Available resellerféeld and click Add >>To remove resellers from the
list of selected resellers, select the required resellers in the Selected reselleffield and
click << Remove

A If you want clients to receive your message, select the Clientscheck box and select
the required scope of recipients: All to send message to all clients, Selected onlyo
send message only to the clients you select manually, All except selecteid send
message to all clients except the ones you select manually.

A To select several clients, click Select Addresse® the right of the Clientscheck box
(note that this button is not available if All mode is selected), select the required clients
in the Available clientfield and click Add >>To remove clients from the list of selected
clients, select the required clients in the Selected clients field and click << Remove

A If you want domain administrators to receive your message, select the Domain
Administratorsheck box and select the required scope of recipients: All to send
message to all domain administrators, Selected onlyo send message only to the
domain administrators you select, All except selecteh send message to all domain
administrators except the ones you select.

A To select several domain administrators, click Select Addresse® the right of the
Domain administratocheck box (note that this button is not available if All mode is
selected), select the required domain administrators in the Available domain
administratordield and click Add >> To remove domain administrators from the list of
selected domain administrators, select the required domain administrators in the
Selected domain administratfiedd and click << Remove

You can see your choice of selected clients and domain administrators anytime by
clicking the respective Show/Hide Selectdditton.

A If you want a copy of the message to be sent to your mailbox, select the Parallels Plesk
Panel server administraithieck box.
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Specify the subject of your message in the Subjectfield.

Enter your message in the Message teXteld in plain text format. If you want
Parallels Plesk Panel to automatically insert the recipient names into your
message, use <name> variable. The names will be taken from the
information specified in the Contact nmefield.

Click OKto save the changes.

To remove a message template:
Go to Home> Servergroup title menu > Mass Email Messages

Select the check box corresponding to the mass e-mail message template
you want to remove and click Remove Confirm the removal and click OK
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Sendingnail Notices

To send an-mail message to multiple customers at once:
Go to Home> Servergroup title menu > Mass Email Messages.

2 If you want to use a message template that you previously created (as
described in Creating, Editing and Removing Message Templates (on page
259)), click the respective ™ icon in the Create messageolumn. If you want
to send a custom message, click Send Mass-®lail

3 Specify sender's name and e-mail address in the Fromfield.

You can specify name, e-mail address or both. To specify both name and e-mail address,
use the following format: Name <your@e- mail.address  >. For example: John Doe
<admin@pleskserver.com >,

4 Select the recipients for your e-mail message:

A If you want resellers to receive your message, select the Resellersheck box and
select the required scope of recipients: All to send message to all resellers, Selected
onlyto send message only to the resellers you select manually, All except selecteid
send message to all resellers except the ones you select manually.

A To select several resellers, click Select Addresse® the right of the Resellersheck box
(note that this button is not available if All mode is selected), select the required
resellers in the Available resellerféeld and click Add >>To remove resellers from the
list of selected resellers, select the required resellers in the Selected reselleffield and
click << Remove

A If you want clients to receive your message, select the Clientscheck box and select
the required scope of recipients: All to send message to all clients, Selected onlyo
send message only to the clients you select manually, All except selecteid send
message to all clients except the ones you select manually.

A To select several clients, click Select Addresse® the right of the Clientscheck box
(note that this button is not available if All mode is selected), select the required clients
in the Available clientfeld and click Add >>To remove clients from the list of selected
clients, select the required clients in the Selected clients field and click << Remove

A If you want domain administrators to receive your message, select the Domain
Administratorsheck box and select the required scope of recipients: All to send
message to all domain administrators, Selected onlyo send message only to the
domain administrators you select, All except selctedto send message to all domain
administrators except the ones you select.

A To select several domain administrators, click Select Addresse® the right of the
Domain Administratocheck box (note that this button is not available if All mode is
selected), select the required domain administrators in the Available domain
administratordield and click Add >>To remove domain administrators from the list of
selected domain administrators, select the required domain administrators in the
Selected domadministratorgield and click << Remove

You can see your choice of selected clients and domain administrators anytime by
clicking the respective Show/Hide Selectdditton.

A If you want to send a copy of this message to your e-mail, select the Parallels Risk
Panel server administraithieck box.
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5 Specify the subject of your message in the Subjectfield.

6 Enter your message in the Message teXteld in plain text format. If you want
Parallels Plesk Panel to automatically insert the recipient names into your
message, use the <name> variable. The names will be taken from the
information specified in the Contact naméeld.

7 If you want to save this message (both the text itself and information about
its recipients) as a template for further use, select the check box to the left
of Save text to a new template nareltl and specify the template name in this
field.

8 Click Sendto send the message. If you have chosen to save the message
contents as a template, a template will be created and placed in the list of
available templates.

Maintaining Mailing Lists
If you wish to deliver offers and promotions to your customers, run a newsletter, or inform
visitors of your site of recent updates, you should set up a mailing list on your site and
subscribe your users to it or invite them to subscribe themselves.
Mailing list is a convenient way to reach a number of readers at once: it contains a list of

s u b s ¢ r i-nmiéaddredses which are combined under a single e-mail address, to which
you post your information or a newsletter.

In this section:

Setting Up @ MailING LiST........uuuuueiiiiiiiiiiiiiiiiieiiiiiiiib e 264
Subscribing and Unsubscribing USErS .......ccoiiiiiiiiiiiiiiiee et 264
Posting to Your Mailing LiSt...........coiiiiiiiiiiii e 265

ReMOVING MaIlING LiSTS........uuuiiiiiiiiiiiiiiiiiiiiiiieeiiiiiieieeeeeeeeeeeesee e eebeeeeeeeeeeennnenee 265
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Setting Up a Mailing List

To set up a mailing list:

Go to Domains @omain name Mailing lists

Click Switch Orto start the mailing list service.
Click Add Nev Mailing List

Specify the desired name for the mailing list.

This can be, for example, a department name, a topic of the mailing list, or any other text
in Latin symbols. The name should be short enough to remember. It can comprise
alphanumeric, dash, dot and underscore symbols.

5 Specify the password that will be used for administering the mailing list.
6 Specify the mailingmdili st administratorés
7 Leave the Notify administrator of the mailing list creatbeck box selected.

You will receive instructi ons on using and managing the mail.|
e-mail you specified. Keep that message for your records.

8 Click OK

Your mailing list is operable with the default settings. However, you may want to configure it,
for example, so as to enable moderation, filter content of the posts or to archive messages.

A WON PP

To configure the mailing list:
Go to Domains @omain name Mailing lists

2 Clickthefi con next to the d-enailaddeeds. mai |l i ng | i
A login screen opens.
3 Type the list administrLetomési paédésword an

U Alternately, you can access the mailing list configuration the following way (on Linux
hosting):

1 In your Web browser, enter the following URL: http://lists.<your-
domain.com>/mailman/admin/<listname> (where <your-domain.com> is
your domain name, and <listname> is the name of the mailing list (that is,
the | eft part ofmatl dddresmizefoletha @ sign).st 6 s e

A login screen opens.
2 Type the list administrLetomési pagdsword an

To post a newsletter issue or other information to the mailing list, send it by e-mail to the
mai | i n gmall daddres All subscribed users will receive it.

Subscribing and Unsubscribing Users

U To subscribe users to a mailing list:
1 Go to Domains ®lomain name Mailing lists mailing list name Add New Member
2 Specify user's e-mail address.
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3 Click OK

U To unsubscribe users from a mailiist:

1 Go to Domains domain name Mailing lists mailing list name

2 Select a check box t omdilhderedsef t of t
3 Click Remove

4 Confirm removal and click OK

Posting to Your Mailing List

To post a newsletter issue or other information to the mailing list, send it by e-mail to the
ma i | i n gmail addrass All subscribed users will receive it.

Removing Mailing Lists

To remove a mailing list from a site:
Go to Domains ®lomain name Mailing lists.

2 Select a check box corresponding to the mailing list address that you want
to remove.

3 Click Remove
4 When prompted, confirm removal and click OK

he

S
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Using Help Desk for Resolving Your
Customers' Issues

If you decided to use the help desk integrated with the control panel and configured it as
described in the section Configuring Help Desk (on page 103), then you can use it to receive
problem reports or requests for assistance from your customers and notify them when their
issues are resolved.

In this section:

Viewing Trouble Tickets in Your Help DeSK.........cceviiieeiiiiiiiiiiiii e 267
Commenting and Closing Trouble TicketS ........c.oooiiiiiii e, 268
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Viewing Trouble Tickets in Your Help Desk

To view the problem reports you hiavine Help Desk:
Click the Help Deslshortcut in the navigation pane.

2 If you need to view the problem reports submitted by users of this server,
go to step 4.

3 If you need to view problem reports submitted to Help Desk on another
server you manage using the Master function (as described in the section
Using Centralized Access to Your Numerous Parallels Plesk Panel Servers
(on page 300)), in the Global Help Deglgroup, click Serversthen select the
server you need.

4 To view new problem reports, in the Local Ticketgroup, click New To view
all reports, click All. To view all opened and not resolved problem reports,
click All OpenedTo view the tickets the users reopened because they found
that their issues were not resolved, click Reogned To review the closed
tickets, click Closed

5 The tickets will be listed and the following supplementary information will
be displayed:
A 1d: identification number assigned by the system upon submission,
A Ticket Subjecta summary entered by the ticket reporter,
A Ticket Statusnew, reopened, closed,
A

Reporter Typea type of control panel user account or an e-mail address the ticket
came from - a reseller, a client, a domain administrator, an e-mail user with access to
control panel, or a user who submitted a ticket by e-mail,

A Reporter Name name of person who submitted the ticket, domain names for tickets
submitted by domain owners, or e-mail addresses for tickets submitted by e-mail,

A Modifiedthe date the ticket was modified - a comment appended, or status changed,

A Queuethe order in which the problem reporters would prefer their issues to be
resolved,

A Priority the severity of a problem estimated by the problem reporter,
A Categorythe category to which the ticket is related.
6 To see what is inside a ticket, click a ticket id or ticket subject.
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Commenting and Closing Trouble Tickets

To close a ticket when the issue was resolved or to post your comment:

Click the Help Deslshortcut in the navigation pane. If you need to visit Help
Desk on another server you manage, in the Global Help Degiroup, click
Serversthen select the server you need.

2 Locate the ticket you need and click its subject or identification number.

3 To close, reopen or post a comment to the ticket, select the operation you
would like to perform from the Ticket Eveninenu, and type a new comment
into the New Commennput field if required. Click OKto submit.



CHAPTER 6

Backing Up and Restoring Your Data

With the current version of backup and restore utilities installed with your control panel,
you can:

Back up the entire servate backup archive will include your control panel license key,
mail server and DNS server settings, information on database servers, domain
templates, virtual host templates, user accounts, domains, Web sites with Web content,
SSL certificates, databases, Web applications, and custom buttons.

Back up individual user accounts with domdaihe backup archive will include all control
panel configurations and data related to the user account and user's domains (Web
sites), including the information on resource allotments and permissions to perform
operations within the control panel.

Back up individual domains (Web sit€ae backup archive will include all data related to
domain administrator's account, domain (Web site) and mail services, including the
contents of mailboxes, Horde Turba address book contact lists, anti-spam and anti-
virus settings.

Schedule backups

Restore your data from backup archives

Your customers granted with the permission to use the backup and restore facilities
can back up and restore their own account settings and Web sites through the control

panel. Your customers, resellers and your resellers' customers will find shortcuts to
their backup repositories on their Home pages (Home> Backup Manager

In this chapter:

Configuring Global Backup SettingS ...........uuuueuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiieeeeeeenneenne 270
Configuring Control Panel for Using FTP RepoSitory...........ccoovvviiiiiiciiiieeieeeees 271
Backing Up the ENtire SErver ... 272
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SCNEAUING BACKUPS ... .ttt sssnneenennes 276
Restoring Data From Backup ArChives.............coiii i 277
Maintaining Backup Files RepPOSItOrY .........ooeuuuiiiiiiee e 279

Maintaining Database Backup Files Repository (Windows Hosting) .................. 281
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Configuring Global Backup Settings

If you serve numerous Web sites, you may want to configure the backing up process
so that it does not consume much server resources.

To reduce the server load and set the disk space usage policy:
Go to Home> Servergroup title menu > Backup Settings

Specify the number of simultaneous backup processes in the Maximum
number of simultaneously running scheduled backup prockesed he default
value is 10. Type a lesser value.

Select the Run scheduled backup processes with low prichigck box.
Select the Do not compress backup fileseck box to disable compression.
Click OK

To prevent the backing up processes from consuming all available
disk space on the server, do the following:

a Access the server's file system, locate and open the file <Parallels P&k Panel
installation directoryadmin/share/pmmcli/pmmcli - rc with a text editor.

b Locate in this file the line FREE_DISK_SPACE 20, and in place of 20, specify
the amount of free disk space in megabytes that must be reserved.

N

o 01 bW

c Save the file.
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Configuring G@ntrol Panel for Using FTP
Repository

U If you are going to use an FTP server for storing backup files, you should set up the
control panel appropriately:

1 Navigate to the repository you need:

A For a repository, where your own backup files will be kept, go to Home > Backup
Manager > Personal FTP Repository Settings

A For a repository on a reseller account level, go to Resellers > reseller's name >
Backup Manager > Personal FTP Repository Settings.

A For a repository on a client account level, go to Clients > @knt's name > Backup
Manager > Personal FTP Repository Settings.

A For a repository on a domain level, go to Domains > domain name > Backup Manager
> Personal FTP Repository Settings.

2 Specify the following properties:
A FTP server's IP address or host name.
A Directory on the server where you want to store backup files.
A User name and password for access to the FTP account.

3 Click OK
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Backing Up the Entire Server

c:

To back up the server configuration settings and all user data you have on your
hosting machine:

On your Home page, click Backup Manager
Click Back Up
Specify the following:

A

A

A

Backup file name prefix and description. You cannot specify an arbitrary file
name, however, you can set the control panel to add a prefix to backup file
names. Note that the control panel automatically adds the date and time of
backup file creation (in Universal Time) to backup file names.

Splitting of the backup file. To create a multivolume backup, select the
respective check box and specify volume size in megabytes.

Location where to store the backup file. Select the repository where you would
like to store the backup file.

E-mail notification on backup completion. If you want to be notified of the
backup completion, type your e-mail address.

What data to back up. You can back up only the server settings, or server
settings and all user data.

Click Back UpThe backup process will start and the progress will be
shown under the Current Back Up Tasksb. You can use the Refresh
button to update the information on the screen.

When backing up is finished, the backup file will be saved to the
repository you selected.
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Backing Up Individual User Accounts with
User's Domains

gaa b~ W N -

To back up a user account with domains:

Click the Resellersor Clientsshortcut in the navigation pane.
Click the user name you need.

Click BackupManager

Click Back Up

Specify the following:

A Backup file name prefix and description. You cannot specify an arbitrary file
name, however, you can set the control panel to add a prefix to backup file
names. Note that the control panel automatically adds the date and time of
backup file creation (in Universal Time) to backup file names.

A Splitting of the backup file. To create a multivolume backup, select the
respective check box and specify volume size in megabytes.

A Location where to store the backup file. Select the repository where you would
like to store the backup file.

A E-mail notification on backup completion. If you want to send an e-mail notice
on the backup completion, type the required e-mail address.

A What data to back up. You can back up only the user account settings, or user
account settings and all user's data.

Click Back UpThe backup process will start and the progress will be
shown under the Current Back Up Tasksb. You can use the Refresh
button to update the information on the screen.

When backing up is finished, the backup file will be saved to the repository you

selected, and will be accessible either from the FTP server, or from the locations
Resellers> reseller's name Backup Manager Clients> client name> Backup Manager

Backing Up Individual Domains (Web
Sites)

w N -

To back up a domain (Web site):

Go to Domains domain name BackupVianager
Click Back Up

Specify the following:
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A

Backup file name prefix and description. You cannot specify an arbitrary file
name, however, you can set the control panel to add a prefix to backup file
names. Note that the control panel automatically adds the date and time of
backup file creation (in Universal Time) to backup file names.

Splitting of the backup file. To create a multivolume backup, select the
respective check box and specify volume size in megabytes.

Location where to store the backup file. Select the repository where you would
like to store the backup file.

What data to back up. You can back up Web hosting settings, Web content, and
e-mail accounts with e-mail messages.

E-mail notification on backup completion. If you want to send an e-mail notice
on the backup completion, type the required e-mail address.

Suspend the Web site until backing up is finished. If you do not want anybody to
make any changes to the site content or settings during backing up, select the
corresponding check box.

Click Back UpThe backup process will start and the progress will be
shown under the Current Back Up Tasksb. You can use the Refresh
button to update the information on the screen.

When backing up is finished, the backup file will be saved to the
repository you selected, and will be accessible either from the FTP
server, or from the location Domains> domain hame BackupManager
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Backing Up Databases (Windows Hosting)

With Parallels Plesk Panel, you can back up and subsequently restore the databases,
database user accounts and data used by domains hosted on your server. You can:

A

> > >

c:

Back up your domain databases with all data and user accounts
Restore databases from backup files

Download, upload and remove database backup files

Recover users who became orphaned after the restoration.

To back up a database:
Go to Domains> domain name Databases.

Select a check box corresponding to the database you want to back
up and click Back Up

Specify the name of the backup file and click OK

If you want to download the resulting backup file, click the file name
on the next page after the backup process was finished. Specify the
location where you want to save the file and click Save

Click OK

To back up all databases on a domain:

Go to Domains> domain name BackupManager Database Backup Repository
make sure that All domain repositories selected in the Databasdield, and
click Back Up

Specify the name of the backup file and click OK

If you want to download the resulting backup file, click the file name
on the next page after the backup process was finished. Specify the
location where you want to save the file and click Save

Click OK
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Scheduling Backups

U To schedule backing up of data:

1 Go to the backup files repository corresponding to the type of data
you want to back up:

A
A

A

To back up server settings and all users' data, go to Home> BackupManager

To back up a user account with user's sites, go to Resellers> reseller's name
BackupManageor Clients> client's name Backup Manager

To back up a Web site, go to Domains> domain name BackupManager

2 Click Scheduled Backup Settings
3 Select the Activate this backup tasiheck box and specify the following:

A
A
A

A
A

When and how often to run the backup.
Backup file name.

Splitting of the backup file. To create a multivolume backup, select the
respective check box and specify volume size in megabytes. Note that volume
size cannot exceed 4095 megabytes.

Location where to store the backup file. Select the repository where you would
like to store the backup file.

Maximum number of backup files stored in the repository. Type a number if you
want to recycle backup files: When this limit is reached, the oldest backup files
are removed.

E-mail notification on backing up errors. If you want to send an e-mail notice
when something goes wrong during backing up, type the e-mail address you
need.

What data to back up. You can back up only settings, or settings and user data.

4 Click OK
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Restoring Data From Backup Archives

To restore data from a backup file:
Go to the backup files repository where the backup file is located:
A To restore all server settings and all users' data, go to Home> BackupManagr.

A To restore a user account with user's sites, go to Resellers> reseller's name
BackupManageor Clients> client's name Backup Manager

A To restore a Web site, go to Domains> domain name BackupManager
2 Click the backup file name.
3 Specify the following settings:

A Types of data to be restored.

A Suspend domain (Web site) until restoration task is com@etect this if you want
to avoid possible conflicts that may occur when users modify site content or
settings while they are being restored.

A Sendan email notice when restoration task is compléigge your e-mail address if
you want the control panel to notify you when restoring is completed.

A Conflicts resolution policpecify what to do if any conflicts occur during
restoration.

4 Click Restore

In case if any errors or conflicts occur during restoration of data, the wizard will
prompt you to select an appropriate resolution. Follow the instructions provided on
the screen to complete the wizard.

Note: The Overwrite data restoring mode means that all objects will be restored
from the backup files regardless of their current presence in the system. The
Overwrite mode works as follows:

A If an object or settings from the backup file are not present in the Parallels Plesk
Panel, then they are created or set in the Parallels Plesk Panel.

A If an object or settings from the backup file are present in the Parallels Plesk
Panel, then the object or settings from the backup file replace the corresponding
object or settings that are present in the Parallels Plesk Panel.

A If an object or settings are present in the Parallels Plesk Panel, but are missing
from the backup file, then the object or settings currently present in the Parallels
Plesk Panel are not changed.

In this section:

Restoring Databases (Windows HOSEING) ......coveeiiiiiiiiiieeecc e 278
Recovering Orphaned Database Users (Windows HOStiNG) ..........ccooeeveveeeeeeennn. 279
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Restoring Databases (Windows Hosting)

If the database already exists and you only needttoe its contents:

Go to Domains> domain name Databases database name Database Backup
Repository select the required backup file from the list and click Restore
Selected

If you do not have the backup file on your server, you can upload the backup file to
the server repository from your local machine. For more information, refer to the
section Uploading Database Backup Files to Server (on page 282).

2 Confirm the restoration by selecting the corresponding check box and
click OK

If you are restoring MS SQL database, there is a possibility that some database
users will be orphaned. In order to provide the ability to access and use the
database for these users, you need to repair them. For more information, refer to
the section Recovering Orphaned Database Users (on page 279).

If the database does not exist and you need to recreate it from scratch:
Go to Domains> domain name Databases&nd click Add New Database

2 Specify the database name, type and server for the database you are
restoring.

Note. You can specify a new database name, but you must choose the correct
database type: for example, if you are trying to restore a MySQL database, choose
MySQL database type.

3 Select the Restore database from backigpdheck box.

4 Specify the location of the database backup file. You can upload a
backup file from your local machine or specify a file located on the
server.

5 Provide the default username and password for the restored
database.

6 Click OK

If you are restoring MS SQL database, there is a possibility that some database
users will be orphaned. In order to provide the ability to access and use the
database for these users, you need to repair them. For more information, refer to
the section Recovering Orphaned Database Users (on page 279).
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Recovering Orphaned Database Users (Windows
Hosting)

If you are restoring an MS SQL database, there is a possibility that some database
users will be orphaned. In order to provide the ability to access and use the database
for these users, you need to repair them.

To check if a database has orphaned users:
Go to Domains> domain name Databases database name

2 If you see a warning saying that there are several orphaned users that
should be repaired in order to function properly, you have orphaned
users who need to be repaired.

To repair orphaned users:

Go to Domains> domain name Databases database namand click Repair
now button corresponding to the orphaned user you want to repair.

2 Provide a password for this user and click Repair

If a user is supposed to be a system user without a password, run repair with empty
password field.

Repeat steps 1-2 as necessary to repair all orphaned users.

w

Maintaining Backup Files Repository

You can perform the following operations on backup files:

A Upload backup files to the server
A Download backup files from the server
A Remove backup files

In this section:

Uploading Backup FIleS t0 SEIVEX .......cooiiiiiiei e 280
Downloading Backup Files from Server...... ... 280
Removing Backup Files from SEerver ........cccccoooiii 281
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Uploading Backup Files to Server

To upload a backup file to a backup repository within the control panel
Access the repository you need.
A To access your own repository of backup files, go to Home> BackupManager

A To access a repository of a reseller or client, go to Resellers> reseller's name
BackupManageor Clients> client's name Backup Manager

A To access a repository related to a specific Web site, go to Domains> domain
name> BackupManager

2 Click Upload Files to Server Repository
3 Click Browseand select the required backup file.
4 Click OK

The backup file will be uploaded to the backup repository.

Downloading Backup Files from Server

U To download a backup file from a backup repository within the control panel:
1 Access the repository you need.
A To access your own repository of backup files, go to Home> BackupManager

A To access a repository of a reseller or client, go to Resellers> reseller's name
BackupManageor Clients> client's name Backup Manager

A To access a repository related to a specific Web site, go to Domains> domain
name> BackupManager

2 Click the icon &l corresponding to the backup file you wish to
download.

3 Select the location where you wish to save the backup file and click
Save

The backup file will be downloaded from the backup repository.
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Removing Backup Files fr&@arver

To remove a backup file from a backup repository in the control panel:
Access the repository you need.
A To access your own repository of backup files, go to Home> BackupManager

A To access a repository of a reseller or client, go to Resellers> resller's name
BackupManageor Clients> client's name Backup Manager

A To access a repository related to a specific Web site, go to Domains> domain
name> BackupManager

2 Select a check box corresponding to the backup file you wish to
remove.

3 Click Remove
4 Confirm removal and click OK

Maintaining Database Backup Files
Repository (Windows Hosting)

Your database backup files are stored in your own database backup repository,
accessible by going to Domains> domain name Backup Manager Database B&up
Repositoryon your home page. Each database has its own backup files repository. To
see backup files for a specific database, select the required database from the Database
menu. By default, the database backup repository shows backup files for all databases
on a domain.

In the database backup repository you can:

A Upload database backup files stored on another computer
A Download database backup files to another computer
A Remove redundant database backup files from database backup repository

In this sectin:
Uploading Database Backup Files TO Server........ccccovvviiceiiiii e 282
Downloading Database Backup Files From Server.........cccccccocvviiiiiiiiiiiiiiinnnnn, 282

Removing Database Backup Files From Server..........cccoooeoiiiiiiiiiiiiiinieeeeeeeeees 282
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Uploading Database Backup Files To Server

5

To upload a backup file to backup repository:

Go to Domains> domain name BackupManager Database Backup Repository
and click Upload Backup File

Select the database in which repository you want to upload the
backup file to in the Database nanmaenu.

Click Browse..and select the required backup file.

Leave the Restore database backup immediately upon uploatéuk box
selected if you want the database contents to be restored immediately

after the backup file is uploaded.
Click OK

The database backup file will be uploaded to the backup repository of the specified
database.

Downloading Database Backup Files From Server

To download a backup file from backup repository:
Go to Domains> domain name Backup Manager Database Backup Repository.

Select the database which backup files you want to browse in the
Databasenenu. Leave All domain databaseslected if you want to browse
backup files of all databases on a domain.

Click the icon k= corresponding to the database backup file you want
to download

Select the location where you want to save the backup file and click
Save

The backup file will be downloaded from the backup repository.

Removing Database Backup Files From Server

To download a backup file from backup repository:
Go to Domains> domain name BackupManagep Database Backup Repository.

Select the database which backup files you want to browse in the
Datdbasemenu. Leave All domain databaseselected if you want to browse
backup files of all databases on a domain.

Select a check box corresponding to the database backup file you
wish to remove. Click Removeconfirm removal and click OK
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Viewing Statistics

U To view the information on server usage:
1 Go to Home> Resource Usage

The following information will be presented:
Processor information.
Parallels Plesk Panel version and build number.
Operating system and its kernel version.
Parallels Plesk Panel license key number.
Server uptime.
Processor load averages for the last 1 minute, 5 minutes and 15 minutes.
The amount of RAM installed and used.
The amount of swap space used.
Hard disk usage by partitions and directories.

The connected (mounted) storage and network storage devices.

> > > >y > >y > >y > D> P>

The number of hosted domains: activeshows the domains that are online;
problemshows the domains that have exceeded the disk space and bandwidth
allotments but still online; passiveshows the domains that are offline because
they were suspended by you or your resellers.

2 Click Refreshto update the server statistics with the latest data.

U To view the information about software components installed on your server and
managed by the Paeddl Plesk Panel:

1 Go to Home> Server Components
2 Click Refreshto update the information on the screen.

U To view the information about disk space and bandwidth used by users and their sites:

On your Home page, click the appropriate statsshortcut.

U To viewa consolidated report on your account and sites:

On your Home page, open the Logs & Statisticgroup title menu, and select Summary
Report

U To view a consolidated report on a user account and user's sites:
1 Click the Clientsor Resellershortcut in the navigation pane.
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2 Click the user name you need.
3 In the Statisticsgroup title menu, select Summary Report

U To view a detailed report on server resources and hosting features used by a specific
domain name or Web site:

1 Click the Domainsshortcut in the navigation pane.
2 Click the domain name you need.
3 In the Statisticsgroup title menu, select Summary Report

Common operations on reports:

A To get more details, select the Full Reporbption from the Reportdrop-down
menu.

A To adjust the amount of information presented in a report, click Customizeand
then modify an existing report template (to do this, click a report template name)
or create a new report template (to do this, click Add New LayoutNext, specify
how much information you want in each section of the report: select Noneif you
do not want any information, select Summanyf you want a concise overview, or
select Fullif you need a detailed report. Select the Use as default reparheck box
and click OK To delete a custom report layout, select the check box
corresponding to the report layout name and click Remove

A To print the report, click Print A report will open in a separate browser window.
Select the File> Printoption from the browser's menu to print the report.

A To send the report by e-mail, type the recipient's e-mail address into the input
box located to the right of the Report group and click Send by Enail If you are
the recipient, then you do not need to specify an e-mail address: the system
assumes by default that you are the report recipient and specifies your e-mail
address registered with your control panel account.

A To have the reports automatically generated and delivered by e-mail on a daily,
weekly, or monthly basis, click Report Deliversind follow the instructions supplied
in the section Automating report generation and delivery by e-mail (on page
288).

U To find out how many people visited a site, from what countries, and what pages of the
site they viewed:

1 Go to Domains> domain name Web Statistics

2 View the statistics for the web pages or files downloaded from or
uploaded to specific areas of your site:

A To view the statistics for web pages transferred from your site over hypertext
transfer protocol (HTTP), click Web Stats

A To view the statistics for web pages transferred from your site over secure
hypertext transfer protocol (HTTPS), click Web Stats SSL

A To view statistics for files transferred over file transfer protocol (FTP), click FTP
Stats

A To view the bandwidth usage by months, click Traffic History
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A To view the bandwidth usage by FTP, Web and mail services in this domain, click
Traffic

Note: If you use the Webalizer statistical package on your account, you can
customize the graphical reports shown by Webalizer. For instructions, refer to the
section Adjusting Preferences for Web Statistics Presentation by Webalizer.

Alternately, you can view the Web statistics for a site by visiting the following URL:
https://your-domain.com/plesk-stat/webstat. When prompted for username and
password, specify the FTP account credentials.

In this chapter:

Adjusting Preferences for Web Statistics Presentation by Webalizer................. 285
Automating Report Generation and Delivery by E-mail................ccoooviiiienne.n. 288
Viewing Log Files and Configuring Recycling of Log Files............cccccvvvvueeen.n. 290
Viewing Virus and Spam Protection StatiStiCS ............coooeeeeeeeeeieeeeeeeeeeeeeeeeeen 291

Adjusting Preferences for Web Statistics
Presentation by Webalizer

By default, statistical utility counts and reports the requests for Web pages and other

files made fromyoursited by your own Web pages. So, when a
requests from your site a single Web page that contains references to other files, such

as scripts, cascading style sheets, media files, and the like, the statistical utility reports

these references to files as if they were visits to your Web page. Thus, with the default

settings your usage statistics is inaccurate.

You may want to:

A Hide these internal references, and references from other sites.

A Group references from a number of sites, so as to show them as if they originated
from a single location.

A Hide direct requests. Direct requests are sent to your Web server when users
access your site by typing the URL in their browsers.
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Hiding and Unhiding Internal References from Your and
Other Sites

A WON PP C

To hide the internal references or references from other sites:

Go to Domains ®lomain name Web Statistics > Preferences

Click Hide Entries

In the Entry typedrop-down box, leave the Referrewvalue selected.

In the Referreffield, type the domain name from which you do not want
the referrers shown in web statistics reports.

You can use the "' wildcard character to specify a part of domain name.
Click OK

To unhide references:
Go to Domains x¥lomain name Web Statistics > Preferences

Select the check boxes corresponding to the entries you wish to
unhide and click Remove

Confirm the operation and click OK

Grouping and Ungrouping References from Other Sites

To group references from a specific site:

Go to Domains ®lomain name Web Statistics > Pregaces > Grouped referrers
tab > Group Referrers

Type the group name that you wish to be shown for all referrers on
the specific site.

In the Referrelinput box, specify the site (domain name) from which all
referrers should be grouped.

You can use the *" wildcard character to specify a part of domain name.
Click OK

To ungroup references from a specific site:

Go to Domains dlomain name Web Statistics > Preferences > Grouped referrers
tab. All referrer group names will be presented in a list.

Select the check box corresponding to the required group name and
click Remove

Confirm the operation and click OK
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Hiding and Unhiding Direct Requests

To hide direct requests:

Go to Domains ®lomain name Web Statistics > Preferences
Click Hide Entries

In the Entry typedrop-down box, select the Direct requestalue.
Click OK

A W N PP C

To unhide direct requests:

=

Go to Domains ®omain name Web Statistics > PreferencAH hidden entries
will be presented in a list.

2 Select the check box corresponding to the Direct rguestentry and click
Remove

3 Confirm the operation and click OK
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Automating Report Generation and
Delivery by fnall

To receive consolidated reports on one or several user accounts on a regular basis:

Go to Clients> client name> Summary Repor Layous >report type> Report
Delivery > New Delivery Schedule

2 To receive the report to your e-mail address registered with the
system, select the the server administratealue from the Deliver tadrop-
down menu. To receive the report to another e-mail address, select
the the email address | specifyption and type the e-mail address. To
send the reports to the client, select the the clientoption. To send the
client reports to all respective clients, select the Report on all clients
option.

3 Select the delivery interval from the Delivery frequencgrop-down menu
and click OK You can have the report delivered each day, each week,
or each month.

To change the delivery schedule for an account status report:

Go to Clients> client name> Summary Repo Layouts>report type> Report
Delivery

2 Under the Frequencyolumn, click a hyperlink corresponding to the
delivery schedule you would like to change.

3 Adjust the settings as required and click OK

To stop receiving the account status reports:

Go to Clients> client name> Summary Report Layouts> report type> Report
Delivery

2 Select a check box corresponding to the delivery schedule and click
Remove Confirm removal and click OK

To receive detailed reports on one or several domains (Web sites) on a régular bas

Go to Domains> domain name Summary Repor Layouts >eport type>
Report Delivery > New Delivery Schedule

2 To receive the report to your e-mail address registered with the
system, select the server administrator value from the Deliver tadrop-
down menu. To receive the report to another e-mail address, select
the e-mail address | specifyption and type the e-mail address. If this
domain name/web site belongs to another user, you may want to send
the report to that user: select the clientor domainadministratooption.
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To receive a report on a given domain (Web site), leave this domain
option selected. To receive detailed reports on each domain that
belongs to a given user account, select the all domains of this client
option. To receive reports on all domains hosted on the server, select
the all domainsoption.

Select the delivery interval from the Delivery frequencgrop-down menu
and click OK You can have the report delivered each day, each week,
or each month.

To change the delivery scheduleafaetailed domain/web site report:

Go to Domains> domain name Summary Repor Layouts >eport type>
Report Delivery

Under the Frequencycolumn, click a hyperlink corresponding to the
delivery schedule you would like to change.

Adjust the settings as required and click OK

To stop receiving the domain reports:

Go to Domains> domain name Summary Repor Layouts >eport type>
Report Delivery

Select a check box corresponding to the delivery schedule and click
Remove Confirm removal and click OK
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Viewing Log Files and Configuring
Recycling of Log Files

All connections to the Web server and requests for files that were not found on the
server are registered in log files. These log files are analyzed by the statistical utilities
running on the server, which then present graphical reports on demand. You may want
to download these log files to your computer for processing by third-party statistical
utilities, or view their contents for Web server debugging purposes.

U To prevent these log files fromagmg too large, you should enable automatic
cleanup and recycling of log files:

1 Go to Domains> domain name Log Manager Log Rotatiorand click Switch
On If you see only Switch offthere, this means that log recycling is
already switched on.

2 Specify when to recycle log files and how many instances of each log
file to store on the server. Also specify whether they should be
compressed and sent to an e-mail address after processing. Click OK
To view the contents of a log file or download it to yourutemp
Go to Domains> domain name Log ManagerA list of log files will show.

2 Do any of the following:

A To specify the number of lines from the end of the log file that you would like to
view, type a number into the input box under the Preferencegroup.

A To view the contents of a log file, click its file name.

A To download a file to your computer, click an icon kl, corresponding to the file
you need.

A To remove a processed log file from the server, select a corresponding check
box and click RemoveConfirm removal and click OK
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Viewing Virus and Spam Protection
Statistics

U To view the information about viruses detected and removed by Kaspersky Antivirus:
1 Go to Home> Mail Server Settings Statisticstab and click Virus Statistics
2 Select the period for which you want to view virus statistics.

If you want to view more detailed information about viruses, or e-mail addresses of e-

mail senders or recipients, click the respective tab.

U To view the inforation about spam messages detected and filtered by Spamassassin:
1 Go to Home> Mail Server Settings Statisticstab and click Spam Statistics

2 Select the period for which you want to view spam statistics.

If you want to view more detailed information about spam message recipients, click the
Recipientdab.
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Monitoring Connections to Gan Panel

U To find out who of your customers is logged in to the control panel at the moment:

1 Go to Home> ActiveSessions All sessions including yours will be
presented and the following details will be displayed:

A

> > > >

Type A type of control panel user who established the session:

2 for server administrator.

@ for reseller or client.

Y2 for domain or Web site owner.

2 for mailbox owner.

Login The login name the user is logged in as.

IP addressThe IP address from which the control panel is accessed.
Logon timeThe date and time when the user logged in to the control panel.

Idle time The time that user was not doing anything in the control panel while
being logged in.

2 To refresh the list of user sessions, click Refresh

3 To end a user session, select the respective check box and click
Removethen confirm removal and click OK
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Monitoring Connections to FTP Service

Your Parallels Plesk Panel can show active FTP sessions only when any of the
following FTP server programs is installed on the hosting server:

A Microsoft FTP 7.0 (Windows hosting)

Gene6 FTP Server (Windows hosting)

Serv-U FTP Server (Windows hosting)

ProFTPd (Linux/UNIX hosting)

> > >

U To find out who is connected to your server via FTP, in what directories they currently
are and what files thaye uploading to or downloading from the server:

[ERN

Go to Home> ActiveSessions

2 Click the FTP Sessiongab. All sessions including yours will be
presented and the following details will be displayed:

A Type The type of user who established the session:
2 for users not registered with the control panel.
2 for anonymous FTP users.
Y2 for domain or web site administrators.
"2 for subdomain administrators.

a2 for web users (owners of personal web pages without individual domain
names).

Status The current status of FTP connection.

FTP user loginrhe login name used for access to FTP account.
Domain nameérhe domain the FTP user is currently connected to.
Current locationThe directory the FTP user is currently at.

File nameThe file name being operated on.

Speed Transfer speed in kilobytes.

Progress, %r he file transfer operation progress in percentage.

IP addressThe IP address from which the FTP account is accessed.

Logon timeThe time lapsed since the moment user logged in.

> >y > >y > >y > D> By D

Idle time The time that user was not doing anything while being connected to the
server through FTP.

3 To refresh the list of FTP sessions, click Refresh
4 To end a session, select the respective check box and click Remove
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Monitoring Terminal Sessi@onnections
to Your Server (Windows Hosting)

U To find out who of your customers is logged in to the server via Terminal Server
session at the moment:

1 Go to Home> ActiveSessions

2 Click the TS Sessionsab. All sessions including yours will be presented
and the following details will be displayed:

A S. The status of the terminal session:
\.+/ - for server administrator.
@ - client is connected and logged in, using valid login and password.
O - client is connected, but not logged in.
€ - client is disconnected.

A Name The name of this terminal session.

A User The name of the terminal session user.

You can see the session details by clicking the session name in the list.

3 To refresh the list of terminal sessions, click Refresh

4 To disconnect a terminal session, select the respective check box and
click ¥ Disconnectthen confirm disconnection and click OK

5 To close a terminal session, select the respective check box and click
3 Log Outthen confirm disconnection and click OK
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Accessing The Server Using Remote
Desktop (Windows Hosting)

The remote desktop (RDP) access feature allows you to remotely log in to the Parallels
Plesk Panel server and interact with it using standard Microsoft Windows desktop
interface.

To access the server via Remote Desktop interface:

Go to Domains ®lomain name Remote Desktop

2 Set up screen resolution for the session in the Screen resolution for
terminal sessiomenu.

Note: Higher resolutions are more taxing for your connection, decreasing the
interaction speed and spending more bandwidth.

3 Select the connection method according to your browser:

A Microsoft RDP ActiveXecommended to use with Internet Explorer browser,
since it may not work with other browsers. When you use this method for the
first time, your browser will automatically install the required ActiveX component,
if Internet Explorer security settings permit this. If your browser shows security
alerts, try to temporarily lower security measures in the browser options.

A properoJavaRDPrecommended to use with Netscape, Mozilla, or Firefox
browsers, since it may not work with Internet Explorer. Only 8.0 and higher
versions of Opera are supported. This component requires Java Runtime
Environment (JRE) to be installed on your system. If you do not have JRE, you
can download it from http://java.sun.com/j2se/1.5.0/download.jsp (version 1.4
and higher) and install it before using the remote desktop feature.

Note: You don't need to install JDK (Java Development Kit) in order for the
RDP feature to work.

If you use Internet Explorer or Mozilla, you should open the Terminal Services
Configuration console in Microsoft Windows (Start> Administrative Tasksand set
the Licensingoption to Per useion the Server Settingscreen.

4 Click OK A new window will open with an area where your interaction
with the server's desktop will take place.

5 Log in to the system. By default, Parallels Plesk Panel uses the
domain's FTP/Microsoft FrontPage login. You can supply any valid
login and password.

6 After logging in to the system you can start working with it as with a
regular Windows desktop.

U To finish your Remote Desktop session:

Close the browser window with the remote desktop session. This way, the session
you had will be detached from your desktop, but it will keep running on the server,
so when you log in there next time, you will see the remote desktop in the state you
left it,


http://java.sun.com/j2se/1.5.0/download.jsp
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or

A Select Start> Log offif you want to quit the session permanently (all running
sessions consume the server's resources).



CHAPTER 9

Logging Actions Performed by Your
Customers in the Control Panel

You may wish to keep track of actions performed by various users in the system. All
actions will be recorded in a log file that you will be able to download for viewing. The
following system events (actions) can be logged:

A Administrator information changed

System service restarted, started, or stopped

IP address added, removed, changed

Login settings (allowed period of inactivity for all user sessions in the control panel)
changed

Client account created, deleted, personal or system information changed
The status of client account changed (suspended/unsuspended)

Client's interface preferences changed

Client's IP pool changed

Web applications were added to or removed from a client's pool

> > >

The limit on disk space is reached for a client account
The limit on traffic usage is reached for a client account
A Home page preset was created, deleted, or modified
The limit on disk space is reached for a domain

The limit on traffic usage is reached for a domain
Domain administrator account properties changed
Domain created, deleted, settings changed

Domain owner changed

Domain status changed (suspended/unsuspended)
DNS zone updated for a domain

Subdomain created, deleted, settings changed
Domain alias created, deleted, settings changed

DNS zone of the domain alias changed

Client account limits (resource allotments) changed
Client's permissions changed

Domain limits (resource allotments) changed

Users logged in and out of the control panel

Mail accounts created, deleted, changed

Mailing lists created, deleted, settings changed
Physical hosting created, deleted, changed

Standard or frame forwarding hosting accounts were created, deleted, reconfigured

DBy DD Dy D D Dy D D Dy DD DD D Dy Dy D Dy D D> Dy D
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Web user account created, deleted, changed

Web application installed, reconfigured, uninstalled
Web application package installed, uninstalled, updated
License key expired or updated

Database server created, deleted, updated

Database created or deleted

Database user account created, deleted, updated
Client's GUID updated

Domain's GUID updated

Parallels Plesk Panel component was updated or added

In this chapter:
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Setting Up Action Log@n

To set up action logging:
Go to Home> Action Log

In the Logged actiongroup, select the actions to be logged using the
check boxes.

In the Store records in the databdseld, specify the action log cleaning
options: on a daily, weekly or monthly basis, or in accordance with the
specified number of records stored in the database.

To retain all action log records, select the Do not remove recordsption.
To apply all the changes made, click OK
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Downloading the Action Log

U To download the action logytour machine:

Go to Home> Action Log

2 In the Log filessection, select the time period using the drop-down
boxes, and click Download
The dialog window will open, prompting you to select the location for the
downloaded log file to be saved to.

3 Select the location, and click Save

Clearing the Action Log

U To clear the action log:

1 Go to Home> Action Log
2 In the Log filessection, click Clear Log
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Using Centralized Access to Your
Numerous Parallels PleB&nel Servers

If you have a number of Parallels Plesk Panel-managed servers, you can use the
control panel on one of your servers for accessing and managing the other servers. To
check if this feature is available within your control panel, see if there is the Master
shortcut in the navigation pane.

What the Master function can do for you is remember your credentials for accessing
other Parallels Plesk Panel-managed servers (almost like your Web browser's
password manager): When you need to log in to control panel on any of your servers,
you will need to get to the list of your slave servers in the control panel and click an
icon %2, The control panel running on another server will open in a new browser
window.

In addition to giving you a single point of entry to a number of servers, the Master
function can also poll other servers you specify, retrieve information on state of system
services and resource usage, and display this information in your control panel.

As you can see, the Master function can only save you a little time and a few clicks,
that is all it really does. If you have numerous servers and need truly centralized server
management, you should use Parallels Plesk Panel Expand or Parallels Business
Automation solutions by Parallels.

In this chapter:

Adding @ SErVEr RECOI ......uuiiiiiiiiieeee e 301
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Removing @ Server RECOIN ..........ooviiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeee e 302
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Adding a Server Record

U To add a record on a Parallels Plesk Faarhged server to your control panel:

Go to Master> Add New Server

2 Enter the host name and port number (8443) in the respective fields,
specify login name and password for Parallels Plesk Panel to be able
to log on to the given slave server. You may also wish to type in a
description for the slave server. Select the Do not request information from
the servercheck box, if you do not want the detailed server information
to be retrieved and presented at that time.

3 Click Set

4 To upload an SSL certificate that will be used for secure connection to
that server's control panel, click the Certificatebutton. Click Browse..to
locate your certificate file or paste the certificate contents from the
clipboard. After that, click the Send Fileor Send Texbutton respectively
to upload the certificate to the slave server.

When you need to modify a server record, click the Mastershortcut in the navigation
pane, and then click the host name you need.

Viewing Server Information and Logging
In to a Server

To view information on a server and to log in to the server's control panel:
Click the Mastershortcut in the navigation pane.
The following information is displayed for all servers you added:
A Status icon in the S column:
@ - the serveris in operable state and there is no resource overage,
® - some system service is down,

(@) - there is at least one user account that exceeded resource (disk space or
bandwidth) allotments,

3 - the server is down or inaccessible,
@ - the server was not polled for its status.
A Hostname
A Descriptionyou specified.
2 To view a detailed server report, click the host name you need.
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3 Tolog in to the server's control panel, click the respective icon o,

Removing a Server Record

To remove a server record:

Click the Mastershortcut in the navigation pane.

Select the check box corresponding to the record you wish to remove.
Click Remove Then, confirm removal and click OK

w N -
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Upgrading Your Control Panel

You can easily install the necessary updates, control panel add-ons, and even upgrade
your control panel to the latest available release using Parallels Plesk Panel Updater
function within your control panel.

To upgrade your Parallels Plesk Panel or update its components:
Go to Home> Updates

The control panel connects to the Parallels official update server at URL
http://autoinstall.plesk.com, retrieves information on the available releases, then
analyses the components installed in the system and displays the lists of available
releases and component updates. For each release a brief description of available
operations is displayed.

Note: If you have a number of Parallels Plesk Panel-managed servers and have set
up a mirror of the Updates server in your network (as described in Parallels Plesk
Panel 9 Installation Guide), refer to the section Changing Updater Settings (on page
305) to configure Parallels Plesk Panel Updater to retrieve installation files from the
local mirror.

2 Select the release version that you want to update, or upgrade to. A
list of available components appears.

3 Select the check boxes corresponding to the components you wish to
install and click Install A confirmation screen appears.

4 Specify your e-mail address. You will be sent a notice by e-mail once
update is completed. To confirm installation of the selected
components, select the check box and click OK The
components/updates you selected will be downloaded and
automatically installed in the background mode.

Notes on updating procedures:

When upgrading to a new control panel version, you will be notified by e-mail of
upgrade procedure start and end. The notification message will include the event log
and a list of installed packages, if upgrade is successful. However, you may not receive
any error notice if your mail server fails. In this case you can check for errors in the
autoinstaller.log file located in the /tmp directory on the server hard drive.

All control panel operations are suspended during installation of theso-c al | ed fbaseo
packages t hat affect the contr ol panel s core fu

If you need to install a new license key after upgrade, refer to the section Upgrading
Your License Key (on page 26). If you experience any problems with installing a
license key, please contact sales@parallels.com.
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Changing Updater Settings

By default, updates for Parallels Plesk Panel and updates for your operating system
are downloaded from the official updates server at http://autoinstall.plesk.com.

U If you want to receive Parallels Plesk Panel updates from a local network storage, do
the following:

Go to Home> Updates
Click Preferences
Click the Parallels Plesk Panel Update Sotiate

From the Source typanenu, select the Network storageption and specify
the URL to the directory where updates reside.

5 Click OKto apply settings.

A WODN P

U If you want to receive updates for your server's operating system from the operating
system vendor's site, do the following:

Go to Home> Updates
Click Preferences
Click the Sources of Operating System Updaads

To exclude the updates server from the updates sources, click the
icon &, corresponding to the Parallels Plesk Pangpdates serveentry, in
the S column.

5 Click Add Sourceand specify the following:

A Source typeleave the repomd (xmtpmmetadata repositoryplue selected if you
are going to receive updates from the vendor's site. To receive updates from a
directory on the server's hard disk or from a mounted network share, select the
directory (local directorygplue.

A WODN P

A Source URLType the URL where the package files are located. For example,
http://download.fedora.redhat.com/fedora/linux/core/updates

12/i386 .

A Source prioritylf you use several download sites, you can specify the order in
which they should be polled for updates. To do this, specify different level of
priority for each of the sources: select a value from the list, or select Customand
type a number from 1 (lowest) to 999 (highest).

A Authenticationlf you need to authenticate at the vendor's site in order to receive
updates, select the Authenticatiortheck box and specify your user name and
password.

6 Click OK
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Blocking Access to Updater Functions
from the Control Panel (Linux Hosting)

If you delegate server administration tasks to other users, but do not want them to use
the Updates function or change the updating settings from the control panel, you can
remove the screens related to Updater settings and the Updatedcon from the control
panel. To do this, use the following MySQL command: echo 'REPLACE misc SET
param="disable_updater", val="true" | mysqgl psa - uadmin - p'cat
letc /psal.psa.shadow’

To restore the Updatescon and screens in the control panel, use the following MySQL
command: echo 'REPLACE misc SET param="disable_updater",
val="false™ | mysqgl psa - uadmin - p'cat /etc/psa/.psa.shadow’
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Appendix A. Advanced Features

In addition to operations available via control panel, Parallels Plesk Panel software
provides several advanced management capabilities, available to the administrator
from the command line. The administrator can:

A Use event tracking mechanism to organize data interchange between Parallels
Plesk Panel and external systems

A Include domain-specific Apache configuration directives into web server
configuration file

A Change Tomcat connector ports
Restore Parallels Plesk Panel mail configuration

>

In this chapter:
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Using Event Tracking Mechanism

The Event Manager is designed to help you organize data interchange between
Parallels Plesk Panel and external systems. It works the following way: you create a
script to be executed upon a certain control panel event, and then create an event
handler that triggers the event processing. You can assign several handlers to a single
event.

Note for users of Linux Hosting: ~ The server administrator can create the event
handlers that will be run on the server on behalf of user root. If you wish to restrict
usage of the root account, create an empty file with name

root.event_handler.lock in the location
/parallels_plesk_panel_installation_directory/var/

In this section:

Adding Event Handlers (LiNUX HOSEING) ......oooveieieieeeeeeeeeeeeeeeeeeeeeeeeeeeee e 308
Adding Event Handlers (Windows HOSEING) .......ooovveeeieieeeeeeeeeeeeeeeeeeeeeeeeeeeeee 310
Removing Event Handlers ... e 311
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Adding Event Handlers (Linux Hosting)

Let's, for example, create an event handler for the 'client account creation' event. The
handler will accept a client name and the client's login from environment variables. For
simplicity we will use a shell-script called test - handler.sh  that looks as follows:

#!/bin/bash
echo" -------------- " >> tmp/event_handler.log
/bin/date >> [tmp/event_handler.log # information on

the event date and time

{usr/bin/id >> [tmp/event_handler.log # information on
the user, on behalf of which the scri pt was executed (to ensure
control)

echo "client created" >> /tmp/event_handler.log # information on
the created client account

echo "name: ${NEW_CONTACT_NAME}" >> /tmp/event_handler.log #
client's name

echo "login: ${NEW_LOGIN_NAME}" >> /tmp/event_ha ndler.log #
client's login
echo" -------------- " >> tmp/event_handler.log

This script prints some information to a file so that we could control its execution (we
cannot output information to stdout/stderr, as the script is executed in the background
mode).

Suppose, that our script is located in the directory
/parallels_plesk_panel_installation_directory/bin (for instance). Let's
register it by creating an event handler via the control panel:

1 Go to Home> Event Manager

2 Click Add New Event Handl@he event handler setup page appears.
3 Select the event, you wish to assign a handler to in the Eventmenu.
4

Select the priority for handler execution, or specify a custom value. To
do this, select custom in the Prioritymenu and type in the value.

When assigning several handlers to a single event you can specify the handler
execution sequence, setting different priorities (higher value corresponds to a
higher priority).

5 Select the system user, on behalf of which the handler will be
executed ("root" user, for example).

6 In the Commandnput field, specify a command to be executed upon
the selected event. In our example it is
/usr/local/psa/bin/test - handler.sh



Appendix A. Advanced Features 309

7 Click OK

Note: In the script, we have specified the variables SNEW_CONTACT_NAME and
$NEW_LOGIN_NAME. During execution of the handler, they will be replaced with
name and login of the created client respectively. The entire list of available variables is
provided in the following section. You should keep in mind that with the removal
operations, the variables of type $NEW_xxx are not set. And with creation operations
the parameters of type $OLD_xxx are not set.

Now if you login to your Parallels Plesk Panel and create a new client, specifying the
value 'Some Client' in the Contact naméeld, and 'some_client' in the field Login the
handler will be invoked, and the following records will be added to the
/tmp/event_handler.log

Fri Mar 16 15:57:25 NOVT 2007

uid=0(root) gid=0(root) groups=0(root)

client created

name: Some client

login: some_client

If you want to specify one or few handlers more, repeat the actions above for another
handler.

For a full list of the parameter templates that can be used when setting up an event
handler, refer to the Parallels Plesk Panel Advanced Administration Guide available
from the Parallels Web site.
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Adding Event Handlers (Windows Hosting)

U To add an Event Handler:

For instance, let's create an event handler for the ‘client account creation' event.
The handler will accept a client name as the first parameter, and the client's login as
the second. For simplicity we will use a batch file called test-handler.bat that looks

as follows:
echo" -------------- ">>c: \windows \ temp\ event_handler.log
rem information on the event date and time
date /T >>c: \ windows \ temp\ event_handler.log
rem information on the created client account
echo "client created" >> c: \ windows \ temp\ event_handler.log
rem client's name
echo "name: %1" >> C: \ windows \ temp\ event_handler.log
rem client's login
echo "login: %2" >>c: \ windows \ temp\ event_handler.log
echo" -------momee- ">>c: \windows \ temp\ event_handler.log

This script prints some information to a file so that we could control its execution.

Suppose, that our script is located in the directory c: \ program
files \parallels \plesk \scripts \. Let's register it by creating an event
handler via the control panel:

1 Go to Home> Event Manager
2 Click Add New Event Handldhe event handler setup page appears.

3 Select the event you wish to assign a handler to in the Eventdrop-
down box.

4 Select the priority for handler execution, or specify a custom value. To
do this, select custom in the Prioritydrop-down list and type in the
value.

When assigning several handlers to a single event you can specify the handler
execution sequence, setting different priorities (higher value corresponds to a
higher priority).

5 Select the system user, on behalf of which the handler will be
executed.

6 In the Commandnput field, specify a command to be executed upon
the selected event. In our example it is c: \ program
files \ parallels \ plesk \scripts \test - handler.bat"
<new_contact_name> <new_login_name>

Note that if directory names or the file name contains spaces, the path should be
quoted.

7 Click OK
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Note: In the command we have specified the parameters in the angle brackets
<new_contact_name> and <new_login_name> . Before executing the handler, they
will be replaced with name and login of the created client respectively. The entire list of
available parameters is provided below. You should keep in mind that with the removal
operations, the parameters of type new_xxx contain an empty string. And with creation
operations the parameters of type old_xxx contain an empty string.

Now if you login to your Parallels Plesk Panel and create a new client, specifying the
value 'Some Client' in the Contact naméeld, and 'some_client' in the field Login the
handler will be invoked, and the following records will be added to the

c: \ windows \ temp\ event_handler.log

Sat Jun 26 21:46:34 NOVT 2004

client created

name: Some client
login: some_client

If you want to specify one or few handlers more, repeat the actions above for another
handler.

To learn more about the events that can be processed by the event handler, refer to
the Parallels Plesk Panel Advanced Administration Guide available from the Parallels
Web site.

Removing Event Handlers

To remove an event handler:
Go to Home> Event Manager

2 Select the corresponding check boxes in the list of handlers and click
Remove



312 Appendix AAdvanced Features

Including Directas into Web Server
Configuration File

You can include domain-specific Apache configuration directives into web server
configuration file. In Parallels Plesk Panel, each domain has virtual hosts configuration
stored in a separate file httpd.include

On all Linux systems, this file is located in the directory
Ivarlwww/vhosts/<domain - name>/conf/

On FreeBSD systems, this file is located in the directory
{usr/local/psa/home/vhosts/<domain - name>/conf/

If you upgraded from Parallels Plesk Panel version 7.5.4 or earlier, try looking for this
file in the directory /home/httpd/vhosts/<domain - hame>/conf/

Note: you can change the location of virtual host directories using the
transvhosts.pl utility, which is located either in /usr/local/psa/bin/ or
lopt/psa/bin/ directory, depending on your operating system.

This file is overwritten each time the virtual host configuration is changed, thus any
manual alterations made to the file are discarded. To use custom directives or redefine
those inserted by Parallels Plesk Panel, you need to create the files vhost.conf

and/or vhost_ssl.conf with necessary directives in the directory
/path_to_vhosts/<domain - name>/conf/  for a domain, and
/path_to_vhosts/<domain - name>/subdomains/<subdomain - name>/conf/

for a subdomain.

If any of these files exist by the time the main configuration file is generated, Parallels
Plesk Panel inserts the appropriate Include directive into the HTTP and/or HTTPS
virtual host context respectively. For security reasons, only root can create the
vhost.conf  and vhost_ssl.conf files.

For the changes to take effect, you need to run the following command:

/parallels_plesk_panel_installation_directory/admin/sbin/websrvmng --
reconfigure  -vhost -- vhost - name=<domain_name>
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Changing Tomcat Java Connector Ports

The default port numbers for Coyote and Warp connectors in Parallels Plesk Panel are
9080 and 9008.

If you want Tomcat Java to work on other ports (e.g. 8090 and 8009), you should
connect to the Parallels Plesk Panel database and add two parameters to the database
as in the following example:

insert into misc (param,val) values (‘coyote_connector_port', '‘8090");
insert into misc (param,val) values (‘warp_connector_port', '8009";

Alternatively, you can use the dbclient.exe utility to add the information to the
Parallels Plesk Panel database. For information about using the dbclient.exe utility,
consult Parallels Plesk Panel for Windows Command Line Interface Reference.

Note: It is recommended that you change the Tomcat Java ports right after Parallels
Plesk Panel is installed on server, or prior to enabling the Tomcat Java service for your
domains.
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Restoring Mail Configuration

Sometimes, Parallels Plesk Panel mail server configuration becomes corrupt and it is
necessary to restore it. The restoration is carried out by internal mchk utility, intended
for use by Parallels Plesk Panel. However, as administrator, you can use it for restoring
the Qmail and Courier-imap configuration when needed.

By default mchk is running in the background mode. To execute it in the foreground,
use the - v option. For example:

lusr/local/psa/admin/sbin/mchk -V

Note: You may not wish to restore SpamAssassin settings for mail accounts, as it
requires running Perl interpreter. To speed up restoring use the -- without - spam
option.

Installing Cu®m SSL Certificates for
Qmail or CouridMAP Mail Servers

To securely exchange mail data with Parallels Plesk Panel server, you may need to
install custom SSL certificates on the Parallels Plesk Panel server. Specifically, SSL
certificates can be installed for the Qmail mail transfer agent and the Courier-IMAP mail
server that supports the IMAP and POP3 protocols.

To install custom SSL certificates, you need to download the certificates to the
Parallels Plesk Panel server and then replace the installed default SSL certificates for
Qmail and Courier-IMAP servers with the downloaded custom certificates.

This section describes procedures for installing custom SSL certificates for Qmail and
Courier-IMAP servers.

In this section:

Installing SSL Certificate for Qmail...........ooooveiiiiii 315
Installing SSL Certificates for Courier-IMAP Mail Server ............ccccovvveiiieinneen. 317
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Installing SSL Certificate for Qmaill

U Toinstall a custom SSL certificate for Qmail Parallels Plesk Panel server, follow
these steps:

1 Create a combined .pem certificate file.

To create a combined .pem certificate file, start your favorite text editor and paste
the contents of each certificate file and the private key in the file in the following
order:

1. The private key

2. The primary certificate

3. The intermediate certificate
4. The root certificate

Make sure that you include the begin and end tags of the key and each certificate
including the dash lines. The resulting text should look like this:

————— BEGIN RSA PRIVATE KEY -----

----- END RSA PRIVATE KEY -----

----- BEGIN CERTIFICATE ----- ...
(Your Primary SSL certificate here)

----- END CERTIFICATE-----

-——-- BEGIN CERTIFICATE - ----

----- END CERTIFICATE-----
----- BEGIN CERTIFICATE -----

----- END CERTIFICATE-----
2 Save the combined certificate file as plesk.pem
3 Loginto a Parallels Plesk Panel server through SSH as a root user.

4 Download the combined certificate file plesk.pem
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5 Make a backup copy of the existing default SSL certificate for Qmail.

For example for RedHat or Fedora operating systems, the SSL certificate file that
you need to back up is var/gmail/control/servercert.pem

Note: For other operating systems, the default certificate file location may be
different.

6 Open the default certificate file var/gmail/control/servercert.pem by using
your favorite text editor and replace the contents of the file with the content of the
combined certificate file plesk.pem

7 Save and close the file.
8 To finish the certificate installation, restart Qmail.
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Installing SSL Certificates for CotlVéAP Malil Server

To install a custom SSL certificate for the Courier-IMAP (IMAP/POP3) mail server on a
Plesk server, follow these steps:

1 Loginto a Plesk server through SSH as a root user.
2 Download one or more SSL certificate files that you want to install.

Note: IMAP and POP3 each require separate certificate files, but both files can
contain same certificate.

3 Make a backup copy of the existing default SSL certificate for the Courier-IMAP
mail server.

For example for RedHat or Fedora operating systems, you need to back up the
following default SSL certificate files:

A Jusr/share/courier - imap/imapd.pem - the certificate enables secure
data transfers through IMAP protocol.

A lusr/share/courier - imap/pop3d.pem - the certificate enables secure
data transfers through POP3 protocol.

Note: For other operating systems, the default certificate file locations may be
different.

4 Open a default certificate file by using your favorite text editor and replace the
contents of the file, with the content of the SSL certificate file that you want to
install.

For example, the content to be copied from a custom SSL certificate and pasted in
lieu of a default certificate file body should look like this:

————— BEGIN CERTIFICATE -----
MIIBBTCCAZsCBEUpHKkwDQYJKoZIhveNAQEEBQAwWQYExCzAJBgNVBAYTAIIJPM

eNpAleF34UctLcHkZJIGIK6b9Gktm
----- END CERTIFICATE-----

----- BEGIN RSA PRIVATE KEY -----

MIICXgIBAAKBgQDV6i/mxtS2B2PjShArtOAmdRoEcCWa/LH1GcrbW14zdbmiq
rxb

faXRHcG37TkvglUzZ3wgy6eKuyrDiSgkwV8WAuaoNct55w==
----- END RSA PRIVATE KEY -----
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5 Save and close the file.
6 To finish the certificate installation, restart Courier-IMAP.
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